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ABSTRACT OF THE DISSERTATION

Cryptography has always been the science of Secure Communication. The past decade has
been epitomized by the emergence of Blockchain Technology, without leaving Cryptography
unaffected. The manifesto of Blockchains is Decentralization, making it inevitable that the
information is stored and verified in real-time by thousands of participants. This spotlighted two
necessities: information should be as concise as possible and verification of processes should be
fast.

From a cryptographic perspective, this translates to a central desideratum: Succinctness.
A cryptographic construction is called Succinct if its algorithm is generating outputs that are
(exponentially) smaller than the inputs. This allows the cryptosystem to treat large data and
produce concise outputs that, nevertheless, preserve the desired functionality of the system.

In this thesis, we are concerned with a specific type of Succinct cryptographic primitives:
Succinct Commitments. Cryptographic commitments are objects that allow one to commit to
some data, providing a binding representative. Then at any later point they can open back the
(committed) data providing an opening proof, but without being able to open differently the
representative. In more detail, in our work we deal with commitments with more fine-grained
openings, where one can generate an opening proof of the commitment to a function f(m) of
the initial data m.

Firstly, we deal with set commitments with private (non-)memberhsip openings. We construct
succinct zero-knowledge proofs for the problem of set (non-)membership. Intuitively, a zero-
knowledge proof is a cryptographic primitive that allows one to prove a statement, in a sound
way, without leaking any other information except for the fact that the statement holds. In a
zero-knowledge proof for set membership first one commits to a public set and then a party can
prove membership to the set but without betraying which element of the set exactly is. Such
(set) commitments with this type of fine-grained openings are the cornerstone of Anonymous
Cryptocurrencies such as Zcash. In particular we provide efficient zero-knowledge proofs for
the opening of RSA accumulators, one of the most popular set commitments. First, we show
efficient protocols for membership and non-membership of a single element. Then we construct
succinct zero-knowledge membership proofs for multiple elements, where the size of the proof
is independent of the number of elements proven. The two techniques are qualitatively different.

Secondly, we switch our attention to Vector Commitments, with local positional openings.

viii



We put forth the notion of Incremental Aggregation, in which one can arbitrarily aggregate
opening proofs of any positions into a single (concise) proof and inversely disaggregate a
proof of multiple points to many. We show applications of this notion (1) to speeding up the
proof computation by using precomputation and moderate-sized precomputed values and (2) to
Verifiable Decentralized Storage. Finally, we provide efficient construction of Incrementally
Aggregatable Vector Commitments from Groups of Unknown Order.

Thirdly, we turn to Functional Commitments, for linear functions, where one commits to a
vector v and then can open f(v) = y, for a public f. We construct functional commitments that
admit constant-sized public parameters and proofs. To this end, our core technique is a novel
succinct protocol of cardinality for a set committed with an RSA accumulator, which is in turn
based on a Range Proof.

Finally, we show a generic way to turn any Vector Commitment into a Key-Value Map
Commitment for arbitrary keys. A Key-Value Map resembles a Vector but the ordering of the
values is not characterized by subsequent indices but by arbitrary keys. Key-Value Maps are the
core data-structures in Cryptocurrencies like Ethereum. Our construction of Key-Value Map
Commitments is generic and is based on a novel cryptographic application of Cuckoo-Hashing.
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RESUMEN DE LA TESIS DOCTORAL

La ultima década se ha caracterizado por la aparicion de la tecnologia Blockchain, afectando la
criptografia. El manifiesto de Blockchains es la Descentralizacion, en la que la informacién es
guardada y verificada en tiempo real por miles de participantes. Esto centra la atencién en dos
necesidades: la informacién debe ser lo mas concisa posible y la verificacién de los procesos
debe ser rapida. Desde una perspectiva criptografica, esto se traduce en un desideratum central:
la Compacidad.

En esta tesis, nos ocupamos de un tipo especifico de primitivas criptograficas compactas:
Compromisos Compactos. Los compromisos criptograficos son objetos que permiten comprom-
eterse con algunos datos, proporcionando un representante vinculante, de modo que en cualquier
momento posterior se pueden volver a abrir, proporcionando una prueba de apertura. En nuestro
trabajo tratamos compromisos con aperturas mas detalladas, donde se puede generar una prueba
de apertura del compromiso con una funcién f(m) de los datos iniciales m.

En primer lugar, nos ocupamos de compromisos de conjuntos con aperturas privadas de (no)
pertenencia. Construimos pruebas compactas de conocimiento cero para el problema de la (no)
pertenencia a conjuntos. Una prueba de conocimiento cero es una primitiva criptografica que
permite probar una afirmacion, de forma solida, sin filtrar ninguna otra informacion excepto el
hecho de que la afirmacién es cierta. En una prueba de conocimiento cero para la pertenencia
a un conjunto, primero uno se compromete con un conjunto publico y luego una parte puede
demostrar la pertenencia al conjunto, pero sin revelar qué elemento del conjunto es exactamente.
Estos compromisos de conjuntos con este tipo de aperturas detalladas son la piedra angular de
las criptomonedas anénimas como Zcash. En particular, proporcionamos pruebas eficientes de
conocimiento cero para la apertura de acumuladores RSA, uno de los compromisos establecidos
mas populares. Primero, mostramos protocolos eficientes para la membresia y no membresia
de un solo elemento. Luego construimos pruebas compactas de membresia de conocimiento
cero para multiples elementos, donde el tamafio de la prueba es independiente del nimero de
elementos probados. Las dos técnicas son cualitativamente diferentes.

En segundo lugar, centramos nuestra atencién en los compromisos de vectores, con aperturas
posicionales locales. Presentamos la nocién de Agregacion Incremental, en la que se pueden
agregar arbitrariamente pruebas de apertura de cualquier posicién en una prueba tinica (concisa)
e inversamente desagregar una prueba de multiples puntos en muchos. Mostramos aplicaciones



de esta nocion (1) para acelerar el calculo de la prueba mediante el uso de precémputo y
valores precalculados de tamafio moderado y (2) para el Almacenamiento Descentralizado
Verificable. Finalmente, proporcionamos una construccion eficiente de compromisos vectoriales
incrementalmente agregables a partir de grupos de orden desconocido.

En tercer lugar, pasamos a los compromisos funcionales, para funciones lineales, donde uno
se compromete con un vector v y luego puede abrir f(v) = y, para un f publico. Construimos
compromisos funcionales que admiten pruebas y parametros ptiblicos de tamafio constante. Con
este fin, nuestra técnica principal es un protocolo novedoso y compacto de cardinalidad para un
conjunto comprometido con un acumulador RSA, que a su vez se basa en una prueba de rango.

Finalmente, mostramos una forma genérica de convertir cualquier compromiso de vector en
un compromiso de mapa-de-valores-clave para claves arbitrarias. Un mapa-de-valores-clave se
parece a un vector, pero el orden de los valores no se caracteriza por indices posteriores sino
por claves arbitrarias. Los mapas-de-valores-clave son las estructuras de datos centrales en
criptomonedas como Ethereum. Nuestra construccién de compromisos de mapas de valores
clave es genérica y se basa en una novedosa aplicacién criptografica de Cuckoo-Hashing.
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INTRODUCTION

1.1 Cryptography

This thesis could not begin in any alternative way than contextualizing Cryptography.

Historical remarks. Historically, Cryptography has been the art of secure communication.
For many centuries, its central purpose was hiding the content of written messages, by producing
a ‘code’-that we call a ‘cipher’—corresponding to the actual content of the message. The goal
was that individuals could not make sense of the cipher, even if carefully reading it, unless
knowing a method to de-cipher back to the message of origin.

Examples of ciphers that have been documented are numerous, starting from the early 1900
BC in ancient Egypt, where signs of ciphers have been found carved in tombs. In ancient Greece,
the spartan military was using a special tool called ‘scytale’ to cipher and de-cipher messages.
Julius Caesar has also also been documented to use the ‘Caesar cipher’ to securely communicate
with his army generals. More recent specimens are, among others, Vigenére cipher and the
famous Enigma machine used by the German military during World War II. Most of the early
ciphers were using a simple substitution; each symbol was consistently substituted by another
one at each appearance in the message. From the 15th century ciphering started getting more
evolved diverging from the simplistic substitution-ciphering, but nevertheless didn’t drastically
change, the main principles remained the same: Concealing of the actual message from the
ciphertext was anticipated based on (1) the heuristic belief that it is difficult for a human to revert
a superficially intricate cipher and, additionally, (2) the general procedure of the code is secret.

Regarding the latter, in 1883 Auguste Kerckhoffs put forward the position that the security
of any crypotsystem should not rely on the obscurity of the method [138]. Everything about the
intelectual methodology and the material used by the cryptosystem should be considered public
knowledge, except for some ephemeral variables of the system: The ‘keys’. The logic behind
this argument is that the design of a cryptosystem that is continuously used cannot remain secret
and will eventually be leaked. Claude Shannon graphically re-produced this concept with the
phrase "the enemy knows the system". Therefore, when designing a cryptosystem we should
assume that our knowledge on the system is public up to the slightest detail. This position
was and still is greatly embraced, forming the ‘Kerckhoffs’ principle’ and is in contrary to the
‘Security through obscurity’ approach. Kerckhoffs’ principle is a standard approach in today’s
Cryptography and henceforth, for this thesis, will be taken for granted.
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The critical point that revolutionized Cryptography was the emergence of modern computing
machines, during the 20th century. It was rapidly realized that advanced computers can break
cryptosystems that were unthinkable to be broken by humans, or at least not in real-time. The
manifestation of this (although not the first example of cryptanalysis-by-devices historically)
was the celebrated use of the Bombe machine, designed by Alan Turing, to de-cipher the
messages of the Enigma device.! The contribution of Alan turing is an early sign of modern
Cryptography and, more generally, Computer Science. With computers available, the target
security of cryptosystems is no longer against adversarial humans but against powerful computers.
Gradually in the 20th century Cryptography started getting irreversibly bound to Computer
Science.

The science of Cryptography. So computers are the ones that converted Cryptography from
‘art’ to ‘science’. Now, Cryptography should follow a systematic process in order to achieve
convincing results. Fundamental to Modern Cryptography is the paradigm of ‘Provable Security’
that consists of the following three:

* Definition: First we need to rigorously define what we expect from the cryptosystem. What
does it even mean that a system is ‘secure’?

» Assumptions: Then we need to state clearly what are the assumptions under which we are
working. These can be seen as the equivalent of the mathematical ‘axioms’.

* Proof of Security: Finally, we need to give a mathematical proof that our cryptosystem
satisfies the aforementioned definition under the aforementioned assumptions.

A Definition should depict—with mathematical formalization—how the cryptosystem is ab-
stractly working and, more importantly, a mathematical specification of what its ‘security’ means.
It should also specify the "power" of the adversary against which we anticipate the system to
be secure. Typically in today’s standards we want our systems to be secure (at least) against
adversaries that have access to the most powerful existing computer.”> An example security
definition could be: "For a ciphering system X, an adversary controling all the computational
power on earth cannot retrieve more than 2% of the bits of the corresponding message, for any
possible message". The provable security paradigm is not concerned with whether the security
specifications of a definition are suitable enough or not; this is up to human interpretation.
Provable security is a systematic method to claim that the definition is satisfied.

The Assumptions that we may take for a cryptosystem can largely vary. In many cases they are
related to Computational Complexity Theory. For example one could put forth the assumption
"there is no algorithm running in polynomial time that can solve the boolean satisfiability
problem". This assumption is in turn connected to the Complexity Theory conjecture that
P # NP therefore we have some reassurance. Sometimes an assumption can be connected to
the current inability of breaking it, for instance the assumption "factoring a composite integer
cannot be done in polynomial time" can be justified by the fact that this problem has been widely
studied for decades and we do not currently have a solution. Similarly to the Definition, whether

The cryptosystem of Enigma was actually intelectually "broken" by the Polish mathematician Marian Rejewski
in 1932. Alan Turing designed the computing machine that could efficiently perform de-ciphering in real-time.

2<Fine-grained Cryptography’ [161] is a field of Cryptography that diverges from that assuming less powerful
adversaries. In this thesis we are not concerned with this model.
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an assumption is plausible or not is orthogonal to the provable security paradigm, this can largely
be a subject to human interpretation and, nevertheless, subjective.

The Security Proof is the part of provable security that should be undeniable, being unaffected
by human interpretation. It should follow a clasic mathematical reasoning and in fact security
proofs can be seen as classic mathematical proofs.

Throughout this thesis we will follow this methodology.

Basic Concepts. Although, as we discussed above, for centuries the primary focus of cryptog-
raphy was predominantly centered on the creation of codes to conceal messages, the past century
it tremendously expanded. In a very general sense we can say that its main goal it still Secure
Communication but the significance of both "Secure" and "Communication" can widely vary.
There are endless goals, concepts and classifications in Cryptography that we could discuss.
Below we, very briefly, survey some central notions.

+ Symmetric-Key Encryption: Firstly by ‘Encryption’ we refer to the process of tranforming a
message (plaintext) to a cipher (ciphertext) in order to conceal the information of the message.
Conversely by ‘Decryption’ we refer to the inverse process, of retrieving the message from its
corresponding ciphertext.

Symmetric-Key Encryption is a method to Encrypt a message so that it can later be Decrypted
using the same key, but cannot get Decrypted otherwise. The distinguishing trait of Symmetric-
Key Encryption is that both Encryption and Decryption use the same key. Symmetric-Key
Encryption is secure if no computer can retrieve the message without knowing the key. It is
crucial then that the key stays secret otherwise security is trivially compromised.

For example the early ciphers in history discussed above can be seen as Symmetric-Key
Encryption schemes, though insecure under the above definition.

* Public-Key Encryption: Public-Key Encryption [93, 184] is the asymmetric version of
Symmetric-Key Encryption. Anyone can, without interaction, Encrypt a message under a
public key that is known to everyone and produce a valid ciphertext. Then only the party
knowing the corresponding secret key can decrypt the cipertext to retrieve the message. Of
course, in order for this to be able to work, the public and secret keys should be somehow
correlated.

The security definition is the same as in Symmetric-Key Encryption except the public key can
be known to the potential adversary.

+ Digital Signatures: Digital signatures [184] is the analogue to physical signatures. One party—
the Signer—can authenticate/‘sign’ a message using their secret signing key. This signing key
is the analogue to the unique handwriting of physical signatures. Then anyone can verify
that a signature is bound to that specific message by using a publicly known verification key
corresponding to the secret key of the signer. Again, the signing (secret) and verification
(public) keys are correlated.

The Digital Signature is secure if no party can forge a valid—under a verification key—signature
on any message without possessing the corresponding signing key.

» Commitments: Imagine that we want to make a claim but we would only like to reveal it
after a specific event happens, for instance after 5 hours or after the next rainy day, but in the
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meantime we wish to keep it secret. A physical way to implement it would be to write our
claim in a paper, close it in a locked safe box and open the box only when the desired event
happens.

A cryptographic Commitment scheme [38, 46] captures this scenario. It is a technique to
‘commit’ to an element by generating a representative, the ‘commitment’, so that at any later
point we can ‘open’ it. By ‘open’ we mean that that we can demostrate that the representative
‘commitment’ is for the initial element committed.

The natural security properties that should hold for a commitment scheme are Binding and
Hiding. Hiding captures that the commitment should not betray our element, before we choose
to open it. Binding captures that after committing we are bound to open the original element
and nobody can open it in any different way.

Zero-Knowledge Proofs: A Zero-Knowledge Proof [122] is a cryptographic scheme that
allows one party (the Prover) to prove a statement to some other party (the verifier) without
leaking any other information except for the fact proven. The prover and the verifier may
interact with each other some times before the verifier gets convinced.

The security properties that are required are Soundness and Zero-Knowledge. Soundness
is a property that protects the verifier from malicious provers: No prover—using whatever
strategy—should be able to convince the verifier for an invalid statement. Zero-Knowledge, on
the other hand, protects the prover: Even if the verifier is maliciously behaving they should
not be able to learn anything else from their participation in the zero-knowledge protocol
except for the fact that the proven statement holds.

Secure Multi-Party Computation: Secure Multi-party Computation [217, 121] is the field of
Cryptography that designs protocols so that multiple parties can securely compute a function.
For example assume that party 1 has input x1, party 2 has input 2, up to party n having input
Zy. Then these parties want to collaboratively compute a public function f with these inputs,
i.e.tolearny = f(x1,...,x,). However, they do not desire to leak their inputs to the other
parties. This (with different variations) is precisely the objective of Multi-party Computation.

Cryptanalysis: Cryptanalysis is the field of Cryptography that analyzes cryptosystems in
order to find flaws, primarily in the security of the system. Cryptanalysis of provably secure
cryptographic schemes is typically in the assumptions taken, but can even be in the security
proof. Another type of Cryptanalysis has to do with finding practical attacks in cryptosystems
that are only heuristically (instead of provably) secure.

Foundations of Cryptography: Foundations of Cryptography refers to the effort of identify-
ing the (typically minimal) assumptions from which we can build Cryptography.

Advanced Cryptographic Primitives: There are numerous cryptographic primitives pro-
viding advanced functionalities that do not fall in any of the above categories. Examples
include Pseudorandom Functions [120], Anonymous Credentials [70], Fully Homomorphic
Encryption [116], Functional Encryption [43] (e.g. Identity-based Encryption [193, 41],
Attribute-based Encryption [186, 124]) and Indistinguishability Obfuscation [133] and many
more.

Looking ahead, this thesis predominantly falls within the categories of Commitments and

Zero-Knowledge Proofs. Furthermore, from now on when referring to “Cryptography” we will
be meaning “Constructive Cryptography”, otherwise we will crearly state “Cryptanalysis”.
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Quantum Computers and Cryptography. Cryptography flourished in the 20th century, as
earlier described, due to the emergence of modern digital computers. Its development was, in
consequence, built upon the computational model of digital computers. Both the capabilities of
the cryptosystem and the adversary were modeled according to the classical binary computer
model. In 1980 Paul Benioff proposed an alternative computational model based on quantum
physics [34], the theoretical core of what we call today ‘Quantum Computer’. In 1993 Peter
Shor showed that in the quantum computation model there are efficient algorithms that can
break fundamental problems in Cryptography that were assumed to be hard: the Factoring and
Discrete-logarithm problems [195]. In essence, this directly showed that if quantum computers
are physically built then a great part of cryptosystems known at the time (and even today a large
fraction of them) would be broken.

Full-fledged Quantum Computers with reasonable—to break cryptographic schemes—computing
power have not been produced to date. The challenge is in constructing the actual hardware for
quantum computation. However, there are very intense efforts in developing them.

This could not leave Cryptography unaffected. The ‘Quantum Threat’ gave birth to two
different developments in Cryptography: The ‘Post-Quantum Cryptography’ and the ‘Quantum
Cryptography’. Post-Quantum Cryptography is concerned with protecting classical cryptosys-
tems against Quantum Computers. In that the model of the computation for the cryptosystem is
still the one of binary electronic computers but the adversary of the cryptosystem is assumed to
be a Quantum Algorithm (using a quantum computer). For example Post-Quantum Cryptogra-
phy is based on problems that are (plausibly) secure against quantum algorithms, for example
Lattice-based problems [4, 131, 175] or Isogeny-based problems [82, 185, 65, 90]. On the other
hand in Quantum Cryptography everything works on quantum computers, both the cryptosystem
and the adversary.

We note that most of the results of this thesis fall in neither of these two categories. Our
results are in the ‘Classical Cryptography’ setting.

1.2 Desiderata of modern Cryptography: Succinctness and more

Today’s Cryptography is all about efficiency.

This provocative opening statement is of course not entirely true, but graphically captures
the recent trends in Cryptography. After decades of research it’s safe to say that in terms of
functionality most aspirations of Cryptography have been either met or proven impossible to be
ever met. The examples of phenomenal success stories are endless, we have Symmetric-Key
Encrpytion, Public-Key Encryption, Digital Signatures, Zero-Knowledge proofs for all NP,
Secure Multi-party computation for all functions. The list can be enriched with much more
advanced cryptographic primitives that were notoriously hard to be obtained like Identity-based
Encryption [41], Fully Homomorphic Encryption [116] or even, recently, Indistinguishability
Obfuscation [133].

The intriguing research questions in today’s Classical Cryptography are to a great extent not
of the form "Can we we build X?" but rather: "Can we we build X with Y efficiency properties?"
or "We know we can build X from Y assumptions, can we build it from Z assumptions?". The first
category of questions is about Efficiency while the second is about Assumptions. These are very
crucial concepts in recent developments in Cryptography, and in this work most of the questions
that we answer are of these types.
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By ‘Efficiency’ we refer to improving some metrics of the cryptosystem that are already
in the feasibility (polynomial-time) realm. These metrics may include: the bit-size of some
variable of the system, the running time of an algorithm, the number of rounds that some parties
have to interact, etc. The Efficiency improvement can be either asymptotic (e.g. from O(n?)
runnning time to O(n logn)) or even concrete (e.g. ciphertext size from 10KB to 9KB or from
3 communication rounds to 2).

Before proceeding, it’s important to acknowledge the existence of other significant research
avenues beyond Efficiency and Assumptions, outside Clasical Cryptography. In Quantum
Cryptography there are various unexplored directions about what can be achieved. Unlike
Classical Cryptography, there it cannot be claimed that the field has reached the same level of
maturity to have answers to most of the fundamental questions. Another field that has different
objectives is the one of Cryptanalysis, where the efforts are focused on breaking assumptions,
cryptosystems or implementations. Finally, we should note that there is the field of Secure
Cryptographic Implementations that also has different objectives.

Succinctness. Succinctness (or conciseness) is a special Efficiency-property that is on the core
of numerous cryptographic schemes. But what is Succinctness? By ‘Succinctness’ we typically
refer to an (at least) exponential improvement> on the bit-size of a value of the cryptosystem.
Assume that a cryptosystem A takes n inputs 1, . . . , x,, and outputs a value y of size |y| = O(n).
We say that succinctness is achieved in cryptosystem B if it has the same functionality but with
an output of size O(logn) or O(1).

In general, the power of Succinct Cryptographic primitives is that they can process very
large data producing at the end very condensed outcomes. This is of extreme importance since
typically these outcomes are the elements that are communicated. As we will see in the next
sections, in many occasions it is prohibitive to communicate all the data processed.

Succinctness is a highly non-trivial property to achieve and in most cases it requires a radical
change in the approach. For some important fields of modern Cryptography, the entire field
would not even exist if Succinctness was not a prerequisite.

Take for example the case of Verifiable Computation. There there two distinct parties with
unbalanced computational power, one performing over a weak machine (e.g. a mobile phone)
and another on a powerful one (e.g. on a cluster of computers). Then the computational weak
party (W) wants to outsource an intensive comutation to the strong one (S). However, W wants
to make sure that the computation was performed correctly by S. This is exactly the concept of
Verifiable Computation.

Now, Cryptography comes in to ensure integrity: That the computation was performed
correctly. Apparently, by definition of the problem, S cannot send the steps of the computation
to W. So Cryptography should provide a Succinct solution to the problem: Integrity should
be ensured in a way that the certificates "ensuring" it are much smaller than the size of the
computation itself. Of course, without Succinctness a Verifiable Computation primitive makes
no sense.

There are many more interesting scenarios in which we have unbalanced computational
power between communicating parties like the above. In what follows we discuss more examples.

In this thesis Succinctness is a central notion. Almost all of the problems we deal with in this

3In the literature sometimes ‘Succinctness’ is also used for polynomial improvements, e.g. quadratic, cubic, etc.
In this work we always use the term for exponential improvements.
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work could be solved with basic results of Cryptography, if we didn’t require the cryptosystems
to be succinct.

1.3 The era of Decentralization
Enter Satoshi Nakamoto.

In October 2008, someone with the pseudonym ‘Satoshi Nakamoto’ published a whitepaper
with the title "Bitcoin: A peer-to-peer electronic cash system" [165]. The whitepaper was
introducing a digital currency with the name "Bitcoin". This was meant to be one of the most
groundbreaking inventions of the 21st century.

Bitcoin is a decentralized digital currency. To begin with, think about the digital banking
payment system; this can already be regarded as digital currency. However, apparently it is
centralized, there is a clear central party that controls pretty much everything: the participants
of the system, the transactions that occur and in some extreme cases even the balances of the
participants. The main principles that accompany ‘decentralization’ are the extreme opposite,
no single authority can control the system. Every single step that the system performs should be
approved by "everyone" (or at least by the majority) participating in the system.* In Bitcoin,
and in any decentralized digital currency, anyone can openly participate and none can prevent a
transaction from happening (as long as it follows some elementary rules of validity).

Abstractly, a digital currency can be fully determined by a book that contains all the informa-
tion about its variables: Some initial state of balances for each initial participant and afterwards
the full history of all transactions. We call this book ‘the ledger’. In centralized banking systems
the ledger is a database that the bank has exclusive rights to. In contrast, in Bitcoin the ledger
should be public and maintained collaboratively by the participants of the system. So on the core
of Bitcoin is this public ledger which is called ‘the Blockchain’. Bitcoin provides a mechanism
to maintain consistently and securely ‘the Blockchain’, which of course should contain valid
transactions.

After Bitcoin’s deployment, at the beginning hesitantly but later massively, many other
similar (or even identical) concepts arose. This generated the so-called ‘Cryptocurrencies’ or,
more broadly, ‘Blockchain Technology’. For instance, the first important milestone that evolved
Bitcoin and Cryptocurrencies was Ethereum [54] that introduced the concept of ‘Smart Contracts’
(somehow analogously to physical contracts). Today, we can say that the Blockchain Technology
has moved far beyond Bitcoin and Cryptocurrencies. We just mention a few examples of
decentralized systems: Smart Contracts [54], Distributed Storage Networks [144], Decentralized
Identity (DID) systems [205, 206, 204], Decentralized Autonomous Organization [130] and
much more.

But how are Decentralized Systems related to Cryptography, and more generally to Computer
Science? Roughly speaking there are primarly three fields of Computer Science that play an
important role in Blockchain Technology: Cryptography, Distributed Systems and Game Theory.
Cryptography’s role is twofold, first to ensure the validity of the operations (e.g. transactions)
and second to ensure the overall consistency of the "pages" of the ledger, in other words to
"bind" all the states of the ledger. The role of Distributed Systems is to provide a consensus
mechanism to the participants. That is, a way so that all the distributed users agree on the same

“This is a somewhat incorrect simplification of how Bitcoin works, used for the sake of a gentle introduction.
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public ledger. Finally, Blockchain heavily realies on economic incentive mechanisms that Game
Theory can analyze (or sometimes design).

These three fields and in particular Cryptography, the domain of this thesis, have been
tremendously impacted the last decade (if not more) from the rise of Blockchain technology
and Decentralized systems. This impact is also present is this thesis. Although our results are
cryptographic, the scope and the applications of the results are influenced from the Blockchain
world. One way to think about it is that the emergence of Blockchain gave a different significance
to some of the cryptographic results.

In particular, a concrete aspect of blockchain technology that is closely relevant to our work
is the ‘State’ of the blockchain. As overviewed above the blockchain is the ledger that contains
all the history of the system, for example in cryptocurrencies all the transactions that have
occured. But then for the continuous operation of the system there is a more specific information
that is necessary, that can be extrapolated from the history. This is the state. For example in
(some type of) cryptocurrencies the state is the balances of all the users. The set of balances
allows us to say if a transaction is valid (if the balance is larger than the amount spent) or not.
Of course, one could just go through the whole history of the blockchain to verify a single
transaction but that would be an overkill. A similar concept of ‘state’ exists in pretty much all
the decentralized systems. In conclusion, we could say that the state of the blockchain is the
information needed to verify the processes of the system.

So the pattern is "given a state S' I want to verify that X holds". Although this is something
that can be naively checked if having .S and X, it is not ideal in many cases. For example the
state .S itself is large and grows with the popularity of the Blockchain, this is a ‘Scalability’
problem. In other Decentralized Systems some part of the argument X should be kept private,
this is a ‘Privacy’ problem. Cryptography comes into play in this pattern, trying to resolve both
Scalability and Privacy. Succinctnes is once again crucial: we want to somehow treat the state .S
in a way that the cryptographic outputs are much smaller than its size.

We will concretize this is the next sections.

1.4 Succinct Commitments and Fine-Grained Openings
Warm-up.

Here we give a brief overview of the different notions of Succinct Commitments with
Fine-Grained Openings. We elaborate more on the actual constructions and the rich literature
in Chapter 2.

Commitment schemes are one of the most fundamental cryptographic primitives. They can
be seen as the digital equivalent of a sealed envelop: committing to a message m is akin to
putting m in the envelop; opening the commitment is like opening the envelop and revealing
the value inside. They have two basic properties. Hiding guarantees that a commitment reveals
no information about the underlying message. Binding instead ensures that one cannot change
its mind about the committed message; namely, it is not possible to open a commitment to two
distinct values m # m’. This is the simplest form of cryptographic commitments that we will
also call ‘plain’ commitments.

Notably, there is an additional intruiging property that various commitment schemes happen
to have; the commitment value to the message is Succinct! This means that for many popular
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commitment schemes, as for example the Pedersen commitment [174], regardless of the size of
the message m the resulting commitment C' has the same size. For example, whether the bit-size
of m is |m| = 1 bit or |m| = 10 GB the commitment C' has the same size, for example 256 bits.
Therefore, the commitment C, from an alternative standpoint, is a compressing representation
of the message m. This view of commitments make them an extremely valuable building block
for modern Cryptography.

This fascinating property may not have been a direct objective in the earliest realizations of
commitments, but there is an elegant theoretical explanation behind the property. It is a well-
known fact that cryptographic commitments cannot be both perfectly (or statistically) binding
and perfectly (or statistically) hiding. Now assume that a commitment scheme is perfectly
hiding, thus ‘not perfectly’® binding. This in turn means that the commitment function that maps
messages to commitment values is not injective (otherwise the binding would be perfect). So
the function is compressing: The range of the function is smaller than the domain. An informal
corollary is therefore that every ‘not perfectly’ binding (or any perfectly hiding) commitment is
compressing m.

Until now the discussion was restricted to plain commitment schemes. In those, the opening
functionality is the most straightforward one can imagine: I just want to show the message that
was committed. In a way it is an all-or-nothing opening function. But what if we want to provide
more elaborate opening capabilities? For example: I want to commit to m but later reveal only
its first bit, or just reveal that f(m) = 1 for some public function f.

Succinct Commitments with Fine-Grained Openings (i.e. that do not restrict themselves to an
all-or-nothing opening capability) have been objects of intense research the past decade and they
are also in the core of this thesis. Below we briefly recall some popular types of Fine-Grained
Openings for Succinct commitments.

1.4.1 Set Accumulators

Set accumulators are commitments to sets with a special type of opening: Set membership
opening.

A naive approach to check if an element is in a set is to go through all its entries. The
complexity of this approach, however, is linear in the size of the set. How to efficiently verify set
membership then? Cryptographic accumulators [29] provide an elegant solution to this problem.
They allow a set of elements to be compressed into a succinct set commitment (the accumulator
value or digest) and to generate membership proofs that are succinct and fast to verify. As a
security guarantee we naturally require that it should be computationally infeasible to generate a
false membership proof.

As of today, accumulators can be built from the following settings: hash-based (Merkle
Trees) [162], RSA-based [29, 18], pairing-based [167] and lattice-based [220].

1.4.2 Vector Commitments

A Vector commitments (henceforth VC) [150, 66] is a special class of commitment schemes in
which one can commit to a vector of elements v of length n and to later open the commitment
at any position ¢ € [n]. In other words, one can convince a verifier that v; is the i-th committed

By ‘not perfectly’ we mean ‘computationally’. Even though one could potentially open a commitment to two
different values m, m’, we assume that this is computationally infeasible (e.g. exponential running time).
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value. Typically in VCs, the opening requires an addtional-to v;—value to be outputted in order
to get the verifier convinced: the opening proof. One can observe that (plain) commitments are
already eligible as vector commitments: Using a (plain) commitment scheme we can separately
commit to each element of v, v1, ..., v,, provide the n commitments as the commitment to the
vector and later open the commitment at the position i. However, the distinguishing feature of
VCs is Succinctness: Both the commitment and an opening for any position ¢ have size either
independent of or poly-logarithmic in n. This property is, as usual, the one that makes the
primitive challenging to construct. In terms of security, VCs should be position binding, i.e.,
one cannot open a commitment at position ¢ to two distinct values v;, v/. Interestingly, although
one can also define a hiding property (analogously to plain commitments), in most applications
we do not require this property.

VCs were formalized by Catalano and Fiore [66] who also proposed two constructions based
on the CDH assumption in bilinear groups and the RSA assumption respectively. Noteworthy is
that Merkle trees [162] are VCs with O(log n)-size openings. Vector Commitments can also be
instantiated from lattices, either resembling the Merkle tree structure [171, 148] or, recently,
purely algebraicly [176].

Subvector Commitments. Two recent works [40, 145] proposed new constructions of vector
commitments that enjoy a new type of opening subvector openings (also called batch openings
in [40]) generalizing the opening of VCs. A VC with subvector openings (called SVC, for short)
allows one to open a commitment at a collection of positions I = {i1, ..., i, } while keeping
the proof-size unaffected, namely of size independent (or polylogarithmic) of the vector’s length
n and the subvector length m.

1.4.3 Key-Value Map Commitments

In a nutshell, a Key-Value Map Commitment (henceforth KVC) is a generalization of Vector
Commitments in which one commits to a collection of key-value pairs (k;, v;), where k; indicates
the ‘position’ of the element in the map and v; is the actual value. Afterwards, one can open
the value of any key of the committed map. As usual, we require both the commitment and the
opening values to be Succinct. One may observe that VCs are a special case of KVCs where
keys are the consecutive integers in {1, ..., n}. Hence, the challenge is to realize KVCs with
large arbitrary keys.

Existing schemes are based on hidden-order groups [40, 3], hash functions [162] or, very
recently, lattices [89].

1.4.4 Polynomial Commitments

In Polynomial Commitments [137] (PCs) one can commit to a polynomial f. The opening
functionality says that later they can open the polynomial to any evaluation point x, that is they
can provide a proof that the initially committed polynomial f if evaluated at x gives y, f(x) = y.
The crucial property of polynomial commitments is succinctness, both the commitment and the
opening should be at most polylogarithmic in the degree of the polynomial f. Again, without
this strigent efficiency property polynomial commitments would be already be implied from
plain commitments. We could produce one commitment for each coefficient of the polynomial

11
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and at the opening phase just open all the coeffients and let the verifier evaluate the polynomial
themselves.

The security properties related to polynomial commitments are Evaluation Binding and
Hiding. Evaluation Binding says that it should be infeasible to open a polynomial commitment
to an evaluation point = with two different claimed outputs y, 3. Hiding intuitively demands
that both the commitment and the evaluation opening do not leak anything about the committed
polynomial, except, of course, the evaluation opening leaking f(z).

The notion of Polynomial Commitments was introduced by Kate, Zaverucha and Gold-
berg [137], where they also gave a pairing-based construction. Other realizations include
constructions from hash functions [209, 27] and, recently, lattices [5].

1.4.5 Functional Commitments

Functional Commitments (henceforth FCs) are Succinct Commitments with the most general
form of openings. FCs were proposed by Libert, Ramanna, and Yung [149]. In FC, the sender
commits to a vector v of length n and can later open the commitment to functions f(v) of the
committed vector. A distinguishing feature of FCs is that commitment and openings should be
short, namely of size logarithmic or constant in . In terms of security, binding for FCs means
that the sender cannot open the same commitment to two different outputs of the same function,
i.e., to prove that both y and ' # y are f(v). Functional commitments generalize (Sub)VCs
and PCs: Both are FCs for a special class of functions.

In terms of realizations, Libert et al. [149] proposed an FC construction for linear functions
from Pairings. Very recently, three concurrent works constructed FCs for any function, from
lattices [89, 214, 15] and pairings [15].

1.5 Our contributions
The main event.

In this section we summarize the techincal contributions of the thesis. In order to not
overwhelm the introduction, the summary of this section is—to the best possible—kept high-level.
We are mostly motivating the contributions of this work and contextualizing the actual results.
A more technically elaborate statement of the contributions is provided at the beginning of each
technical chapter.

1.5.1 Zero-Knowledge Proofs for Set Membership of Singletons

The problem of proving set membership—that a given element « belongs to some set S—arises
in many applications, including white/black-lists, voting and anonymous credentials, among
others. More recently, this problem also appears at the heart of currency transfer and identity
systems over blockchains.

Core to blockchains is the maintenance of the global state of the system across its nodes. This
state is usually large and is encoded in data structures such as a UTXO set (unspent transaction
outputs, intuitively the unspent coins) in Bitcoin and Zcash [24, 207], the set of account-balances
in Ethereum, or the set of identities in Decentralized Identity (DID) systems (e.g., Iden3, Sovrin,
Hyperledger Indy) [205, 206, 204]. In these systems executing a transaction typically involves
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two steps, one “local” and one “global”: (i) checking a given property with respect to the
current state (e.g., the transaction is properly signed, some coins are spendable, some credentials
exist), and (ii) modifying the global state (e.g., updating balances, adding a credential) and
checking its correct update. The validity checks that are local to the transaction can for example
involve checking a digital signature. Checking against the global state typically translate into

set-membership (x € S) or set-update (S’ Ls \ {z} U{z'}). Blockchain systems grow through
time and so do their global states. Verifying this state at scale is a challenging problem: Every
user, even one that only “passively” looks at the history of transactions, must re-execute them
and store them to verify future ones.

A naive approach is to check if an element is in a set is to go through all its entries. The com-
plexity of this approach, however, is unacceptable in many scenarios. Especially in blockchains,
most of the parties (the verifiers) should run quickly.

How to efficiently verify set membership then? Cryptographic accumulators [29] provide
a solution to this problem, allowing a set of elements to be compressed into a short value
(the accumulator) and to generate membership proofs that are short and fast to verify (see
Section 1.4.1). This idea [187, 201, 95] splits users into two groups. More “passive” users (aka
verifiers) store only a succinct digest of the large set. A user proposing a transaction, on the
other hand, has more information on the state (e.g., their account information) that it can use to
prove the membership of some elements with respect to the digest.

As of today, we can divide constructions for accumulators into three main categories: Merkle
Trees [162]; RSA-based [18, 57, 147, 40]; pairing-based [167, 88, 56, 224]. Approaches based
on Merkle Trees® allow for short (i.e., O(1)) public parameters and accumulator values, whereas
the witness for membership proofs is of size log(n), where n is the size of the set. In RSA-based
constructions (which can be actually generalized to any group of unknown order [152], including
class groups) both the accumulator and the witness are each a single element in a relatively
large hidden-order group G,? and thus of constant-size. Schemes that use pairings in elliptic
curves such as [167, 56] offer small accumulators and small witnesses (which can each be
a single element of a prime order bilinear group, e.g., 256 bits) but require large parameters
(approximately O(n)) and a trusted setup.

In anonymous cryptocurrencies, e.g. Zerocash [24] (but also in other applications such as
Anonymous Credentials [69] and whitelists), we also require privacy. That is, parties in the
system would not want to disclose which element in the set is being used to prove membership.
Phrased differently, one desires to prove that u € S without revealing u, or: the proof should be
zero-knowledge [122] for u. As an example, in Zerocash users want to prove that a coin exists
(i.e. belongs to the set of previously sent coins) without revealing which coin it is that they are
spending.

In practice it is common that this privacy requirement goes beyond proving membership. In
fact, these applications often require proving further properties about the accumulated elements,
e.g., that for some element  in the set, property P(u) holds. And this without leaking any more
information about v other than what is entailed by P. In other words, we desire zero-knowledge
for the statement R* (S, u) := “u € S and P(u)”.

One way to solve the problem, as done in Zerocash, is to directly apply general-purpose zero-
knowledge proofs for R*, e.g., [172, 126]. This approach, however, tends to be computationally

'We can include under this class currently known lattice-based accumulators such as [171, 148].
The group G is typically Z3 where N is an RSA modulus. The size of an element in this group for a standard
128-bit security parameter is of 3072 bits.
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intensive for the prover and ad-hoc. One of the questions we aim to tackle is that of providing a
more efficient proof systems for set membership relations, that can also be modular.

Specifically, as observed in [61], the design of practical proof systems can benefit from a
more modular vision. A modular framework such as the one in [61] not only allows for separation
of concerns, but also increases reusability and compatibility in a plug-and-play fashion: the
same proof system is designed once and can be reused for the same sub-problem regardless of
the context?®; it can be replaced with a component for the same sub-problem at any time. Also, as
[61] shows, this can have a positive impact on efficiency since designing a special-purpose proof
system for a specific relation can lead to significant optimizations. Finally, this compositional
approach can also be leveraged to build general-purpose proof systems.

In this work we focus on applying this modular vision to designing succinct zero-knowledge
proofs for set membership. Following the abstract framework in [61] we investigate how to
apply commit-and-prove techniques [64] to our setting. Our approach uses commitments for
composability as follows. Consider an efficient zero-knowledge proof system II for property
P(u). Let us also assume it is commit-and-prove, i.e. the verifier can test P(u) by simply
holding a commitment ¢(u) to w. Such IT could be for example a commit-and-prove NIZK
such as Bulletproofs [52] or a commit-and-prove zkSNARK such as LegoGroth16 from [61]
that are able to operate on Pedersen commitments c(-) over elliptic curves. In order to obtain a
proof gadget for set membership, all one needs to design is a commit-and-prove scheme for the
relations “u € S” where both u and S are committed: « through ¢(«) and S through some other
commitment for sets, such as an accumulator.

Our main contribution is to propose a formalization of this approach and new constructions
of succinct zero-knowledge commit-and-prove systems for set membership. In addition, we
also extend our results to capture proofs of non-membership, i.e., to show that u ¢ S. For our
constructions we focus on designing schemes where c(u) is a Pedersen commitment in a prime
order group G,. We focus on linking through Pedersen commitments as these can be (re)used in
some of the best state-of-the-art zero-knowledge proof systems for general-purpose relations
that offer for example the shortest proofs and verification time (see, e.g.,[126] and its efficient
commit-and-prove variant [61]), or transparent setup and logarithmic-size proofs [52].

Prior Approaches for Proving Set Membership for Pedersen Commitments. The accumu-
lator of Nguyen [167], by the simple fact of having a succinct pairing-based verification equation,
can be combined with standard zero-knowledge proof techniques (e.g., Sigma protocols or the
celebrated Groth-Sahai proofs [128]) to achieve a succinct system with reasonable proving and
verification time. The main drawbacks of using [167], however, are the large public parameters
(i.e. requiring as many prime group elements as the elements in the set) and a high cost for
updating the accumulator to the set, in order to add or remove elements (essentially requiring to
recompute the accumulator from scratch).

By using general-purpose zkSNARKSs one can obtain a solution with constant-size proofs
based on Merkle Trees: prove that there exists a valid path which connects a given leaf to the
root; this requires proving correctness of about log n hash function computations (e.g., SHA256).
This solution yields a constant-size proof and requires log n-size public parameters if one uses
preprocessing zkSNARKS such as [172, 126]. On the other hand, often when proving a relation

3For instance, one can plug a proof system for matrix product C = A - B in any larger context of computation
involving matrix multiplication. This regardless of whether, say, we then hash C' or if A, B are in turn the output of a
different computation
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such as R*(S,u) := “u € S and P(u)” the bulk of the work stems from the set membership
proof. This is the case in Zcash or Filecoin* where the predicate P(-) is sufficiently small.

Finally, another solution that admits constant-size public parameters and proofs is the protocol
of [57]. Specifically, Camenisch and Lysyanskaya showed how to prove in zero-knowledge that
an element « committed in a Pedersen commitment over a prime order group G, is a member of
an RSA accumulator. In principle this solution would fit the criteria of the gadget we are looking
for. Nonetheless, its concrete instantiations show a few limitations in terms of efficiency and
flexibility. The main problem is that, for its security to hold, we need a prime order group (the
commitment space) and the primes (the message space) to be quite large, for example® ¢ > 2519,
But having such a large prime order group may be undesirable in practice for efficiency reasons.
In fact the group G, is the one that is used to instantiate more proof systems that need to interact
and be linked with the Pedersen commitment.

1.5.2 Zero-Knowledge Proofs for Batch Set Membership

The above approach only supports membership proofs of a single element. But what if we want,
for instance, prove m transactions at once? The above approach scales poorly when proving
many transactions: m transactions require /m proofs.

We continue the study of privacy-preserving proofs for RSA (more precisely Hidden Order
Groups) accumulators. Privacy aside, RSA accumulators natively support efficient batching of
membership proofs: The size of a membership proof for /m elements is O(1), exactly the same
as for 1 element, regardless of m. However, this requires that during verification the m elements
are known, which, of course, lacks privacy. Prior, to our work it was not known how to enhance
batch proofs for RSA accumulators with zero-knowledge.

We provide a solution to this problem introducing a succinct zero-knowledge proof technique
for proving membership of a batch of m elements. The proof size and verification time of
our protocol are independent, O(1), of both the size of the set n and the size of the batch m.
Analogously to our previous contribution, the proof is modular and, following the commit-
and-prove paradigm, is composable with any arbitrary statement for the elements that proving
membership for.

1.5.3 Incrementally Aggregatable Vector Commitments

As mentioned in Section 1.4.2, Vector commitments (VCs) [150, 66] are a special class of
commitment schemes in which one can commit to a vector v of length n and to later open the
commitment at any position i € [n].

VCs were formalized by Catalano and Fiore [66] who also proposed two constructions based
on the CDH assumption in bilinear groups and the RSA assumption respectively. Both schemes
have constant-size commitments and openings but suffer from large public parameters that are
O(n?) and O(n) for the CDH- and RSA-based scheme respectively. Noteworthy is that Merkle
trees [162] are VCs with O(log n)-size openings.

*https://filecoin.io

>More specifically: the elements of a set need to be prime numbers in a range (A, B) such that ¢/2 > A% — 1 >
B - 22«t*+2 [f aiming at 128 bits of security level one can meet this constraint by choosing for example A = 22°°,
B =220 and ¢ > 2519,

15


https://filecoin.io

CHAPTER 1. INTRODUCTION

Then in 2019, two concurrent works introduced the notion of subvector openings [40, 145]
in which one can open a commitment at a collection of positions I = {iy, ..., %, } without
increasing the size of the proof (or of the commitment). This property has been shown useful for
reducing communication complexity in several applications, such as PCP/IOP-based succinct
arguments [145, 40] and keyless Proofs of Retrievability (PoR) [105].

Here, we continue the study of VCs with subvector openings with two main goals: (1)
improving their efficiency, and (2) enabling their use in decentralized systems.

With respect to efficiency, although the most attractive feature of SVCs is the constant size
of their opening proofs, a drawback of all constructions is that generating each opening takes at
least time O(n) (i.e., as much as committing). This is costly and may harm the use of SVCs in
applications such as the ones mentioned above.

When it comes to decentralization, VCs have been proposed as a solution for integrity of a
distributed ledger (e.g., blockchains in the account model [40]): the commitment is a succinct
representation of the ledger, and a user responsible for the ¢-th entry can hold the corresponding
opening and use it to prove validity of v;. In this case, though, it is not obvious how to create a
succinct subvector opening for, say, m positions held by different users each responsible only of
its own position/s in the vector. We elaborate more on the motivation around this problem in
Section 1.5.3.2.

1.5.3.1 A new notion for SVCs: incremental aggregation

To address these concerns, we define and investigate a new property of vector commitments
with subvector openings called incremental aggregation. In a nutshell, aggregation means that
different subvector openings (say, for sets of positions I and J) can be merged together into
a single concise (i.e., constant-size) opening (for positions I U J). This operation must be
doable without knowing the entire committed vector. Moreover, aggregation is incremental if
aggregated proofs can be further aggregated (e.g., two openings for I U J and K can be merged
into one for 1 U J U K, and so on an unbounded number of times) and disaggregated (i.e., given
an opening for set I one can create one for any K C I).

While a form of aggregation is already present in the VC of Boneh et al. [40], there it can be
performed only once. In contrast, we define (and construct) the first VC schemes where openings
can be aggregated an unbounded number of times. This incremental property is key to address
efficiency and decentralized applications of SVCs, as we detail below.

Incremental aggregation for efficiency. We show that any Incrementally Aggregatable SVCs
admits efficient online proof computation, using offline precomputation. We demonstrate
this for any Incrementally Aggregatable SVCs by introducing generic algorithms for efficient
precomputation and online proof computation, assuming the Incremental Aggregation property.
Notably, the precomputation technique is flexible allowing for tradeoffs between precomputed
information stored and online computation time.

Incremental aggregation for decentralization. Essentially, by its definition, incremental ag-
gregation enables generating subvector openings in a distributed fashion. Namely, consider a
scenario where different parties each hold an opening of some subvector; using aggregation they
can create an opening for the union of their subvectors, moreover the incremental property allows
them to perform this operation in a non-coordinated and asynchronous manner, i.e. without the
need of a central aggregator. We found this application of incrementally aggregatable SVCs
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to decentralized systems worth exploring in more detail. To fully address this application, we
propose a new cryptographic primitive called verifiable decentralized storage which we discuss
next.

From Updatable VCs to Verifiable Decentralized Storage. In their seminal work on VCs,
Catalano and Fiore [66] also defined updatable VCs. This means that if one changes the i-th
value of a vector from v; to v} it is possible to update: a commitment C' to v into a commitment
('’ to v', a valid opening for C' (at any position) into a valid opening for C’. And importantly,
these updates can be done without knowing the entire vector and in time that depends only on
the number of modified positions. As an application, in [66] it is shown how updatable VCs can
be used to realize verifiable databases (VDB) [28], a primitive that enables a client to outsource
a database to an untrusted server in such a way that the client can retrieve (and update) a DB
record and be assured that it has not been tampered with by the server.

In this work we study how to extend this model to a scenario where storage is distributed
across different nodes of a decentralized network. This problem is motivated by the emerging
trend of decentralized storage networks (DSNs), a decentralized and open alternative to tradi-
tional cloud storage and hosting services. Filecoin (which is built on top of IPFS), Storj, Dat,
Freenet and general-purpose blockchains like Ethereum® are some emerging projects in this
space.

Our contribution is to put forward a new cryptographic primitive called verifiable decen-
tralized storage (VDS) that can be used to obtain data integrity guarantees in DSNs. We propose
a definition of VDS and a construction obtained by extending the techniques of our VC scheme;
in particular, both incremental aggregation and the arguments of knowledge are key ingredients
for building a cost-effective VDS solution.

In the following section we elaborate on the VDS problem: we begin by discussing the
requirements imposed by DSNs, and then give a description of our VDS primitive and realization.

1.5.3.2 Verifiable Decentralized Storage

Decentralized Storage Networks. Openness and decentralization are the main characteristics
of DSNs: anyone can enter the system (and participate as either a service provider or a consumer)
and the system works without any central management or trusted parties. Abstracting from the
details of each system, a DSN consists of participants called nodes that can be either a storage
provider (aka storage node) or a client node. Akin to centralized cloud storage, a client can
outsource the storage of large data; the key difference of DSN however is that storage is provided
by, and distributed across, a collection of nodes that can enter and leave the system at their wish.
Also, DSNs can have some reward mechanism to economically incentivize storage nodes.
The openness and the presence of economic incentives raise a number of security questions
that need to be solved in order to make these systems viable. In this work, we focus on the basic
problem of ensuring that the storage nodes of the DSN are doing their job properly, namely:

How can any client node check that the whole DSN
is storing correctly its data (in a distributed fashion)?

*https://filecoin.io, https://storj.io, https://datproject.org, https://freenetproject.o
rg, https://www.ethereum.org
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While this question is well studied in the centralized setting where the storage provider is a
single server, for decentralized systems the situation is less satisfactory. In what follows we
elaborate on the problem and the desired requirements, and then on our solution.

The Problem of Verifiable Decentralized Storage in DSNs. Consider a client who outsources
the storage of a large file F', consisting of blocks (F1, ..., Fiv), to a collection of storage nodes.
A storage node can store a portion of F' and the network is assumed to be designed in order to
self-coordinate so that the whole F' is stored, and to be fault-resistant (e.g., by having the same
data block stored on multiple nodes). Once the file is stored, clients can request to the network
to retrieve or modify a data block F; (or more), as well as to append (resp. delete) blocks to
(resp. from) the file.

In this scenario, our goal is to formalize a cryptographic primitive that can provide clients
with the guarantee of integrity of the outsourced data and its modifications. The basic idea of
VDS is that: (i) the client retains a short digest - that “uniquely” points to the file F'; (ii) any
operation performed by the network, be it a retrieval or a file modification, can be proven by
generating a short certificate that is publicly verifiable given d .

This problem is similar in scope to the one addressed by authenticated data structures (ADS)
[199]. But while ADS is centralized, VDS is not. In VDS nodes act as storage in a distributed
and uncoordinated fashion. This is more challenging as VDS needs to preserve some basic
properties of the DSN:

Highly Local. The file is stored across multiple nodes and no node is required to hold the entire
F: in VDS every node should function with only its own local view of the system, which should
be much smaller than the whole F, e.g., logarithmic or constant in the size of F. Another
challenge is dynamic files: in VDS both the digest and the local view must be locally updatable,
possibly with the help of a short and publicly verifiable update advice that can be generated by
the node who holds the modified data blocks.

Decentralized Keyless Clients. In a decentralized system the notion of a client who outsources
the storage of a file is blurry. It may for example be a set of mutually distrustful parties (even
the entire DSN in the most extreme case, e.g., the file is a blockchain), or a collection of storage
nodes themselves that decide to make some data available to the network. This comes with two
implications:

1. VDS must work without any secret key on the clients side, so that everyone in the network
can delegate and verify storage. This keyless setting captures not only clients requiring no
coordination, but also a stronger security model. Here the attacker may control both the
storage node and the client, yet it must not be able to cheat when proving correctness of its
storage. The latter is crucial in DSNs with economic rewards to well-behaving storage nodes’.

2. In VDS afile F exists as long as some storage nodes provide its storage and a pointer to the
file is known to the network through its digest. When a file F' is modified into F” and its digest
0 is updated into ¢ v, both versions of the file may coexist. Forks are possible and it is left
to each client (or the application) to choose which digest to track: the old one, the new one, or
both.

Non-Coordinated Certificates Generation. There are multiple ways in which data retrieval
queries can be answered in a DSN. In some cases, e.g., IPFS, after executing a P2P protocol

’Since in a decentralized system a storage node may also be a client, an attacker could “delegate storage to itself”
and use the client’s secret key to cheat in the proof in order to steal rewards (akin to the so-called “generation attack”
in Filecoin [144]).
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to discover the storage nodes holding the desired data blocks, one gets such blocks from these
nodes. In other cases (e.g., Freenet [77] or the original Gnutella protocol), data retrieval is
also answered in a peer-to-peer non-coordinated fashion. When a query for blocks i1, . . ., i,
propagates through the network, every storage node replies with the blocks that it owns and
these answers are aggregated and propagated in the network until they reach the client who
asked for them. Notably, data aggregation and propagation may follow different strategies. To
accommodate flexible aggregation strategies, in VDS we consider the incremental aggregation of
query certificates in an arbitrary and bandwidth-efficient fashion. For example, short certificates
for file blocks F; and F}; should be mergeable into a short certificate for (F;, F;) and this
aggregation process should be carried on and on. Noteworthy that having certificates that stay
short after each aggregation keeps the communication overhead of the VDS integrity mechanism
at a minimum.®

1.5.4 Inner Product Functional Commitments From Set Accumulators

We consider the problem of realizing functional commitments that admit constant-size public
parameters generated using a transparent public-coin setup. It is not hard to see that this question
has a positive answer if one is willing to rely on the random oracle heuristic. In this case, one
can build a functional commitment by using a succinct commitment scheme and a SNARK with
transparent setup [163, 6, 210, 25, 23, 75, 190, 191, 223] thanks to which one can generate an
opening through a SNARK proof for the NP statement that y = f(v) and the commitment C'
opens to v. For an NP statement of size NV, most existing SNARKSs with a transparent setup
have proofs of length at least O(\log N'), where ) stands for the security parameter. The only
exception are SNARKSs based on the approach of [163] instantiated with a constant-query PCP
and constant-size vector commitments over class groups [40, 145]. Such an approach however
involves the non-black-box use of the code of the commitment scheme and relies on the heavy
machinery of PCPs and SNARKSs. Notably, this has to be the case even if one wants to construct
an FC for simple functionalities like inner products or polynomial evaluations (aka polynomial
commitments). In contrast, we ask whether we can build FC schemes for inner products in a
‘simple’ way, i.e., without relying on powerful (and computationally burdensome) primitives.

Indeed, when considering FCs for inner products or polynomial commitments, all ‘simple’
constructions in the literature have logarithmic opening size. For instance, an inner product
argument such as Bulletproofs [52] yields an FC for linear functions in which openings consist
of 2 - log n elements of a group G where the discrete logarithm problem is hard.

To summarize, to the best of our knowledge, there is no simple functional commitment
(including polynomial commitments) that admits constant-size and transparent public parameters
and constant-size openings in the literature. The only exceptions are a few vector commitment
constructions [40, 59] in groups of unknown order, which, however, are functional commitments
for the very specific, non-algebraic, functionality of position-opening. Therefore, the main
question we ask in this work is:

Can we build a simple inner-product functional commitments with constant-size
public parameters consisting of a uniformly random string and with constant-size
openings?

8E.g., in Freenet data is sent back along the same route the query came through, with the goal of providing
anonymity between who requests and who delivers data.
9The motivation of this property is similar to that of sequential aggregate signatures, see e.g., [157, 48].
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The main result of this part of the thesis is the construction of the first functional commitments
that answer the above question in the affirmative.

1.5.5 Key-Value Maps from Any Vector Commitments

We present a construction that compiles any vector commitment into a key-value map commitment
(KVC) [40, 3] for arbitrary-size keys. Existing schemes are based on hidden-order groups [40, 3],
Merkle trees or, very recently, lattices [89].1° In Section 8.3, we present a generic and black-box
construction of (updatable) KVC obtained by combining any (updatable) VC and cuckoo hashing
[169], a probabilistic data structure. Through this generic construction, we obtain new efficient
KVCs; notably, the first updatable KVCs for large keys based on pairings.

Furthermore, we observe that KVCs (for large keys) imply accumulators (for large set-
universes). By putting this observation together with our VC-to-KVC compiler, we obtain a way
to convert VCs into accumulators. This connection was previously shown by Catalano and Fiore
in [66] but only for small set-universes. Our results thus bridge this gap. We close the circle
in showing the equivalence of VCs and universal accumulators, since the reversed implication
(i.e., building VCs from universal accumulators) has been recently shown by Boneh, Bunz and
Fisch [40]. An outstanding implication is that our result yields the first accumulator for large
universe based on the CDH problem in bilinear groups. Prior to our work, this result could only
be achieved by using non-black-box techniques (e.g., a Merkle tree with a CDH-based VC).

Cuckoo hashing applications. Cuckoo Hashing has been used extensively in many contexts
in cryptography, mainly to boost efficiency in oblivious two-party computations (e.g. in [177,
178, 7, 173]). However, in most of these contexts, due to the oblivious security model, the
adversary does not have direct access to the cuckoo hash functions. Only recently, a new work
has discussed cuckoo hashing in this perspective [219].

We propose a new cryptographic application where cuckoo hashes can be publicly computed.
In a way, our result show how vector commitment techniques can mitigate the shortcomings of
publicly computable cuckoo hashing, as combining them with vector commitments enable their
use while keeping constructions succinct and efficient. We believe that this approach can serve
as inspiration for future applications.

°One can also use polynomial commitments, e.g., [137], in combination with interpolation but to the best of our
knowledge this KVC is not updatable.
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2.1 Commitments schemes

Commitment schemes have a long history in Cryptography. The idea of committing through
cryptography appeared in the early 80s starting with the seminal work of Blum [37], in works
by Even [99] and Shamir, Rivest and Adleman [194]. The first work that formalized the notion
dates back to 1988 by Brassard, Chaum and Crépeau [46]. In 1991 Naor showed their connection
with Pseudorandom Generators [166].

Regarding concrete constructions, the most popular commitment schemes in the discrete-
logarithm setting are Elgamal [97] and Pedersen [174] commitments. Elgamal commitment
scheme is perfectly binding and computationally hiding. Pedersen commitments are perfectly
hiding and computationally binding, therefore they are compressing (Succinct). One can also
obtain a commitment scheme from the RSA assumption [184]. The same scheme can be
generalized to work over any group of unknown order [111, 85]. Latticed-based commitment
schemes include the one obtained from the Ajtai function [4] and the BDLOP commitment [20]
(that in turn improved on [33]). Finally, a commitments schemes can be generically obtained
by any collision-resistant hash function, where hiding holds if it is modeled as a random oracle
[21].

2.2 Vector Commitments

Here, we briefly survey the developments in the area of vector (and functional) commitments.
In this section we mostly refer to ‘algebraic’ schemes, that do not make use of more powerful
tools such as SNARKSs. We discuss the latter in Section 2.6.

The first vector commitment construction first appeared in a paper by Libert and Yung [150],
providing a construction from bilinear groups. Catalano and Fiore [66] formally defined the
primitive and showed realizations from the RSA and Computational Diffie-Hellman assumptions.
We note that Merkle trees [162] can serve as a vector commitments although initially not seen
as such. Papamanthou et al. [171] and Libert et al. [148] gave lattice-based constructions
based on the Merkle-tree paradigm. A generalization of Merkle trees are Verkle trees, formally
appearing in [143] (though the core techinque was already present in [67, 150]). A Verkle-tree
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is essentially a Merkle tree with larger arity, where instead of a 2-to-1 hash function an n-to-1
vector commitment is used.

More recently the field of algebraic VCs exploded. In 2018 Chepurnoy et al. [73] showed a
pairing-based construction using multi-linear extension polynomials [227]. Lai and Malavolta
[145] and Boneh et al. [40] introduced the notion of vector commitments with subvector
openings,'! where one can open a commitment in multiple positions with a single (succinct)
proof. The former work presented constructions from pairings and groups of unknown order
(extending the constructions of [66]) and the latter from groups of unknown order (using RSA
accumulators [29, 18]). Tomescu et al. [202] also introduced a pairing-based vector commitment
using the KZG polynomial commitment [137] and Lagrange interpolation. Gorbunov et al.
[123] put forth the notion of cross-commitment aggregation, where one can provide a single
(succinct) opening proof for multiple committed vectors, and provided a construction from
pairings using the [150] VC. Tomescu et. al. [203] extended the notion to cross-incremental
commitment (dis)aggregation that admits both incremental aggregation (see Section 1.5.3)
and cross-commitment aggregation, providing a construction from groups of unknown order.
Srinivasan et. al. [197] showed a pairing-based tree-construction that provides trade-offs
between proof size and proof-update time, formalizing this as Maintainable VCs. Campanelli et
al. [62] constructed another pairing-based tree-construction that is Maintainable, and additionally
showed a restricted form of incremental aggregation from pairings that does not though support
disaggregation and is not aggregation-history oblivious. Another construction on the same spirit
came later by Liu et al. [156]. Furthermore, Wang et al. [213] showed generic techniques
for VCs to achieve Maintainability. Peikert et al. showed the first algebraic lattice-based VC
construction [176]. More lattice-based VC constructions came very recently by Albrecht et al.
[5], de Castro and Peikert [89] and Wee and Wu [214].

Functional Commitments. Funcional Comitments were introduced By Libert et al. on 2016
[149], where they also provided a construction for linear function-openings from bilinear groups.
Until recently this was the only (algebraic) construction of FCs known. On 2020, Lipmaa and
Pavlyk [154] demonstrated techniques to overcome the linearity barrier, giving pairing based FC
constructions for a larger class of functions, namely for the class of semi-sparse polynomials. On
2021, Peikert et al. [176] showed a lattice-based FC for all functions, however in a weaker model
where a trusted party should stay online providing helping information on-the-fly for the opening-
functions of interest. Arun et al. [8] proposed a functional commitment construction for inner
products with transparent setup and constant-size openings. On 2022, three independent works
appeared concurrently [89, 214, 15] showing construction of FCs for all (NP) functions. Balbas
et al. [15] provided constructions from Pairings and Lattices using the notion of ‘chainable’
functional commitments. De Castro and Peikert [89] gave lattice-based schemes using Fully
Homomorphic Encryption techniques [117], however the opening proofs are not succinct on
the size of the vector but on the size of the function representation. Finally, Wee and Wu [214]
also used Fully Homomorphic Encryption techniques [117] to construct lattice-based FCs for all
functions with fully-succinct openings, introducing a new class of lattice assumptions.

Functional Commitments for linear functions can also be realized through folding-techniques
that build inner-product arguments [44, 52].

Applications. There are numerous possible applications of vector commitments, here we
mention the most prominent examples in the literature. [66] discussed applications of VCs to

11 [40] dubbed as vector commitments with ‘batching’.
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Verifiable Databases. [171] constructed VCs for Streaming Authenticated Data Structures. [73],
[40], [202] and [123] discussed the use of Vector Commitments in Stateless Blockchains.

On the cryptographic side, already in 1994 Micali [163] showed applications of Merkle
trees to succinct non-interactive proofs of knowledge. [145] and [40] elaborated on this idea,
demonstrating that subvector VCs can produce (zk) proofs with smaller size. [5] also constructed
lattice-based SNARKSs based on FCs. [8] showed extensions and applications of their FC
scheme to building constant-size SNARKSs with transparent setup. [15] and [68] of FCs to
homomorphic signatures [134, 42]. Finally, [105] shows applications of VCs to proofs of space
and proofs/retrievability.

2.3 Polynomial Commitments

Polynomial commitments were introduced in [137], where a pairing-based construction with
constant-sized openings was also presented. Vlasov and Panarin [209] (further studied in [27])
built a polynomial commitment scheme from Merkle trees and Interactive Oracle Proofs of
Proximity, in concrete the FRI protocol, [22].

Furthermore, we note that polynomial commitments are implied by functional commitments,
therefore all the aforementioned FC schemes imply a PC scheme.

2.4 Key-Value Map Commitments

The notion Key-Value Map Commitments was introduced by Boneh et al. [40] where they
also presented a construction from Groups of Unknown order. Different KVC constructions
from Groups of Unknown order exist [3, 203]. Recently deCastro and Peikert [89] showed a
construction from Lattices.

KVCs are implied by any sparse vector commitment as Merkle Trees. In [73] a generic
construction from VCs and hash function was shown and in [40] a generic construction from
Accumulators and hash functions. Both compilers though give KVCs with a weaker security
property, where we need to make sure that the commitments was honestly generated for the
scheme to be secure.

2.5 Set Membership protocols

Accumulators. Accumulators were introduced by Benaloh and de Mare [29]. Constructions
for large universe exist from RSA groups [18, 57], Groups of Unknown Order [152, 40], g-type
assumptions in bilinear groups [167, 56], and Merkle trees. The recent work of de Castro and
Peikert [89] also implies an accumulator from lattices.

Privacy-preserving Accumulators. Different notions of privacy for accumulators have been
proposed in the literature. Derler et al. [91] formalized the notion of indistinguishability for
accumulators, where the digest of the set should leak no information about the set to a verifier.
Ghosh et al. [119] strenghtened the notion, introducing ‘zero-knowledge accumulators’, where
even after updates the digest and the (non)-membership proofs preserve the privacy of the set.
Later [228, 136, 72] built on this model. Finally, very recently, Baldimtsi et al. [16] introduced
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the notion of ‘Oblivious Accumulators’, enhancing the above, preserving the privacy even to
parties that actively participate in the system (and hold (non-)membership proofs). We note that
in all these the (non-)membership proof itself leaks the element that is proving (non-)membership;
the objective is to preserve the privacy of the rest of the elements of the set.

Regarding anonymous set membership the first construction appears in [57] where the authors
provide a zero-knowledge protocol for set membership for RSA accumulators. More recently, in
the bilinear groups setting, Srinivasan et al. [198], among other improvements on the functional-
ities and security properties of the actual pairing-based accumulator, provide zero-knowledge
(batch) proofs for membership and non-membership over the Nguyen accumulator [167]. An-
other relevant, rapidly developing, line of work has to do with succinct zero-knowledge lookup
arguments. That is, given a committed vector of n elements, one proves that a number m of
committed elements are all values of the vector in some hidden position, while retaining the
elements secret. The proofs are succinct in both n and m. This line of work was initiated by
the seminal work of Zapico et al. [221] followed by a number of works improving the prover’s
complexity [182, 112, 222, 96]. All these constructions work over bilinear groups. Finally,
Lipmaa and Parisella [153] (building on [80] and [79]) construct succinct set (non-)membership
NIZKs from falsifaible assumptions. That is, the objective of their work is constructing efficient
NIZKs for set (non-)membership that can be proven secure in the standard model and assuming
only falsifiable assumptions.

Succinct Set mebership proofs. Ozdemir et al. [168] recently proposed a solution to scale
operations on RSA accumulators inside a SNARK. In particular, their approach scales when
these operations are batched (i.e., when proving membership of many elements at the same
time); for example, they surpass a 22°-large Merkle tree when proving batches of at least 600
elements. This approach is attractive in settings where we can delegate a large quantity of these
checks to an untrusted server as there is a high constant proving cost. Their solution is not
zero-knowledge and does not provide privacy guarantees.

In the lattice-based setting Lyubashevsky et al. [158] in 2021 presented zero-knowledge
proofs for set membership from (ideal) lattices. The proofs are post-quantum, however with
linear (in the size of the set) verification and, as typical in the lattice-based cryptography, the
concrete proof size is still bigger than the one in classical settings.

2.6 (zk)-SNARKSs

zkSNARKSs [163, 36] is one of the most rapidly developed areas in Cryptography during the last
decade. There exist different categorizations for example according to the setup assumptions:
relation-specific-setup SNARKs e.g. [114, 172, 126], universal SNARKSs e.g. [127, 159, 113,
74, 58, 183, 155, 71] or SNARKS with transparent setup [163, 6, 210, 25, 23, 75, 190, 191, 223].
The most widely deployed SNARKSs are Groth16, Plonk and STARKSs [126, 113, 22].

As noted in Section 1.5, SNARKSs are very powerful tools with which one can generically
provide solutions to all the aforementioned problems. With a succinct plain commitment scheme
and a (zk)SNARK one can construct: a vector/polynomial/key-value map commitment and
in general functional commitments for all functions and succinct privacy-preserving set (non-
)membership proofs. However, as also argued in Section 1.5, this comes at high proving-cost,
since, that way, one has to decompose cryptographic operations, encode them in arithmetic
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circuits and then prove them. Another, obstacle is that SNARKSs are typically non-malleable
meaning that any updatability property becomes infeasible.

2.7 Other Related Work

Cuckoo hashing in cryptography. Cuckoo hashing has been used in Cryptography in oblivous
access primitives such as Oblivious RAM [177], Private Set Intersection [178], Private Infomra-
tion Retrieval [7], and Searchable Encryption [173]. Recently, Yeo gave a formal treatment from
a cryptographic perspective [219], again with the objective of discussing applications to PIR.

ZKP-batch Verifiable computation with state. Verifiable computation and zkSNARKSs have
a vast literature; a complete coverage goes beyond the scope of this paper, e.g., see this recent
survey [211] and references therein. More relevant to our work are some works that address the
problem of verifiable computation (or zkSNARKS) with respect to succinct digests. Pantry [47]
use Merkle trees to model RAM computations. Fiore et al. [103] propose hash&prove as well
as accumulate&prove protocols that avoid expensive hash encodings in the circuit, but their
solutions require the SNARK prover to do work linear in the hashed/accumulated set, which
limits their scalability to large sets. The same limitation applies to the efficient commit-and-
prove SNARKSs [78, 61] as well as to the vSQL scheme of Zhang et al. [225] and TRUESET by
Kosba et al. [141]. Also, all these schemes [103, 61, 225] require public parameters linear in the
largest set. ADSNARK [14] can generate proofs on authenticated data; this setting is similar to
accumulated sets except that inserting data in the set requires a secret authentication key; proofs
in [14] are succinct only when verifiers know the secret authentication key.
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BACKGROUND

In this chapter we present some basic notions and results of Cryptography that we build on in
this thesis. Most of the results presented in this chapter are based on prior, to this thesis, works.
We include them in order to ease the presentation of our technical contributions and to serve the
self-containedness of the thesis.

3.1 Basic Mathematics and Notation

To begin with, we recall some relevant basic mathematical concepts and notation.

Throughout the thesis, we denote the security parameter with a natural number A € N and
its unary representation with 1* and we assume that all the algorithms of the cryptographic
schemes take as input 1%, which may be omitted from the list of inputs. The security parameter
indicates the level of security of the cryptographic schemes: security parameter A means that
one needs ©(2*) computational power to break the scheme.

The set of all univariate polynomial functions, with formal variable ), is denoted by poly(\).
Similarly polylog()) is the set of poly-logarithmic functions in ), for example 3.11log” () or
log3(A\) + 1001log()\). A function €()) is called negligible — denoted ¢(\) € negl()\) — if it
vanishes faster than the inverse of any polynomial, that is e(A) < 1/f()) for every f € poly(\).
Sometimes we will abuse the notation and write x = poly(\) or k = negl(\) with ‘=" instead
of ‘€’. By O, (n) will mean O(An) (and not O(poly(A)n)).

If D is a distribution, we denote by x <— D the process of sampling = according to . More
usually, if S is a set, we denote we denote by x <—s S the process of sampling x uniformly at
random from .S (in other words this is the uniform distribution with domain S). An ensemble D =
{Dx}xen is a family of probability distributions over a family of domains S = {S) }en, and
we say that two ensembles D = {D) } ey and D' = { D } s are statistically indistinguishable
(denoted by D ~, D')if 1> |Dx(z) — Di(z)| < negl(A). If A = {A,} is a (possibly
non-uniform) family of circuits and D = { D, },en is an ensemble, then we denote by A(X)
the ensemble of the outputs of Ay (z) when z < X . We say two ensembles D = { D)} en
and D’ = {D), }»en are computationally indistinguishable (denoted by D ~. D) if for every
non-uniform polynomial time distinguisher .4 we have A(D) =5 A(D').

An algorithm A is said PPT if it is modeled as a probabilistic Turing machine that runs in
time 7" = poly(\). We denote by y < A(z) the process of running .4 on input x and assigning
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the output to y. For the rest of the thesis by .4 we will denote the ‘adversary’ of the cryptographic
schemes.

We use bold lowercase letters to denote a vector, e.g. v = (v1, ..., vy,), where v; is its entry
at position i. Sometimes we also write (v;) e[, (or even (v;); when there is no ambiguity for
the set [n]) for the vector v = (vy, ..., v,). Given vectors vi, ..., Uy, cat((vi,...,vy)) will
be the vector of concatenated vectors v || ... ||v,,. For any positive integer n € N, we write
[n] for {1,...,n} and for any positive integers A, B € Z, A < B we write [A, B] for the set
{A,A+1,...,B —1,B}. Foraset S, |S| denotes its cardinality. The operator || - || is used
for the bit-size, i.e. ||z|| = [log(z)], for z € N, which intuitively denotes the number of bits
needed to represent .

We denote P := {e¢ € N : pisprime} the set of all positive integers p > 1 such that
they do not have non-trivial (i.e. different than e and 1) factors. More specifically, given two
positive integers A, B > 0 such that A < B, we denote with P[A, B] the subset of P of
numbers lying in the interval [A, B], i.e.,, P[A,B] = {p € N : eisprime A A < p < B}.

According to the well known prime number theorem |P[1, B]| = @(%) which results to
|P[A, B]| = @(%) - @(@). Furthemore, we write P(\) for the set of all primes of bit-size

A ie. P(\) = {p:pprime A ||p|| = A} = {p:pprime A2*"1 < p< 2}

3.2 Bilinear Groups

Some of our cryptographic constructions in the subsequent chapters work over Bilinear (aka
Pairing) Groups of prime order.

Formally, a Bilinear Group generator algorithm BG takes as input a security parameter 1*
and outputs a description bg := (p, G1, G2, G, g1, g2, €), where p is a prime of ©(\) bits, G4,
Go and G are cyclic groups of order p, and e : G; X Go — G is a non-degenerate bilinear
map. We require that the group operations in G, Go, Gt and the bilinear map e are computable
in deterministic polynomial time in . Let g; € Gy, g2 € G2 and g7 = e(g1, g2) € G be the
respective generators.

3.3 Groups of Unknown Order

For some our constructions we use groups of unknown (aka hidden) order G, i.e., groups
where computing the order is hard. We let Ggen(1*) be an efficient probabilistic algorithm
that generates such a group G with order in a specific range [minord(G), maxord(G)] such that
minoid(G), maxolrd(G), maxord(@)lminord(G) € negl()\). Potential candidates are class groups of
imaginary quadratic order [49] and RSA groups [184] where the factorization is unknown. The
instantiation through class groups is the one that admits a public-coin (aka transparent) setup.

For the most part of our constructions we make black-box use of the groups, their properties
and the relevant computational assumptions, without going into the concrete instantiation or
implementation of the group.

3.3.1 Hardness Assumptions

Now we recall some assumption that are commonly believed to be true in (carefully chosen)
groups of unknown order. By “hardness assumption” in Cryptography (and in Complexity
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Theory) we mean that a computational problem is believed not to admit a PPT algorithm. An
example is the Factoring assumption, that the problem of Factoring a large integer is assumed to
be hard. Typically, the hardness assumptions come with strong evidence from Cryptanalysis,
that intense cryptanalysis’ efforts have failed to solve the problem in polynomial time.

In particular, we (partially) base some of our constructions in one or more of the assump-
tions that are formally defined below. The 2-Strong RSA assumption [53], the Adaptive Root
assumption [215], the Low Order assumption [39] and the Strong Distinct-Prime-Product Root
assumption [145].

Definition 1 (2-Strong RSA assumption [53]). We say that the 2-strong RSA assumption holds
for Ggen if for any PPT adversary A:

=g G + Ggen())
Pr i g<sG = negl(\)
ne#£2F keN
7 (1,)  AG,g)

The 2-Strong RSA assumption is a special case of r-Strong RSA assumption, introduced
in [53]. The latter is in turn a generalization of (and trivially reduces to) the standard Strong RSA
assumption [18] (where = 1). Taking square roots can be done efficiently in Class Groups of
imaginary quadratic order [45], but for higher order roots it is believed to be hard. Thus 2-Strong
RSA assumption is believed to hold. For RSA groups the (plain) Strong RSA is a standard
assumption.

Definition 2 (Adaptive Root assumption [215]). We say that the adaptive root assumption holds
for Ggen if for any PPT adversary (A1, As):

G + Ggen(\)
ut =w ~ (w, state) < A1(G)
Aw#1 " £ <sPrimes(\)
u < Az (¥, state)

Pr = negl()\)

Definition 3 (Low Order assumption [39]). We say that the low order assumption holds for
Ggen if for any PPT adversary A:

uf =1
Pr |Au#1
Al < £ < 2Pl

- G+ Ggen(})

w0 < AG)| =BV

Firstly, we note that the Low Order Assumption holds unconditionally in RSA groups.
Secondly, the Low Order Assumption is implied by the more commonly known Adaptive Root
assumption, which is defined below. For the reduction we refer to [39]. We also notice that the
definition of the Low Order assumption given in [39] is for smaller ¢, 1 < ¢ < 22, which was
sufficient for the application in the paper, whereas ours is for any polynomial-size £. We note
that the same reduction to the Adaptive Root assumption described in [39] also holds for our
definition of the problem.
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Definition 4 (Strong Distinct-Prime-Product Root assumption [145]). We say that the Strong
Distinct-Prime-Product Root assumption holds for Ggen if for any PPT adversary A:

wlliesei = ¢ G + Ggen(\)
Pr [AVie; € Primes(\) @ g+«sG = negl(})
Vi 7é j> €; 7& €j (U, {ei}iGS) — A(Gv g)

The assumption is implied by the strong RSA assumption over RSA groups.

3.3.2 Concrete Instantiations of Groups of Unknown Order

Two concrete instantiations of a group, G, of hidden order are RSA groups [184] and class
groups [49]. We briefly discuss these instantiations below.

3.3.2.1 RSA groups

We say that N = pq is an RSA modulus for some primes p, g, such that |p| = |g|. We further say
that IV is a strong RSA modulus if there are primes p’, ¢’ such that p = 2p’ +1,¢ = 2¢' + 1. We
call Z7, an RSA group, corresponding to an RSA modulus N. With ¢ : N — N we denote the
Euler’s totient function, ¢(/N) = |Z}|. In particular for RSA modulus ¢(N) = (p — 1)(¢ — 1).
An RSA Group generator N <—s GenSRSAmod(1") is a probabilistic algorithm that outputs a
strong RSA modulus N of bit-length /() for an appropriate polynomial £(-).

Forany N we denote by QRy := {Y : 3X € Z% such that Y = X? (mod N)}, the set of
all the quadratic residues modulo N. QR is a subgroup (and thus closed under multiplication)
of Z3; with order |QRy| = |Z%|/2. In particular for a strong RSA modulus |QRy| = 4”7/61/ =
2p'q.

3.3.2.2 Computational Assumptions in RSA Groups.

The most fundamental assumption for RSA groups is the factoring assumption which states that
given an RSA modulus N < GenSRSAmod(1?) it is hard to compute its factors p and q. We
further recall the Discrete Logarithm and strong RSA [18] assumptions:

Definition 5 (DL.OG Assumption for RSA groups). We say that the Discrete Logarithm (DLOG)
assumption holds for GenSRSAmod if for any PPT adversary A:

N «+ GenSRSAmod(1*)
G<sly;x s

Y + G* (mod N)
v~ AZy,G,Y)

Pr |G =Y (mod N) : = negl(\)

Definition 6 (Strong-RSA Assumption [18]). We say that the strong RSA assumption holds for
GenSRSAmod if for any PPT adversary A:

N < GenSRSAmod(1*)
D GsZy = negl(\)
(U, e) < A(Zy, G)

Ue=aG
Ne #1,—1
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If we desire the Adaptive Root Assumption (and the Low-Order Assumption that is implied
from it) to hold we have to take a variant of the RSA group, the quotient group Z%; /{1, —1} of
an RSA group [215]. The reason why we cannot directly use the RSA group is that the order of
—1 € Z}; is known, and thus the adaptive root assumption does not hold. In the quotient group,
{—1, 1} is the identity element; hence, knowing the order of —1 does not help in finding a root
for a non-identity element and thus solving the adaptive root assumption.

3.3.2.3 Class Groups

Class groups of imaginary quadratic order were introduced in Cryptography by Buchmann and
Williams on 1988 [50]. Class groups are groups of advanced algebraic structures. In general,
a class group G = CI(A) of an imaginary quadratic order is the quotient group of fractional
ideals by principal ideals of the group Q(+/A) with ideal multiplication. It is defined by its
discriminant A which must satisfy A = 1 (mod 4) and —A must be a prime. Note that the A
can be generated from public coins for a given security parameters .

In this thesis we treat Class Groups as black-box objects that instantiate Groups of Unknown
oreder, without making use of their concrete representation. The properties that we assume that
hold are the aforementioned of Groups of Unknown Order. For a Survey on Cryptography and
Class Groups we refer to [49]

3.3.2.4 Other candidates

Recently Dobson et al. [94] initiated the study of another candidate category of groups where it
is conjectured that computing the order is computationally hard, that can be used to instatiate
cryptographic scheme over groups of unknown order. They are based on Jacobian of Hyperelliptic
curves. The proposal is acknowledged by the authors as currently speculative and cannot yet be
considered mature to instantiate cryptographic schemes.

3.3.3 Shamir’s Trick

Here we recall a Shamir’s trick [192], an algorithm over elemets of groups of unknown order
that we will extensively use in subsequent chapters of the thesis.

Informally speaking, Shamir’s trick is a way to compute an xy-root of a group element g
given an z-root and ay- root of it in groups of unknown order, when x and y are co-prime. That

is, given p, = gr Py = gv 2 and y, one can compute a, b st ax + by = 1 using the extended
az+by a b

ged algorithm. Then gw =g o =gviec= Py - pb.. More formally, we recall the following
algorithm:

ShamirTrick(p., py, =, y)

if p; # pj then return L
Use the extended Euclidean Algorithm to compute a, b, d s.t. az + by = d = ged(z,y)
if d # 1 then return |

return p° Py

L . .
This technique is remarkable because normally computing a root g=v (without having

g%/*, g1/¥) is considered a hard problem (see Section 3.3.1).
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3.3.4 Generic Group Model for Groups of Unknown Order

The Generic Group Model (GGM) [196, 160] is a model that restricts the power of the adversary.
In particular, a ‘generic’ adversary does not have concrete representations of the elements of the
group, and can only use generic group operations, as group additions and inversions. GGM was
extended to groups of unknown order by Damgard and Koprowski [87].

This model captures the possible ‘algebraic’ attacks that an adversary can perform. Security
of a cryptorgaphic primitive in the GGM can be seen as the minimum reassurance we can get.
Notably, in many cryptographic settings, as for example in some bilinear group and hidden order
group instantiations, there is no clear way to maliciously exploit the group representation and
generic attacks are the best currently known technique to attack a scheme.

3.4 Commitments

Here we provide a brief background on (plain) cryptographic commitment schemes.

Commitment schemes allow one to commit to a value, or a collection of values (e.g., a
vector), in a way that is binding—a commitment cannot be opened to two different values—and
hiding—a commitment leaks nothing about the value it opens to. In our work we also consider
commitment schemes that are succinct, meaning informally that the commitment size is fixed
and shorter than the committed value.

3.4.1 Commitments to singletons

Here is a brief description of the syntax we use in our work: Setup(1*) — ck returns a
commitment key ck; Commit(ck, z; 0) — ¢ produces a commitment ¢ on input a value x and
randomness o (which is also the opening).

3.4.1.1 Pedersen Commitments

Pedersen Commitment [174] is undeniably the most popular commitment scheme. It works over
groups of prime order, for example—but not necessarily—bilinear groups. The setup outputs the
group representation and two generators, Setup(1*) — ck = (G, g, k). Then the commitment
is Commit(ck, z;0) — ¢ = g*h", where r <= Z, is a freshly sampled randomness. Both the
committed message and the randomness should be elements of Z,. For the opening the verifier
is provided with x and r and simply checks if ¢ = g*h" holds.

We note that Pedersen Commitment can generalize to commit to multiple values, x1, xo, . . .,
Ty, € Zp, in a similar manner ¢ = ¢{'g5? ... gi"h", where g1, g2, . . ., g,, are distinct random
generators.

3.4.1.2 Pedersen Commitments of Integer values

A straightforwrd variant of this scheme is for committing to integers (instead of field elements);
we describe it in Figure 3.1. Since we commit to an integer « whose size is potentially larger than
the order of the group, p, we split the integer into several “chunks”, of size ChkSz < p specified
in the parameters, and then we apply the standard vector-Pedersen on this split representation. We
let the setup algorithm take as input a bound B denoting the max integer that we can commit to.
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The construction is perfectly hiding, and computationally binding under the discrete logarithm
assumption.

Setup(1*,B € N, ChkSz € N,n € N) :

(Gyp, f) + GGenp(1*); If ChkSz > p then output L
B

Let N :=n- ’VTkSz-‘

Sample g1,...,9n,h <3G

return ck := (G, B, ChkSz,n, g1,...,9n,h)

Commit(ck, @ € Z";r € Zp) :

If 35 : ; > B then output L

Let (chi), ceey x%)) be the representation of x; in base ChkSz for ¢ € [n]
Y= (x?),...,xgi),...,xﬁ”),...,mssv

N
return h” H gl

i=1

Figure 3.1: Pedersen Commitment for integer values

3.5 Set Commiments - Accumulators

Cryptographic Accumulators [29, 18] are primitives that allow one to commit to a set S =
{z1,...,x,} that they can later provide a short proof ' of membership for any element on
the set. They can be seen as commitments to set with a fine-grained opening that allows for
membership tests.

3.5.1 Accumulators Definitions

Below is the definition of Accumulators, following the definition of [100]. In this thesis we are
only concerned with public key accumulators, meaning that after the key generation phase no
party has access to the secret key.

Definition 7 (Accumulators). A static (non-Universal) Accumulator with domain X is a tuple
of four algorithms, (Gen, Eval, Witness, VerWit)

* Setup(1*,t) — pp : is a (probabilistic) algorithm that takes the security parameter \ and a
parameter t for the upper bound of the number of elements to be accumulated. If t = oo there
is no upper bound. Returns some public parameters pp.

* Accum(pp, S) — acc : takes the public parameters and a set S and in case S C X outputs
the accumulated value acc and some auxiliary information aux. If S ¢ X outputs L.

* WitGen(p, z,S) — W : takes the public parameters pp, the value = and the set S and outputs
either a witness W of x € Sor L ifx ¢ S.

* Ver(pp, acc, x,w) — b : takes the public parameters pp, the accumulation value acc, a value
x and a witness w and outputs 1 if W is a witness of x € S and 0 otherwise.
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Further, we give the definition of Dynamic Accumulators, a notion that was introduced by
Camenisch and Lysyanskaya [57]. Dynamic Accumulators are Accumulators that additionally
provide the ability to update the accumulated value and the witnesses when the set is updated,
either on addition of a new element or on deletion.

Definition 8 (Dynamic Accumulators). A Dynamic Accumulator with domain X is a static
Accumulator that additionally provides three algorithms (Add, Delete, WitUpdate).

« Add(pp, acc,y, S) — (acc’, ") : takes the public parameters pp, the accumulated value acc,
the value to be added to the set y and the set S. If y ¢ S Ay € X outputs the new accumulation
value acc’ for the corresponding new set S’ = S U {y} and the new set S’. In case y € S or
y ¢ X outputs L.

* Del(pp, acc,y,S) — (acc’, S") : takes the public parameters pp, the accumulated value acc,
the value to be deleted from the set y and the set S. If y € S ANy € X outputs the new
accumulation value acc’ for the corresponding new set S’ = S\ {y} and the new set S’. In
casey ¢ X ory ¢ X outputs L.

 WitUpdate(pp, W, y, S) — W' : takes the public parameters pp, a witness W' to be updated,
the value y that was either added or deleted from S and the set S. In case x € S’ outputs the
updated witness W', otherwise outputs .

Typically, it is required that update algorithms, Add and Del are more efficient than recom-
puting the accumulation value from scratch with Accum.

Correctness. For every ¢ = poly()) and |S| < ¢:
pp  Setup(1*,t);
Pr |acc < Accum(pp, S); : Ver(pp,acc,z,S)| =1
W« WitGen(pp, S, z)

Soundness. A cryptographic accumulator is sound if for all ¢ = poly(\) and for all PPT
adversaries A there is a negligible function negl(-) such that:

pp Setup(lA,t);
Pr|(y*,W*,8%) < A(1*,pp);  :Ver(pp,acc”,y", W") =1 Ay" € S*| < negl(})
acc* + Accum(pp, S*)

Succinctness Furthermore we require that both acc and W are short (polylog(n)) in the size of
the set |S| := n and that verification takes time polylog(n).

3.5.2 Dynamic RSA Accumulators

Below we give the formal description of Dynamic Strong RSA Accumulators [29, 18, 57]. In
Section 4.4.1 they are informally recalled.
The domain of RSA accumulators is X = P.

* Setup(1*,00) — pp : samples an RSA modulus (N, (¢1,¢2)) < GenSRSAmod(1*) and a
random group element F' <—s Z%; and computes a quadratic residue G < F? (mod N).

Return pp < (N, G)
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* Accum(pp, S) — (acc, S) : parses pp := (N, G). If S ¢ P return L, otherwise computes
prodg := [],.cr z: and
Return (acc, S) « (GP®9* mod N, S)

* WitGen(ek, 7, aux) — W parses pp := (N, () and computes prodg, (,} 1= Hxiex\{x} T;
Return W <+ GP¢x\(z} mod N

* Ver(pp,acc,z, W — b parses pp := (N, G)
Return b <— (W?* = acc (mod N))

3.5.2.1 Security of strong RSA Accumulator and Batch-Verification

Security of the above Accumulator comes directly from the strong RSA assumption [18]. What
is more interesting is that the same scheme allows for many memberships to be verified at the
same time, what is called batch-verification. That is, given 1, . .., x,,, C P one can compute a
batch-witness W = GP™®45\(=1...=m} and the verification will be b <— (W?1~¥m = acc). Again
the security of the batch-verification comes from strong RSA assumption and it allows us argue
that for any W, z if W?® = acc := GP™9s then = € prodg, meaning that x is a product of primes
of the set S.

3.5.2.2 RSA Accumulators for general Groups of Unkown Order

We note that RSA accumulators work generically over any Group of Unknown Order where the
2-strong RSA Assumption holds [151, 40]. In Figure 3.2 we summarize the RSA accumulator’s
description over a Groups of Unknown Order G. We include the batching property in the
algorithms’ description.

Setup(l)"m) : Accum(pp, S) : Add(pp, acc, S') :
(G,g) « GGen(lA) prod « H x prod’ + HCL’ Sz

— z€S ’
return pp := (G, g) prod return acc’ := acc”™

returnacc:=g
WitGen(pp, S, X) : Ver(pp, acc, X, W) :
prod(—Hm, prody Hm prdy + Ha:
zeS zeX zeX
return W := gP°¢/Pedx Accept iff WP°!X = acc

Figure 3.2: The RSA Accumulator over groups of unknown order.

3.6 Vector Commitments

A Vector commitment (henceforth VC) scheme [150, 66] is a cryptgraphic primitive that allows
a party to compute a commitment to a large vector v of ordered elements and later to locally
open a specific position v;. A VC guarantees that it is hard to open a commitment to two
distinct values at the same position — what is called “position binding”. The non-triviality of
VCs that distinguishes them from plain commitments(Section 3.4) is that they have short (i.e.,
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polylogarithmic in the size of the vector |v|) commitment and openings-size. We call the latter
property “Succinctness”.

3.6.1 Vector Commitments
First we recall the basic Vector Commitment syntax and properties [150, 66].

Definition 9 (Vector Commitment [66]). A Vector Commitment (VC) scheme VC = (Setup,
Com, Open, Ver) consists of the following algorithms:

* Setup(1*,n) — crs : on input the security parameter \ and an integer n, expressing the length
of the vectors to be committed, returns the common reference string crs.

« Com(crs,v) — (C,aux) : on input a common reference string crs and a vector v, returns a
commitment C.

* Open(crs,aux,i) — A : on input an auxiliary information as produced by Com and a position
i € [n], returns an opening proof A.

 Ver(crs,C, A, i,v) — b : on input a commitment C, returns a bit b € {0; 1} to check whether
A is a valid opening of C' to v at position 1.

Correctness. VC is perfectly correct if for any vector v:

crs < Setup(1*,n)

Pr |Ver(crs, C, Open(crs, aux,i),i,v;)) = 1: (C, aux) < Com(crs, v) =1
Position binding. VC satisfies position binding if for any PPT A
Ver(crs,C, A, i,v)) =1 A\
Pr | AVer(crs,C, A i,0")) =1 crs < Setup(1%,n) | _ negl(\)

Av £ (Cyi,v, A0, N) + A(crs)

Succinctness. VC is succinct if for any crs & Setup(1*,n), any vector v, any (C,aux) <
Com(crs,v), any i € [n] and A < Open(crs, aux, i), the bitsize of C' and A is polylogarithmic
in n, i.e., is bounded by a fixed polynomial p(\,logn).

We will also use the notion of updatable vector commitments [66], which informally provides
the functionality that, given a commitment C' and opening A corresponding to a vector v, one
can update them into values C’ and A’ corresponding to a vector v’. Notably, this update should
be efficient, i.e., in time proportional to the number of different positions in v and v’, and thus
faster than recomputing them from scratch. More formally:

Definition 10 (Updatable VCs [66]). A vector commitment scheme \V/C is updatable if there are
two algorithms (ComUpdate, Proof Update) such that:

« ComUpdate(crs, C,i,v,v") — C’ : on input a commitment C, a position i and two values v,
v’, outputs an updated commitment C'.

* ProofUpdate(crs, A, i,v,v") — A’ : on input an opening proof A (for some position j), a
position i and two values v, v', returns an updated opening A’.
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Correctness. An updatable VC is perfectly correct if for honestly generated crs &~ Setup(1*, n),
any vector v, initial commitment (C, aux) <— Com(crs, v), positioni € [n], A <— Open(crs, aux, i),
and any sequence of valid updates {(ix, v, v;, ) }re[m) that result into a vector v*, commitment
C* and opening A*, Ver(crs, C*, A*,i,v})) = 1 holds with probability 1.

Efficiency. An updatable VC is efficient if its algorithms ComUpdate and ProofUpdate run in
polylogarithmic time given polylogarithmic inputs.

3.6.2 Vector Commitments with Subvector Openings

A generalization of vector commitments proposed by Lai and Malavolta [145] is Vector Com-
mitments with subvector openings,'? in which one can open the commitment to an ordered
collection of multiple positions with a short proof. In this section we recall this generalization
of vector commitments with subvector openings (that for brevity we call SVC). It is easy to see
that the original notion of Catalano and Fiore [66] is a special case when the opened subvector
includes one position only.

We begin by recalling the notion of subvectors from [145].

Definition 11 (Subvectors [145]). Let M be a set, n € N be a positive integer and I =
{i1,...,411} € [n] be an ordered index set. For a vector v € M", the I-subvector of v is

vr = (Uil,...,vim).

Let I, J C [n] be two sets, and let v;,v; be two subvectors of some vector v € M".
The ordered union of v; and v is the subvector v;u; == (vk,- .-, Uk, ), Where I U J =
{k1,...,kn} is the ordered sets union of I and .J.

Definition 12 (Vector Commitments with Subvector Openings). A vector commitment scheme
with subvector openings (SVC) is a tuple of algorithms VC = (Setup, Com, Open, Ver) that
work as follows and satisfy correctness, position binding and conciseness defined below.

* Setup(1*, M) — pp : Given the security parameter \, and description of a message space
M for the vector components, the probabilistic setup algorithm outputs a common reference

string pp.

« Com(pp,v) — (C,aux) : On input pp and a vector v € M", the committing algorithm
outputs a commitment C' and an auxiliary information aux.

* Open(pp, I,y,aux) — m : On input the CRS pp, a vector y € M™, an ordered index set
I C N and auxiliary information aux, the opening algorithm outputs a proof 7y that y is the
I-subvector of the committed message.

« Ver(pp,C,I,y,mr) — b € {0, 1} : On input the CRS pp, a commitment C, an ordered set of
indices I C N, a vector y € M™ and a proof 1, the verification algorithm accepts (i.e., it
outputs 1) only if 7y is a valid proof that C was created to a vector v = (v, ..., vy,) such
that y = vy.

12This is also called VCs with batchable openings in an independent work by Boneh et al. [40].
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Correctness. A SVC scheme VC is (perfectly) correct if for all A € N, any vector length n any
ordered set of indices I C [n], and any v € M", we have:

pp + Setup(1*, M)

Pr |Ver(pp,C, I,v;,77) =1 : (C,aux) + Com(pp,v)| =1
71 < Open(pp, I, v7, aux)

Position Binding. A SVC scheme VC satisfies position binding if for all PPT adversaries A we
have:
Ver(pp,C, 1, y,m) = 1

Pr ANy#y A
Ver(pp,C,I,y',7") = 1

pp + Setup(1*, M)

: € negl(\
(€. Ly.my. ) — App)| = "B

Conciseness. A vector commitment is concise if there is a fixed polynomial p()\) in the security
parameter such that the size of the commitment C' and the outputs of Open are both bounded by
p(A), i.e., they are independent of n.

3.6.3 Functional Commitments

Functional commitments (FC), introduced by Libert, Ramanna and Yung [149], allow a sender
to commit to a vector v and then to open the commitment to a function y = f(v). As in vector
commitments, what makes this primitive non-trivial is a succinctness property, which requires
commitments and openings to be “short”, that is constant or logarithmic in the length of v. In our
work we use a slight generalization of the FC notion of [149] considering universal specializable
public parameters. This is a model, akin to the universal CRS of [127], where Setup creates
length-independent public parameters pp, which one can later specialize to a specific length n
by using a deterministic algorithm Specialize.

Definition 13 (Functional Commitments). A functional commitment scheme for a class of func-
tions F is a tuple of algorithms FC = (Setup, Specialize, Com, Open, Ver) with the following
syntax and that satisfies correctness, succinctness, and function binding.

« Setup(1*) — pp : given the security parameter ), outputs public parameters pp, which
contain the description of a domain D and a universal class of functions F = {F, }nen,
where F,, is a class of n-input functions {f : D" — R}.

* Specialize(pp, F.) — pp,, : given public parameters pp and a description of the function
class F,, outputs specialized parameters pp,,.

« Com(pp,,,v) — C : on input a vector v € D™ outputs a commitment C.

* Open(pp,,, v, f) — A :oninput a vector v € D™ and an admissible function f € F,, outputs
an opening A.

* Ver(pp,,, C, f,y,A) — b € {0,1} : on input a commitment C, a function f € F,, a value
y € R, and an opening A, accepts (b = 1) or rejects (b = 0).
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Correctness. FC is correct if, for any public parameters pp < Setup(1*), any length n € N
and specialized pp,, < Specialize(pp,n), any vector v € D™ and any admissible function
f € Fy, it holds

Ver(pp,,, Com(pp,,, v), f, f(v), Open(pp,,, v, f)) =1

Succinctness. FC is succinct if there exists a fixed polynomial p(-) such that for any n = poly,
commitments and openings generated in the scheme have size at most p(\, log n).

Function binding. For any PPT adversary A and any n = poly, we have

Ver(pp,. C, f,y,A) = 1 pp + Setup(1*)
Pr| ANy#y A (O, oy, Ay, N) < A(pp) | = negl(M)
Ver(pp,,,C, f, i/, N') =1 pp,, < Specialize(pp, F,)

Remark 1. The Specialize algorithm is deterministically computed from pp and JF,,. For this
reason, it suffices for Function Binding that the adversary A takes as input pp (instead of pp,,).

Remark 2 (Preprocessing-based verification). Our subsequent FC constructions (Chapter 7)
enjoy a preprocessing model of verification, similar to that of preprocessing SNARKs [127]. This
means that one, given pp,, and a function f, can generate a verification key vk and the latter
can be later used to verify any opening for f. In particular, while the cost of computing vk can
depend on the complexity of the function, e.g., it is O(n) for a linear function with n coefficients,
the subsequent cost of verifying openings using vk depends only on the succinctness of the
scheme, e.g., it is a fixed p(\).

3.6.4 Definition of Key-Value Map Commitments

Here we recall the notion of Key-Value Map Commitments [40, 3] and give a formal definition.
Key-Value maps are a generization of vectors where a value is associated with a key instead
of a position, the main difference being that keys can be arbitrary elements of a (typically)
exponentially large space. While in a vector the values are associated with subsequent indices.
A Key-Value Map Commitment (henceforth KVC) works analoguesly to a VC but commiting
to (and opening) a Key-Value Map. Below is the formal syntax and properties.

Given a key-value map M, we write (k, €) € M to denote that M does not contain the key
k.

Definition 14 (Key-Value Map Commitment). A Key-Value Map Commitment KVM = (Setup,
Com, Open, Ver) consists of the following algorithms:

« Setup(1*,n,K,V) — crs: on input the security parameter )\, an upper bound n on the
cardinality of the key-value maps to be committed, a key-space K, and a value-space V, the
setup algorithm returns the common reference string crs.

« Com(crs, M) — (C,aux) : on input a key-value map M = {(ki,v1),..., (km,vm)} C
K x V, computes a commitment C' and auxiliary information aux.

* Open(crs, aux, k) — A: on input auxiliary information aux as produced by Com, and a key
k € I, the opening algorithm returns an opening A.
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* Ver(crs,C, A, (k,v)) — b : accepts (i.e., outputs b < 1) if A is a valid opening of the
commitment C' to the key k € K and value v € V U {e}, else rejects (i.e., outputs b < 0).

Intuitively, a KVC scheme should be correct in the sense that, for honest execution of
the algorithms, an opening to a (k,v) € M should correctly verify for a commitment to M.
While usual definitions for VCs consider perfect correctness, our work aims at also capturing
constructions that have a negligible probability of failing correctness. To capture this, we
introduce a strong notion called robust correctness, which essentially means that the expected
correctness condition holds with overwhelming probability even for key-value maps that are
adversarially chosen after seeing the public parameters. We note that such definition is strictly
stronger than a ‘classical’ correctness definition that measures the probability over any choice of
input but over the random and independent choice of the public parameters.

Definition 15 (Robust Correctness). KVM is robust if for any PPT A the following probability
is overwhelming in \:

crs <s Setup(1*, n, KC, V)

1 (M, k,v) + A(crs)
M| < n,(kv) € K xVU{e}
(C,aux) < Com(crs, M)

Pr | Ver(crs, C, Open(crs, aux, k), (k,v)) =

Definition 16 (Key-binding). KVM is key-value binding if for any PPT A:

Ver(crs, C, A, (k,v)) =1
Pr | AVer(crs,C, A, (k,V')) =1
AV #V

crs < Setup(1*,n, IC, V) | negl(\)
(C kv, AV, A Afers) |~ ™8

Below we define an efficiency notion for KVCs, which aim to rule out “uninteresting”
constructions, e.g., schemes where either commitments or openings have size linear in the size
of the map or the key space. More formally,

Definition 17 (Efficient KVC). A key-value map commitment KVM as defined above is effi-
cient if for any crs < Setup(1*,n, KC, V), any key-value map M C K x V, any (C, aux) <
Com(crs, M), any k € K and A + Open(crs, aux, k), the bitsize of C' and A is polylogarithmic
in n, i.e., it is bounded by a fixed polynomial p(\,logn).

We provide our definitions of updatable Key-Value Map Commitments in Section 8.4.1,
along with the corresponding robust correctness and efficiency notions.

3.7 Zero-Knowledge Proofs

Zero-Knolwedge Proofs [122] is an important notion in Cryptography where one can prove a
statement without revealing any other information apart from the validity of the statement. They
come in numerous variants and constructions. In the section we recall the variants of the notion
and the notation that we will be using throughout the thesis.
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3.7.1 Relations

First we define formally what zero-knowledge proofs are going to be proving.

We describe this through the notion of Relations. A relation R is characterized by a predicate
P working with inputs x1, x9, ..., x,. We say that a relation holds for (z1,z2,...,z,) iff
P(x1,x2,...,2,) = 1. In the context of Zero-Knowledge proofs we typically separate the
inputs into two parts: The statement x and the witness w. We write a relation as:

R={(x;w): P(x,w)=1}.
Equivalently, sometimes we will write
Rx;w)=1 < P(x,w)=1

to denote the same relation. We use these two equivalent notations interchangeably throughout
the thesis.

Typically the relations we are treating are for NP-predicates where verifying the predicate
having x and w is efficient, while computing w given x is (assumed to be) computationally
hard. For instance a (conjectured) NP-relation is

RRSA-factoring = {Na (pa Q)) :N=p- Q}

where verifying that p, g are factors of IV is easy while computing p and ¢ is (pressumably) hard.
We write R, for a family of relation parametrized by the security parameter .

3.7.2 Non-Interactive Zero-Knowledge (NIZK)

We recall the definition of zero-knowledge non-interactive arguments of knowledge (NIZKs, for
short).

Definition 18 (NIZK). A NIZK for {R}en is a tuple of three algorithms II = (Setup, Prove,
VerProof) that work as follows and satisfy the notions of completeness, knowledge soundness
and (composable) zero-knowledge defined below.

* Setup(R) — (ek, vk) takes the security parameter A and a relation R € R, and outputs a
common reference string consisting of an evaluation and a verification key.

* Prove(ek,x,w) — 7 takes an evaluation key for a relation R, a statement x, and a witness
w such that R(x, w) holds, and returns a proof .

* VerProof (vk, x, ) — b takes a verification key, a statement x, and either accepts (b = 1) or
rejects (b = 0) the proof .

Remark 3. Sometimes, when there is no ambiguity, we will call the output of the setup as
‘common reference string’ crs := (ek, vk) without separating the evaluation and verification
keys.

Completeness. For any A € N, R € R and (x, w) such that R(x, w), it holds Pr[(ek, vk) <
Setup(R), m + Prove(ek,x, w) : VerProof (vk,x,7) = 1] = 1.

Knowledge Soundness. Let RG be a relation generator such that RGy C R,. 11 has computa-
tional knowledge soundness for RG and auxiliary input distribution Z, denoted KSND(RG, Z)
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for brevity, if for every (non-uniform) efficient adversary A there exists a (non-uniform) efficient

KSND

extractor £ such that Pr[Gamery 'z 4 ¢ = 1] = negl. We say that VC is knowledge sound if
there exists benign RG and Z such that VC is KSND(RG, Z).

KSND
GameRg7Z’A78 — b

(R,auxg) < RG(1%) ; crs:= (ek,vk) + Setup(R)
Z + Z(R,auxg,crs) ; (x,7) « A(R,crs,auxg, Z)
w < E(R,crs,auxg, Z) ; b= VerProof(vk,x,m) A -R(x,w)

Composable Zero-Knowledge. A scheme VC satisfies composable zero-knowledge for a
relation generator R if there exists a simulator S = (Sig, Sprv) such that both following

conditions hold:
Keys Indistinguishability For all adversaries A
(R,auxg) < RG(1")
Pr | crs < Setup(R) ~
Alcrs,auxg) =1

Pr

(Ra aUXR) — Rg(lk)
(crs, tdy) « Sig(R)
Alcrs,auxg) =1

Proof Indistinguishability For all adversaries A = (A1, .Az2)

[(R,auxg) < RG(1%)
(CI’S7 tdk) — Skg(R>

Pr | (x,w,st) + Aj(crs,auxg) @ R(x,w)| ~

7« Prove(ek, x, w)
| Aa(st,m) =1

Pr

[(R,auxg) < RG(1%)

(crs, tdy) < Sig(R)

(x,w,st) < Aj(crs,auxg) : R(x,w)
7 < Sprv(crs, tdy, x)

| As(st,m) =1

Remark 4 (On Knowledge-Soundness). In the NIZK definition above we use a non black-box
notion of extractability. Although this is virtually necessary in the case of zkSNARKs [118],
NIZKs can also satisfy stronger (black-box) notions of knowledge-soundness.

3.7.3 Succinct Non-Interactive Arguments of Knowledge (SNARKS)

Succinct Non-Interactive Arguments of Knowledge (henceforth SNARKSs) we call a specific type
of NIZKs. First they are ‘arguments’ (in place of ‘proof’) of knowledge, meaning that knowledge
soundness hold only against polynomially bounded advesaries. Second, their distinguishing
property is ‘succinctness’, defined formally below. We note that SNARKSs do not necessarily
have ‘zero-knoweldge’; in case they do we call them zkSNARKSs.

3.7.3.1 SNARKS definition

Definition 19 (zkSNARKS). A NIZK is called zero-knowledge succinct non-interactive argument

of knowledge (zkSNARK) if it is a NIZK as per Definition 18 enjoying an additional property,

succinctness, i.e., if the running time of VerProof is poly(\ + |x| + log |w|) and the proof size

is poly(A + log |w]).
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3.7.3.2 Commit-and-Prove SNARKSs (CP-SNARK(Ss)

We use the framework for black-box modular composition of commit-and-prove SNARKSs (or
CP-SNARKS) in [61]. Informally a CP-SNARK is a SNARK that can efficiently prove properties
of inputs committed through some commitment scheme C. In more detail, a CP-SNARK for
a relation Ripper(X; u,w) is a SNARK that for a given commitment ¢ can prove knowledge of
w := (u,w, 0) such that c = Commit(u; 0) and Rinper(x; u, w) holds. We can think of w as a
non-committed part of the witness. In a CP-SNARK, besides the proof, the verifier’s inputs are
x and c.

3.7.3.3 Modular SNARKSs through CP-SNARKSs

We use the following folklore composition of (zero-knowledge) CP-SNARKS (cf. [61, Theorem
3.1]). Fixed a commitment scheme and given two CP-SNARKs CP;, CP5 respectively for two

“inner” relations R; and Ry, we can build a (CP) SNARK for their conjunction (for a shared
witness u) R* ([cu ] x1,x2; w1, w2) = Ri([Cu | x15w1) A Ra([ Cu ], x2; wo) like this: the prover
commits to u as ¢, < Commit(u, 0); generates proofs 7, and 7o from the respective schemes;
outputs combined proof 7* := (¢, w1, m2). The verifier checks each proof over respective
inputs (x1, ¢,,) and (x2, ¢, ), with shared commitment c,,.

3.7.4 Interactive Arguments of Knowledge

In Chapters 6 and 7 we will additionally be treating Interactive Arguments of Knowledge
(henceforth AoK). An (Interactive) AoK is a slight variant of NIZK where (1) the prover and the
verifier interact in order to produce the proof (2) the knowledge-soundness holds only against
computationally bounded adversaries. The notions of interactive AoKs and NIZKs are very
close; for completeness and ease of presentation we recall the definitions of AoKs, that appear
in Chapters 6 and 7, here.

Let R: X x W — {0, 1} be an NP relation for a language £ = {z : Jw s.t. R(x,w) = 1}.
An argument system for R is a triple of algorithms (Setup, P, V) such that: Setup(1*) takes as
input a security parameter A and outputs a common reference string crs; the prover P(crs, x, w)
takes as input the crs, the statement - and witness wj the verifier V(crs, x) takes in the crs, the
statement z, and after interacting with the prover outputs 0 (reject) or 1 (accept). An execution
between the prover and verifier is denoted with (P(crs, z, w), V(crs, z)) = b, where b € {0, 1}
is the output of the verifier. If V uses only public randomness, we say that the protocol is public
coin.

Definition 20 (Completeness). We say that an argument system (Setup, P, V) for a relation
R: X xW — {0, 1} is complete if, for all (z,w) € X x W such that R(x,w) = 1 we have

Pr [(P(crs, 2, w), V(crs,z)) = 1 : crs + Setup(1*)] = 1.

Consider an adversary A = (A, .A;) modeled as a pair of algorithms such that .Ag(crs) —
(x,state) (i.e. outputs an instance z € X after crs <— Setup()) is run) and A; (crs, z, state)
interacts with a honest verifier. We want an argument of knowledge to satisfy the following
properties:

Soundness. We say that an argument (Setup, P, V) is sound if for all PPT adversaries A =
(Ap, A1) we have
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(Aj(crs, z, state), V(crs, x)) = 1 crs <— Setup(\)

Pr and Jw : R(z,w) =1 (x,state) < Ap(crs)

€ negl(\).

Knowledge Extractability. We say that (Setup, P, V) is an argument of knowledge if for all
polynomial time adversaries .4; there exists an extractor £ running in polynomial time such that,
for all adversaries A it holds

crs <— Setup(\)
(x,state) < Ag(crs) | € negl(N).
w' < E(crs, z, state)

(Aj(crs, z, state), V(crs, x)) = 1

Pr and (z,w') ¢ R

Succinctness. Finally we informally recall the notion of succinct arguments, which requires
the communication and verifier’s running time in a protocol execution to be independent of the
witness length.
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Part 11

ZERO-KNOWLEDGE PROOFS
FOR SET MEMBERSHIP
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ZERO-KNOWLEDGE PROOFS FOR SET MEMBERSHIP
OF SINGLETONS

The results of this chapter appear in a paper under the title "Zero-Knowledge Proofs for Set
Membership: Efficient, Succinct, Modular" published at the Financial Cryptography and Data
Security 2021 conference [31] and the Designs, Codes and Cryptography Journal [32].

4.1 Technical Contributions

In this chapter we investigate the problem of designing commit-and-prove zero-knowledge
systems for set membership and non-membership that can be used in a modular way and
efficiently composed with other zero-knowledge proof systems for potentially arbitrary relations.
Our main results are the following.

First, building upon the view of recent works on composable proofs [2, 61], we define a
formal framework for commit-and-prove zZkSNARKSs (CP-SNARKSs) for set (non-)membership.
The main application of this framework is a compiler that, given a CP-SNARK CP e, for set
membership and any other CP-SNARK CPp, for a relation R, yields a CP-SNARK CP for the
composed relation “u € S A Jw : R(u,w)”. As a further technical contribution, our framework
extends the one in [61] in order to work with commitments from multiple schemes (including
set commitments, e.g., accumulators).

Second, we propose new efficient constructions of CP-SNARKSs for set membership and
non-membership, in which elements of the accumulated set can be committed with a Pedersen
commitment in a prime order group G,—a setting that, as argued before, is of practical relevance
due to the widespread use of these commitments and of proof systems that operate on them. In
more detail, we propose: four schemes (two for set membership and two for non-membership)
that enjoy constant-size public parameters and are based on RSA accumulators for committing
to sets, and a scheme over pairings that has public parameters linear in the size of the set, but
where the set can remain hidden.

Finally, we implement our solutions in a software library and experimentally evaluate their
performance.

Like the recent works [2] and [61], our work can be seen as showing yet another setting—set
membership— where the efficiency of SNARKS can benefit from a modular design.

RSA-based constructions. Our first scheme, a CP-SNARK for set membership based on RSA
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accumulators, supports a large domain for the set of accumulated elements, represented by binary
strings of a given length 7. Our second scheme, also based on RSA accumulators, supports
elements that are prime numbers of exactly p bits (for a given ). Neither scheme requires an
a-priori bound on the cardinality of the set. Both schemes improve the proof-of-knowledge
protocol by Camenisch and Lysyanskaya [57]: (i) we can work with a prime order group G, of
“standard” size, e.g., 256 bits, whereas [57] needs a much larger G, (see above). We note that the
size of G, affects not only the efficiency of the set membership protocol but also the efficiency
of any other protocol that needs to interact with commitments to alleged set members; (ii) we
can support flexible choices for the size of set elements. For instance, in the second scheme, we
could work with primes of about 50 or 80 bits,' which in practice captures virtually unbounded
sets and can make the accumulator operations 4—5x faster compared to using ~ 256-bits primes
as in [57].

Our main technical contribution here involves a new way to link a proof of membership for
RSA accumulators to a Pedersen commitment in a prime order group, together with a careful
analysis showing this can be secure under parameters not requiring a larger prime order group
(as in [57]). See Section 4.4 for further details.

Pairing-based construction. Our pairing-based scheme for set membership supports set ele-
ments in Z,, where g is the order of bilinear groups, while the sets are arbitrary subsets of Z,
of cardinality less than a fixed a-priori bound n. This scheme has the disadvantage of having
public parameters linear in n, but has other advantages in comparison to previous schemes
with a similar limitation (and also in comparison to the RSA-based schemes above). First, the
commitment to the set can be hiding and untrusted for the verifier, i.e., the set can be kept hidden
and it is not needed to check the opening of the commitment to the set; this makes it composable
with proof systems that could for example prove global properties on the set, i.e., that P(.S)
holds. Second, the scheme works entirely in bilinear groups, i.e., no need of operating over
RSA groups. The main technical contribution here is a technique to turn the EDRAX vector
commitment [73] into an accumulator admitting efficient zero-knowledge membership proofs.

Extensions to Set Non-Membership. We propose extensions of both our CP-SNARK frame-
work and RSA constructions to deal with proving set non-membership, namely proving in
zero-knowledge that u ¢ S with respect to a commitment ¢(«) and a committed set .S. Our two
RSA-based schemes for non-membership have the same features as the analogous membership
schemes mentioned above: the first scheme supports sets whose elements are strings of length 7,
the second one supports elements that are prime numbers of 4 bits, and both work with elements
committed using Pedersen in a prime order group and sets committed with RSA accumulators. A
byproduct of sharing the same parameters is that we can easily compose the set-membership and
non-membership schemes, via our framework, in order to prove statements like v € S; Au ¢ Ss.
Our technical contribution in the design of these schemes is a zero-knowledge protocol for
non-membership witnesses of RSA accumulators that is linked to Pedersen commitments in
prime order groups.

Transparent Instantiations. We generalize our building blocks for RSA groups to any hidden-
order group (appendix 4.8). By instantiating the latter with class groups and by using a transparent
CP-NIZK such as Bulletproofs, we obtain variants of our RSA-based schemes with transparent
setup.

13When prime representation is suitable for the application, distinct primes can be generated without a hash fuction
(e.g. by using sequential primes).
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4.2 Definitions

We provide some additional to Chapter 3 definitions and formalization we will be specifically
using in this chapter.

4.2.1 Type-Based Commitments

We recall the notion of Type-Based Commitment schemes introduced by Escala and Groth [98].
In brief, a Type-Based Commitment scheme is a normal commitment scheme with the difference
that it allows one to commit to values from different domains. More specifically, the Commit
algorithm (therefore the VerCommit algorithm also) depends on the domain of the input, while
the commitment key remains the same. For example, as in the original motivation of [98], the
committer can use the same scheme and key to commit to elements that may belong to two
different groups G1, G2 or a field Z,,. In our work we use type-based commitments. The main
benefit of this formalization is that it can unify many commitment algorithms into one scheme.
In our case this is useful to formalize the notion of commit-and-prove NIZKs that work with
commitments from different groups and schemes.

More formally, a Type-Based Commitment is a tuple of algorithms Com = (Setup, Commit,
VerCommit) that works as a Commitment scheme defined above with the difference that Commit
and VerCommit algorithms take an extra input t that represent the type of u. All the possible
types are included in the type space 7.

Definition 21. A type-based commitment scheme for a set of types T is a tuple of algorithms
Com = (Setup, Commit, VerCommit) that work as follows:

« Setup(1*) — ck takes the security parameter and outputs a commitment key ck. This key
includes WVt € T descriptions of the input space D, commitment space C; and opening space
Ox.

« Commit(ck, t,u) — (¢, o) takes the commitment key ck, the type t of the input and a value
u € Dy, and outputs a commitment c and an opening o.

+ VerCommit(ck, t, ¢, u,0) — b takes as a type t, a commitment c, a value u and an opening o,
and accepts (b = 1) or rejects (b = 0).

Furthermore, the security properties depend on the type, in the sense that binding and hiding
should hold with respect to a certain type.

Definition 22. Let 7 be a set of types, and Com be a type-based commitment scheme for T .
Correctness, t-Type Binding and t-Type Hiding are defined as follows:

Correctness. For all A € N and any input (t,u) € (T, Dy) we have:

Pr[ck < Setup(1?), (¢, 0) < Commit(ck, t,u) : VerCommit(ck,t, ¢, u,0) = 1] = 1.

t-Type Binding. Given t € T, for every polynomial-time adversary A:

ck < Setup(1?) u# u’ A VerCommit(ck, t,c,u,0) =1

Pr !/ / : H / /
(c,u,0,u’,0") + A(ck,t) A VerCommit(ck, t,c,u’,0") = 1

= negl

“Normally 7 is finite and includes a small number of type, e.g. 7 = {G1, G2, Z,}.
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In case Com is t-Type Bidning for all t € T we will say that it is Binding.

t-Type Hiding. Given at € T, for ck < Setup(1) and every pair of values u,u’ € D, the
following two distributions are statistically close: Commit(ck, t,u) &~ Commit(ck, t, u’).
In case Com is t-Type Hiding for all t € T we say it is Hiding.

Composing Type-Based Commitments. For simplicity we now define an operator that allows
to compose type-based commitment schemes in a natural way.

Definition 23. Let C and C' be two commitment schemes respectively for (disjoint) sets of types
T and T'. Then we denote by C e C’ the commitment scheme C for T U T” such as:

« C.Setup(secpar, secpar’) — ck : compute ck < C.Setup(secpar) and ck’ <— C’.Setup(secpar’);
ck := (ck, ck).

« C.Commit(ck := (ck,ck’),t,u) : If t € T then output C.Commit(ck, t, u); otherwise return
C’.Commit(ck’, t,u).

« C.VerCommit(ck := (ck,ck'),t,c,u,0) : If t € T then return C.VerCommit(ck,t, ¢, u,0);
otherwise return C'.VerCommit(ck’, t, ¢, u, 0).

The following property of e follows immediately from its definition.

Lemma 1. Let C and C’ be two commitment schemes with disjoint sets of types. For all types t
if C or C' is t-hiding (resp. t-binding) then C e C' is t-hiding (resp. t-binding).

Remark 5. We observe that a standard non type-based commitment scheme with input space
D induces directly a type-based commitment scheme with the same input space and a type we
denote by T[D].

4.2.2 Commit-and-Prove NIZKs with Partial Opening

We now define a variant of commit-and-prove NIZKs with a weaker notion of knowledge-
soundness. In particular we consider the case where part of the committed input is not assumed
to be extractable (or hidden)', i.e., such input is assumed to be opened by the adversary. This
models scenarios where we do not require this element to be input of the verification algorithm
(the verifier can directly use a digest to it).

The motivation to define and use this notion is twofold. First, in some constructions commit-
ments on sets are compressing but not knowledge-extractable. Second, in many applications
this definition is sufficient since the set is public (e.g., the set contain the valid coins).

The definition below is limited to a setting where the adversary opens only one input in
this fashion'®. We will assume, as a convention, that in a scheme with partial opening this
special input is always the first committed input of the relation, i.e. the one denoted by u;
and corresponding to D;. We note that the commitment to «; does not require hiding for
zero-knowledge to hold.

I5This is reminiscent of the soundness notions considered in [103]
6We can easily generalize the notion for an adversary opening an arbitrary subset of the committed inputs.
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4.2.3 Commit-And-Prove NIZKs

We give the definition of commit-and-prove NIZKs (CP-NIZKs) following the definition given in
[61, 30] and we extend it to type-based commitments. The main benefit of such extension is that
we can formalize CP-NIZKs working with commitments over different domains. In a nutshell, a
CP-NIZK is a NIZK that can prove knowledge of (x, w) such that R(x, w) holds with respect
to a witness w = (u,w) such that v opens a commitment ¢,.. As done in [61], we explicitly
considers the input domain D,, at a more fine grained-level splitting it over £ subdomains. We
call them commitment slots as each of the D;-s intuitively corresponds to a committed element!’.
The description of the splitting is assumed part of R’s description.

In the remainder of this work we use the following shortcut definition. If C is a type-based
commitment scheme over set of types 7, we say that a relation R over (D X --- X Dy) is T-
compatible if for all j € [¢] it holds that T[D;] € 7. We say a relation family R is 7 -compatible
if every R in R is T-compatible; a relation generator RG is 7-compatible if range(RG) is
T -compatible.

Definition 24 (CP-NIZKs [61]). Let {R )} en be a family of relations R over Dy x D,, x D,,
such that D,, splits over ¢ arbitrary domains (D; X --- x Dy) for some arity parameter { > 1.
Let C = (Setup, Commit, VerCommit) be a commitment scheme (as per Definition 21) over set
of types T such that { R} ren is T-compatible. A commit and prove NIZK for C and {R )} ren
is a NIZK for a family of relations { RS } xen such that:

« every R € RC is represented by a pair (ck, R) where ck € C.Setup(1*) and R € R;
* Ris over pairs (x, w) where the statement is x := (x, (¢;) je[q) € Dx X C*, the witness is

w = ((u))eig, (05) e, w) € D1 X -+ X Dy X O x D,, and the relation R holds iff

/\‘e[él VerCommit(ck, T[D;], ¢, uj,0;) = 1 A R(x, (Uj)je[g],w) =1
J

We denote knowledge soundness of a CP-NIZK for commitment scheme C and relation and
auxiliary input generators RG and Z as CP-KSND(C, RG, 2Z).

We denote a CP-NIZK as a tuple of algorithms CP = (Setup, Prove, VerProof). For ease
of exposition, in our constructions we adopt the following explicit syntax for CP’s algorithms.

* Setup(ck, R) — crs := (ek, vk)

* Prove(ek,x, (¢j)jeig, (u5) e, (05) g, w) — 7

* VerProof (vk, x, (¢j) jej, ™) — b € {0,1}

Definition 25 (CP-NIZK with Partial Opening). A commit and prove NIZK with partial opening
for C and {R}en is a NIZK for a family of relations {R$} en (defined as in Definition
24)such that the property of knowledge soundness is replaced by knowledge soundness with
partial opening below.

Knowledge Soundness with Partial Opening. Let RG be a relation generator such that
RG € Ry. VC has knowledge soundness with partial opening for C, RG and auxiliary input

Each of the “open” elements in the D;-s (together with any auxiliary opening information) should also be thought
of as the witness to the relation as we require them to be extractable. On the other hand, the commitments themselves
are part of the public input.
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distribution Z, denoted CP-poKSND(C, RG, Z) for brevity, if for every (non-uniform) efficient
adversary A there exists a (non-uniform) efficient extractor £ such that Pr[Ga meg';;g’;sgg =
1] = negl. We say that VC is knowledge sound for C if there exists benign RG and Z such that

VC is CP-poKSND(C, RG, Z)'®.

CP-poKSND
Gamec,Rg zae b

ck < C.Setup(1Y); (R, auxg) + RG(1*); R := (ck, R)
crs := (ek, vk) < Setup(R)
Z + Z(R,auxg, crs)
(x, (¢j)jeiq, u1,01,7) < A(R,crs,auxp, Z)
((uj)jeres (0))jer,w) < E(R,crs,auxg, Z)
b = VerProof (vk,x, (¢;) e, 7) A
ﬁ(/\jem C.VerCommit(ck, T[D;], ¢j, uj,05) = 1 A R(x, (uj)je[q,w) = 1)

Remark 6 (On Weaker ZK in the Context of Partial Opening). The notion of zero-knowledge for
CP-NIZKs with partial opening that is implied by our definition above implies that the simulator
does not have access to the opening of the first input (as it is the case in zero-knowledge for CP-
NIZKs in general). Since this first commitment is opened, in principle one could also consider
and define a weaker notion of zero-knowledge where the simulator has access to the first opened
input. We leave it as an open problem to investigate if it can be of any interest.

Remark 7 (Full Extractability). If a CP-NIZK has an empty input u, opened by the adversary
in the game above, then we say that it is fully extractable. This roughly corresponds to the notion
of knowledge soundness in Definition 18.

4.2.3.1 Composition Properties of Commit-and-Prove Schemes

In [61] Campanelli et al. show a compiler for composing commit-and-prove schemes that
work for the same commitment scheme in order to obtain CP systems for conjunction of
relations. In this section we generalize their results to the case of typed relations and type-based
commitments. This generalization in particular can model the composition of CP-NIZKs that
work with different commitments, as is the case in our constructions for set membership in
which one has a commitment to a set and a commitment to an element.

We begin by introducing the following compact notation for an augmented relation generator.

Definition 26 (Augmented Relation Generator). Let RG be a relation generator and F(1*) an
algorithm taking as input a security parameter. Then we denote by RG|[F| the relation generator
returning (R, (auxg, outr)) where outr < F(1*) and (R, auxg) <+ RG(1%).

We point out that, although in the game below we make explicit the commitment opening in the relation, this is
essentially the same notion of knowledge soundness as in CP-NIZKs (i.e. Definition 18) where the only tweak is that
the adversary gives explicitly the first input in the commitment slot. We make commitments explicit hoping for the
definition to be clearer. This is, however, in contrast to the definition of CP-NIZKs where the commitment opening is
completely abstracted away inside the relation.
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The next lemma states that we can (with certain restrictions) trivially extend a CP-NIZK for
commitment scheme C to an extended commitment scheme C o C’.

Lemma 2 (Extending to Commitment Composition). Let C, C' be commitment schemes defined
over disjoint type sets T and T". If CP is CP-poKSND(C, RG[C.Setup], Z) for some relation
and auxiliary input generators RG, Z. Then CP is CP-poKSND(C e C', RG|[C.Setup], Z) if
RG is T -compatible.

We now define relation generators and auxiliary input generators for our composition construc-
tions.

AuxR9(12) : AuxZ (ck, (crsy, Ry, auxg))be{lyg}) :
(R1, auxg)) «~ RG1(1%) aux(Zl) < Zi(ck, Ry, crsq, auxg))
(Ra, auxg)) — RGo(1Y) aux(ZZ) + Z5(ck, Ra, crsa, auxg))

return (Ry, auxg) Jbe{1,2} return (a ux(Zb) beq1,2}

RG*(1%) Z*((ck, RghR?), (ek*,vk™), (auxpg, auxy)) :

(b)
(Rb,auxg))be{u} ya Aung(lx) (auxy’ )be{1,2)

z (b)
return (R%th, (auxg))be{u}) < Aux” (ck, (crsy, Ry, auxp )be{1,2})

return (a ux(Zb) )be{l 2}

Rigb(l/\) :

(Rb,auxg))be{m}
— Aux®9(1%)

return (Ry, mg’)

= (Rgfb, (auxg))be{l,z}))

Zy(ck, Ry, crsy, mﬁ?) :

Parse auxp as (R3—p, (auxg))be{m})
crsg—p < CP3_p.Setup(ck, R3_p)

(aux(Zb))be{Lg} — Aux?(ck, . ..

RS (Cer, Rba auxg))be{lﬂ})

__ b
aux(Z) := (crs3_p, (3UX(Z))be{1,2})
return M(Zb)

Figure 4.1: Relation and Auxiliary Input Generators for AND Composition Construction

The following lemma shows how we can compose CP-NIZKs even when one of them is fully
extractable but the other is not. We are interested in the conjunction R{l\sym of relations of type
Rl(xl, (’U,(), ui, U3), wl) and RQ(.%'Q, (’U,Q, ’U,3), WQ) where

Riysym (@1, T2, (ug, ur, ug, ug), wi,ws) == Ry (1, (uo, ur, uz), wr) A R(w, (ug, u3), ws)

Lemma 3 (Composing Conjunctions (with asymmetric extractability). Let C be a computation-

ally binding commitment scheme.If CP1 is CP-poKSND(C, RG1, Z1) and CP5 is KSND(C, RG>, Z2)
(where RGy, Z;, are defined in terms of RGy, 2y in Figure 4.1 for b € {1,2}), then the scheme
CPym in Figure 4.2 is CP-poKSND(C, RG*, Z*) where RG*, Z* are as defined in Figure

4.1.
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CPsym-Setup(pp, Ry, g,) CP/ym-VerProof (vk*, x1, x2, (¢j) jejo,3, ) |
(eky,vky) « CP;.Setup(ck, R1) bgi) <+ CPy.VerProof (vky,x1, (co, c1,¢3),71)
(ekg, vka) <= CP.Setup(ck, Ry) bgi) + CP2.VerProof (vks, xa, (¢2, ¢3), 72)

ek™ == (eks)pe(1,2)
Vk* = (ka)be{l,Q}
return (ek™, vk*)

CP/m-Prove(ek®, x1,x2, (¢;)jef0,3) (4)) jef0.3> (0) jef0,3], w1, w2) :

return bgi) A b(()i)

1 — CPl.PrOVe(ekl,X17 (COa C1, 03)7 (UO, uy, uS)a (OOa 01, 03)7("')1)
7o <— CPy.Prove(eks, xa, (¢a, ¢3), (u2, us), (02, 03), ws)

return 7 := (Wb)be{1,2}

Figure 4.2: CP-NIZK construction for AND composition (asymmetric case)

CP{ym-Setup(pp, Ry p,) CP7,m-VerProof (vk*, x1, %2, (¢;) jef0,3), ™) :
(eky,vk;) + CPy.Setup(ck, Ry) b'}) « CPy.VerProof(vky,x1, (co, ¢1, ¢3), 71)
(ek27 Vk?) — CPQ'Setup(Ckﬂ RQ) bgi) — CPQ.VerProof(vkg, Xog, (Co, Ca, 63), ’/TQ)

ek™ := (eky)pe(1,2}

Vk* = (ka)b€{1,2}

return (ek™, vk™)
CPY,,-Prove(ek*, x1,x2, (¢;)ep0,3], (45) jefo,3) (05) jefo,3) W1, wa)

return bgi) A bgi)

71 < CPy.Prove(eky,x1, (co, c1, ¢3), (ug, u1,us), (00,01, 03),w1)
my 4 CP2.Prove(ekq, x2, (o, ¢2, ¢3), (uo, U2, uz), (00, 02, 03), w2)

return 7 := (7y)pe(1,2}

Figure 4.3: CP-NIZK construction for AND composition (symmetric case)

The following lemma is a symmetric variant of Lemma 3, i.e. the CP-NIZKs we are composing
are both secure over the same commitment scheme and support partial opening, that is they
both handle relations with and adversarially open input wg. This time we are interested in
the conjunction ngm of relations of type R;(x1, (ug, u1,us),wr) and Ro(x2, (ug, ue, us),ws)
where

Ry (1, 2, (w0, uy, ug, uz), wi,ws) := Ri(21, (ug, u1,us), w1) A Ra(xa, (uo, ug, uz),ws)

Lemma 4 (Composing Conjunctions (symmetric case)). Let C be a (type-based) computationally
binding commitment scheme. If CP;, is CP-poKSND(C, RGs, Z,) (where RGy, Z, are defined
in terms of RGy, 2y in Figure 4.1) for b € {1,2}, then the scheme CPg\ym in Figure 4.3 is

CP-poKSND(C, RG*, Z*) where RG*, Z* are as defined in Figure 4.1.
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4.3 CP-SNARKS for Set Membership (and non-Membership)

In this section we discuss a specialization of CP-SNARKSs for the specific NP relation that
models membership (resp. non-membership) of an element in a set, formally defined below.

Set membership relations. Let D,,,, be some domain for set elements, and let Dgey C 2Deim e
a set of possible sets over D,,. We define the set membership relation Rmem : Deim X Dset as

Rpem(S,u) =1 < ue s

This is the fundamental relation that we deal with in the rest of this work.
The non-membership relation Rpmem : Deim X Dset can be defined analogously as

Romem(S,u) =1 < ug S

CP-SNARKSs for set membership. Intuitively, a commit-and-prove SNARK for set member-
ship allows one to commit to a set .S and to an element u, and then to prove in zero-knowledge
that Rmem(S,u) = 1. More formally, let Rmem : Deim X Dset be a set membership relation
as defined above where T[Dejm] = teim and T[Deet] = teet, and let Comgeim be a type-based
commitment scheme for 7 such that teet, teym € 7. Basically, Comsem allows one to either
commit an element of De,, or to a set of values of Dg,,. Then a CP-SNARK for set membership
is a CP-SNARK for the family of relations {R7*™} and a type-based commitment scheme
Comgelm. It is deduced from definition 24 that this is a zZkSNARK for the relation:

R = (ck, Rmem) OVer
(ZE,w) = ((xvc)v(u70>w)) = ((Qv (CS,CU))a ((Svu)7 (Os,Ou), Q))

such that R holds iff:
Rmem(S,u) = 1 A VerCommit(ck, teet, ¢s, S, 05) = 1 A VerCommit(ck, teim, Cu, u,04) = 1

A commit-and-prove version of R,mem can be defined as a natural variant of the relation above.
Notice that for the relation Rmenm it is relevant for the proof system to be succinct so that

proofs can be at most polylogarithmic (or constant) in the the size of the set (that is part of the

witness). This is why for set membership we are mostly interested in designing CP-SNARKSs.

4.3.1 Proving arbitrary relations involving set (non-)membership.

As discussed in the introduction, a primary motivation of proving set membership in zero-
knowledge is to prove additional properties about an alleged set member. In order to make our
CP-SNARK for set membership a reusable gadget, we discuss a generic and simple method for
composing CP-SNARKSs for set membership (with partial opening) with other CP-SNARKSs
(with full extractability) for arbitrary relations. More formally, let Rem be the set membership
relation over pairs (S,u) € X x D, as R be an arbitrary relation over pairs (u,w), then we
define as R* the relation:

R*(S,u,w) := Rmem (S, u) N R(u,w)

The next corollary (direct consequence of Lemmas 2, 3) states we can straightforwardly compose
a CP-SNARK for set membership with a CP-SNARK for an arbitrary relation on elements of
the set.
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Corollary 1 (Extending Relations with Set Membership). Let Cg, C,, be two computationally
binding commitment schemes defined over disjoint type sets Ts and T,. Let CPmem, CP,, be
two CP-SNARKs and Rmem, RGy, (resp. Zmem, Zu) be two relation (resp. auxiliary input)
generators. If CPyem is CP-poKSND(Cs e Cyy, Rmems Zmem) and CP,, is KSND(C,,, RGy, Z4)
then there exists a CP* that is CP-poKSND(Cs ® C,,, RG*, Z*) where RG*, Z* are as defined
in Figure 4.1.

In a similar fashion, we can combine an arbitrary relation R with the relation for non-
membership obtaining relation R* defined as:

R*(S,u,w) := Rpmem (S, u) A R(u,w)

The next corollary states we can straightforwardly compose a CP-SNARK for set non-
membership with a CP-SNARK for an arbitrary relation on elements in the universe of the
set.

Corollary 2 (Extending Relations with Set non-Membership). Let Cs, C,, be two computation-
ally binding commitment schemes defined over disjoint type sets Ts and T,,. Let CPmem, CP,, be
two CP-SNARKSs and Ryomem; RGy (resp. Znmem, Zu) be two relation (resp. auxiliary input) gen-
erators. If CPymem is CP-poKSND(Cs @ C,,, Ramem, Znmem) and CP,, is KSND(C,,, RG,, Z.,)
then there exists a CP* that is CP-poKSND(Cs e C,,, RG*, Z*) where RG*, Z* are as defined
in Figure 4.1.

CP-SNARKSs for set membership from accumulators with proofs of knowledge. As dis-
cussed in the introduction, CP-SNARKSs for set membership are simply a different lens through
which we can approach accumulators that have a protocol for proving in zero-knowledge that
a committed value is in the accumulator (i.e., it is in the set succinctly represented by the
accumulator).

4.4 A CP-SNARK for Set Membership with Short Parameters

In this section we describe CP-SNARKSs for set membership in which the elements of the sets
can be committed using a Pedersen commitment scheme defined in a prime order group, and the
sets are committed using an RSA accumulator. The advantage of having elements committed
with Pedersen in a prime order group is that our CP-SNARKSs can be composed with any other
CP-SNARK for Pedersen commitments and relations R that take set elements as inputs. The
advantage of committing to sets using RSA accumulators is instead that the public parameters
(i.e., the CRS) of the CP-SNARKS presented in this section are short, virtually independent of
the size of the sets. Since RSA accumulators are not extractable commitments, the CP-SNARKSs
presented here are secure in a model where the commitment to the set is assumed to be checked
at least once, namely they are knowledge-sound with partial opening of the set commitment.
A bit more in detail, we propose two CP-SNARKSs. Our first scheme, called MemCPgsa,
works for set elements that are arbitrary strings of length 7, i.e., Dgjm = {0, 1}7, and for sets that
are any subset of D, i.€., Deer = Dem . Our second scheme, MemCPgrsaprm, instead works
for set elements that are prime numbers of exactly w bits, and for sets that are any subset of such
prime numbers. This second scheme is a simplified variant of the first one that requires more
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structure on the set elements (they must be prime numbers) but in exchange of that offers better
efficiency. So it is preferable in those applications that can work with prime representatives.

An High-Level Overview of Our Constructions. We provide the main idea behind our scheme,
and to this end we use the simpler scheme MemCPgrsap,m in which set elements are prime
numbers in P(y) := (2#71,2#). The commitment to the set P = {ey,...,e,} is an RSA

accumulator [29, 18] that is defined as Acc = GH‘%‘EP “ for a random quadratic residue G €
QRpy. The commitment to a set element e is instead a Pedersen commitment ¢, = g¢h" in
a group G, of prime order g, where ¢ is of v bits and ¢ < v. For public commitments Acc
and c., our scheme allows to prove in zero-knowledge the knowledge of e committed in c,
such that e € P and Acc = Glleer® o public coin protocol for this problem was proposed
by Camenisch and Lysyanskaya [57]. Their protocol however requires various restrictions.
For instance, the accumulator must work with at least 2A-bit long primes, which slows down
accumulation time, and the prime order group must be more than 4 \-bits (e.g., of 512 bits), which
is undesirable for efficiency reasons, especially if this prime order group is used to instantiate
more proof systems to create other proofs about the committed element. In our scheme the goal is
instead to keep the prime order group of “normal” size (say, 2 bits), so that it can be for example
a prime order group in which we can efficiently instantiate another CP-SNARK that could be
composed with our MemCPgsaprm. And we can also allow flexible choices of the primes size
that can be tuned to the application so that applications that work with moderately large sets can
benefit in efficiency. In order to achieve these goals, our idea to create a membership proof is to
compute the following:

» An accumulator membership witness W = Glleiervia) “, and an integer commitment to e in
the RSA group, C. = G°H", where H € QRy.

* A ZK proof of knowledge CPgoot 0f a committed root for Acc, i.e. a proof of knowledge of e
and W such that W*¢ = Acc and C. = G°H". Intuitively, this gives that C, commits to an
integer that is accumulated in Acc (at this point, however, the integer may be a trivial root,
ie, 1.

* A ZK proof CPpo4Eq that C, and ¢, commit to the same value modulo q.

* A ZK proof CPange that ¢, commits to an integer in the range (2#~1, 2/).

From the combination of the above proofs we would like to conclude that the integer committed
in ¢ is in P. Without further restrictions, however, this may not be the case; in particular,
since for the value committed in C, we do not have a strict bound it may be that the integer
committed in ¢, is another e, such e = e, (mod ¢) but e # e, over the integers. In fact, the
proof CPRroot does not guarantee us that C,, commits to a single prime number e, but only that
e divides Heie p €, namely e might be a product of a few primes in P or the corresponding
negative value, while its residue modulo ¢ may be some value that is not in the set—what we call
a “collision”. We solve this problem by taking in consideration that e, is guaranteed by CP,nge
to be in (2#7!,2#) and by enhancing CPgoot to also prove a bound on e: roughly speaking
le| < 22Xs*# for a statistical security parameter \,. Using this information we develop a careful
analysis that bounds the probability that such collisions can happen for a malicious e (see Section
4.4.2 for more intuition).

In the following section we formally describe the type-based commitment scheme supported
by our CP-SNARK, and a collection of building blocks. Then we present the MemCPgga
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+ Setup(1*,1#) :Let N < GenSRSAmod(1*),
F <=7}, and Hprime <—s H; compute G <

« Setup(1*) : Choose a prime order group G, F?mod N € QRy.
of order ¢ € (2”7',2") and generators g, Return ck := (N, G, Hprime).
h s Gy.

« Commit(ck, tg, S) : P := {Hprime(u) | u €
S}, Acc « GPdr,

* Commit(ck, tq, u) : sample r <—sZ. Return (c, 0) := (Acc, @).
Return (¢, 0) := (g“h", 7).

Return ck := (Gg, g, h)

» VerCommit(ck, tg, Acc, S, &) : compute P :=

* VerCommit(ck, ty, ¢,u,r) : Output 1 if ¢ = {Hprime(u) | u € S}.
g“h", otherwise output 0. Return 1 iff Acc = GP©4» mod N.
(a) PedCom (b) SetComgsa

Figure 4.4: RSA Accumulator and Pedersen commitment schemes for RSAHashmem.

and MemCPgrsaprm CP-SNARKS in Sections 4.4.2 and 4.4.3 respectively, and finally we give
instantiations for some of our building blocks in Section 4.4.4.

Remark 8. Although we specifically describe our protocols for RSA groups, they generalize to
work over any Hidden Order Group with slight modifications. See appendix 4.8 for details.

4.4.1 Preliminaries and Building Blocks

Notation. Given a set S = {uj,...,u,} C Z of cardinality n we denote compactly with
prodg := ], u; the product of all its elements. We use capital letters for elements in an RSA
group Zy;, e.g., G, H € 7Z};. Conversely, we use small letters for elements in a prime order
group G, e.g., g, h € G,. Following this notation, we denote a commitment in a prime order
group as ¢ € G, while a commitment in an RSA group as C' € Z}.

Commitment Schemes. Our first CP-SNARK, called MemCPRgsa, is for a family of relations
Rmem : Deim X Dset such that Dejy, = {0,117, Dgey = 2P, and for a type-based commitment
scheme that is the canonical composition SetComgsa @ PedCom of the two commitment schemes
given in Fig. 4.4. PedCom is essentially a classical Pedersen commitment scheme in a group
G4 of prime order ¢ such that g € (2v~1,2¥) and < v. PedCom is used to commit to set
elements and its type is t;. SetComgsa is a (non-hiding) commitment scheme for sets of 7-bit
strings, that is built as an RSA accumulator [29, 18] to a set of p-bit primes, each derived from
an 7-bit string by a deterministic hash function Hprime : {0, 1} — P (2#~1,2#). SetComgsa
is computationally binding under the factoring assumption'® and the collision resistance of
Hprime. Its type for sets is tg.

Hashing to primes. The problem of mapping arbitrary values to primes in a collision-resistant
manner has been studied in the past, see e.g., [115, 55, 84], and in [108] a method to generate

Here is why: finding two different sets of primes P, P, P # P’ such that GP™P = Acc = G™°¢P’ implies
finding an integer ov = prod, — prodp, # 0 such that G* = 1. This is known to lead to an efficient algorithm for
factoring V.
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random primes is presented. Although the main idea of our scheme would work with any
instantiation of Hprime, for the goal of significantly improving efficiency, our construction
considers a specific class of Hprime functions that work as follows. Let H : {0,1}" x {0,1}* —
{0,1}#~! be a collision-resistant function, and define Hprime(u) as the function that starting
with j = 0, looks for the first j € [0, 2" — 1] such that the integer represented by the binary
string 1|H(u, j) is prime. In case it reaches j = 2* — 1 it failed to find a prime and outputs L 2°.
We consider two main candidates of such function H (and thus Hprime):

« Pseudorandom function. Namely H(u, j) := Fj(u, j) where F, : {0,1}"7"* is a PRF with
public seed ~ and ¢ = [log puA]. Due to the density of primes, the corresponding Hprime runs
in the expected running time O () and L is returned with probability < exp(—\) = negl()).?!
Under the random oracle heuristic, F can be instantiated with a hash function like SHA256.

» Deterministic map. H(w, j) := f(u) + j withu > 27"t and j € (f(u), f(u + 1)), where
f(u) := 2(u + 2)logy(u + 1)2. The corresponding function Hprime(u) is essentially the
function that maps to the next prime after f(u). This function is collision-free (indeed it
requires to take 1 > 1) and generates primes that can be smaller (in expectation) than the
function above. Cramer’s conjecture implies that the interval (f(u), f(u + 1)) contains a
prime when v is sufficiently large.

aCP-NIZK for H computation and PedCom. We use a CP-NIZK CPy,sngq for the relation
RHashiq : {0, 1} x {0,1}7 x {0,1}* defined as

RHashiq(u1, u2,w) =1 < up = (1|H(ug,w))

and for the commitment scheme PedCom. Essentially, with this scheme one can prove that two
commitments ¢, and ¢, in G, are such that c. = g°h"7, ¢, = g“h"* and there exists j such
that e = (1|H(u, j)). As it shall become clear in our security proof, we do not have to prove
all the iterations of H until finding j such that (1|H(u, j)) = Hprime(u) is prime, which saves
significantly on the complexity of this CP-NIZK.

Integer Commitments. We use a scheme for committing to arbitrarily large integer values in
RSA groups introduced by Fujisaki and Okamoto [111] and later improved in [85]. We briefly
recall the commitment scheme. Let Z%; be an RSA group. The commitment key consists of two
randomly chosen generators G, H € Z%;; to commit to any = € Z one chooses randomly an
r <s[1, N/2| and computes C' <— G* H"; the verifier checks whether or not C = +G*H". This
commitment scheme is statistically hiding, as long as G' and H lie in the subgroup of Z%;. This
can be achieved by setting G < F2?, H < J? € QR(N), where F,.J are randomly sampled
from Z7;. Moreover it’s computationally binding under the assumption that factoring is hard
in Z’;. Furthermore, a proof of knowledge of an opening was presented in [85], its knowledge
soundness was based on the strong RSA assumption, and later found to be reducible to the plain
RSA assumption in [81]. We denote this commitment scheme as IntCom.

Strong-RSA Accumulators. As observed earlier, our commitment scheme for sets is an
RSA accumulator Acc computed on the set of primes P derived from S through the map
to primes, i.e., P := {Hprime(s)|s € S}. In our construction we use the accumulator’s

?For specific instantiations of H, ¢ can be set so that L is returned with negligible probability.
2'We assume for simplicity that the function never outputs L, though it can happen with negligible probability.
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feature for computing succinct membership witnesses, which we recall works as follows. Given
Acc = Glleier® .— GProde | the membership witness for ey, is W), = Gleierviery € \hich
can be verified by checking if W * = Acc.

Argument of Knowledge of a Root. We make use of a zero-knowledge non-interactive argu-
ment of knowledge of a root of a public RSA group element Acc € QR . This NIZK argument
is called CPRroot. More precisely, it takes in an integer commitment to a e € Z and then proves
knowledge of an e-th root of Acc, i.e., of W = Acce. More formally, CPRreot is a NIZK for the
relation RRroot : (Z3y X QRy x N) x (Z x Z x Z};) defined as

RRoot ((Ce, Acc, i), (e, 7, W)) = 1iff

Ce=+G°H" mod N A W¢=Accmod N A |e|] < oAz As+Hi+2

where )\, and )\, are the statistical zero-knowledge and soundness security parameters respec-
tively of the protocol CPreot. CPRroot is Obtained by applying the Fiat-Shamir transform to a
public-coin protocol that we propose based on ideas from the protocol of Camenisch and Lysysan-
skaya for proving knowledge of an accumulated value [57]. In [57], the protocol ensures that the
committed integer e is in a specific range, different from 1 and positive. In our CPrqot protocol
we instead removed these constraints and isolated the portion of the protocol that only proves
knowledge of a root. We present the CPgoot protocol in Section 4.4.4.1; its interactive public
coin version is knowledge sound under the RSA assumption and statistical zero-knowledge.
Finally, we notice that the relation Rgeot is defined for statements where Acc € QRy, which
may not be efficiently checkable given only N if Acc is adversarially chosen. Nevertheless
CPRroot can be used in larger cryptographic constructions that guarantee Acc € QR through
some extra information, as is the case in our scheme.

Proof of Equality of Commitments in Z%; and G,. Our last building block, called CPyo4Eq,
proves in zero-knowledge that two commitments, a Pedersen commitment in a prime order group
and an integer commitment in an RSA group, open to the same value modulo the prime order
g = ord(G). This is a conjunction of a classic Pedersen >-protocol and a proof of knowledge of
opening of an integer commitment [85], i.e. for the relation

Rmoqu ((Cea Ce)a (6, €q, T, ’I"q)) = 1 iff
e=egmod g A C, = +G°H" mod N A ¢, = gé ™4 1pramoda

We present CPodgq in Section 4.4.4.2.

4.4.2 Our CP-SNARK MemCPgsa

We are now ready to present our CP-SNARK MemCPRgsa for set membership. The scheme is
fully described in Figure 4.5 and makes use of the building blocks presented in the previous
section.

The Setup algorithm takes as input the commitment key of Com; and a description of Rmem
and does the following: it samples a random generator H <s QR so that (G, H) define a key
for the integer commitment, and generate a CRS crsysheq 0f the CPH,sheq CP-NIZK.

For generating a proof, the ideas are similar to the ones informally described at the beginning
of Section 4.4 for the case when set elements are prime numbers. In order to support sets S of
arbitrary strings the main differences are the following: (i) we use Hprime in order to derive a
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set of primes P from S, (ii) given a commitment c,, to an element u € {0, 1}"”, we commit to
e = Hprime(u) in c,; (iii) we use the previously mentioned ideas to prove that ¢, commits to an
element in P (that is correctly accumulated), except that we replace the range proof myange With
a proof mHasheq that ¢, and ¢, commits to u and e respectively, such that 35 : e = (1|H(u, j)).

Remark 9 (On the support of larger 7).). In order to commit to a set element u. € {0, 1}" with the
PedCom scheme we require < v. This condition is actually used for ease of presentation. It is
straightforward to extend our construction to the case n > v, in which case every u should be
split in blocks of less than v bits that can be committed using the vector Pedersen commitment.

* KeyGen(ck, R€) : Parse ck := ((N,G,Hprime), (Gg,g,h)) as the commitment keys of
SetComgsa and PedCom respectively. Sample a random generator H.

Generate Crsyasheq < CPHasheq-Setup((Gy, g, h), RHashEq), a crs for CPhashiq-
Return crs := (N, G, H,Hprime, G, g, h, CrSHashEq)-
Given crs, one can define crsroot := (IV, G, H), CrSmodeq := (N, G, H, Gy, g, h).
* Prove(crs, (Cs, cy), (S,u), (@,7y,)) : Compute e < Hprime(u) = (1|H(w, 7)), (ce,7q) <
Com;.Commit(ck, tg, €).
(Ce, 1) < IntCom.Commit((G, H),e); P < {Hprime(u) :u e S}, W = Glleerier i,
TRoot — CPRoot-Prove(crsroot, (Ce, Cs, 1), (e,7, W))
TmodEq <= CPmodEq-Prove(crsmeodeq, (Ce, ce), (€, €,7,14))
THashEq < CPHashEq-Prove(crspasheqs (Ces cu), (€, 1), (rq, Tu), J)

Return 7 := (067 Ce, TRoot» TmodEq> 7THasth)-

* VerProof(crs, (Cg, ¢,,), ™) : Return 1 iff
CPRoot-VerProof (crsroot, (Ce, Cs, 1), TRoot) = 1 A
CPrmodEq-VerProof (crsmodeqs (Ce, Ce)s TmodEq) = 1A
CPHasth.VerProof(crsHasth, (Ce, Cu), 7THasth) =1

Figure 4.5: MemCPgrga CP-SNARK for set membership

The correctness of MemCPRgsa can be checked by inspection: essentially, it follows from
the correctness of all the building blocks and the condition that 7, u < v. For succinctness, we
observe that the commitments C's, ¢,, and all the three proofs have size that does not depend on
the cardinality of the set .S, which is the only portion of the witness whose size is not a-priori
fixed.

Proof of Security. Recall that the goal is to prove in ZK that ¢, is a commitment to an element
u € {0,1}" that is in a set S committed in Cs. Intuitively, we obtain the security of our
scheme from the conjunction of proofs for relations RRroot, Rmodeq aNd RHashEq: (1) THashEq
gives us that ¢, commits to e, = (1|H(u,j)) for some j and for v committed in ¢,. (ii)
TmodEq gives that C, commits to an integer e such that e mod ¢ = e, is committed in c.. (iii)
TRoot gives us that the integer e committed in C, divides prodp, where C's = GPdr with
P = {Hprime(u;) : u; € S}.
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By combining these three facts we would like to conclude that e, € P that, together with
THashEq,» should also guarantee v € S. A first problem to analyze, however, is that for e we do
not have guarantees of a strict bound in (2”*1, 2“) ; so it may in principle occur that e = ¢,
(mod ¢) but e # e, over the integers. Indeed, the relation Rgroot does not guarantee us that
e is a single prime number, but only that e divides the product of primes accumulated in Cy.
Assuming the hardness of Strong RSA we may still have that e is the product of a few primes
in P or even is a negative integer. We expose a simple attack that could arise from this: an
adversary can find a product of primes from the set P, let it call e, such that e = ¢, (mod q)
but e # ¢, over the integers. Since e is a legitimate product of members of P, the adversary
can efficiently compute the e-th root of C's and provide a valid 7reot proof. This is what we
informally call a “collision”. Another simple attack would be that an adversary takes a single
prime e and then commits to its opposite e, <~ —e mod ¢ in the prime order group. Again,
since e € P the adversary can efficiently compute the e-th root of C'q, W*¢ = Cg, and then the
corresponding —e-th root of C's, (W~1)™° = Cg. This is a second type of attack to achieve
what we called “collision”. With a careful analysis we show that with appropriate parameters
the probability that such collisions occur can be either 0 or negligible.

One key observation is that R does guarantee a lower and an upper bound, —2*=+s+#+2
and 2+t s T1+2 regpectively, for e committed in C,.. From these bounds (and that e | prod p)
we get that an adversarial e can be the product of at most d = 1 + L%J primes in P (or
their corresponding negative product). Then, if 29 < 2=2 < ¢, or du + 2 < v, we get that
e < 2% < ¢. In case e > 0 and since ¢ is prime, e = eqg mod g A e < ¢ implies that e = ¢,
over Z, namely no collision can occur at all. In the other case e < 0 we have e > —2d1 apd
e = e, (mod ¢) implies e = —q + e, < —2V71 +2# < —2v=1 4 2v=2 = _2V~2 Therefore,
—241 < _9¥=2 which is a contradiction since we assumed dy+ 2 < v. So this type of collision
cannot happen.

If on the other hand we are in a parameters setting where du > v — 2, we give a concrete
bound on the probability that such collisions occur. More precisely, for this case we need to
assume that the integers returned by H are random, i.e., H is a random oracle, and we also use
the implicit fact that Rpj,sheq guarantees that e, € (2#~1, 2#). Then we give a concrete bound
on the probability that the product of d out of poly(\) random primes lies in a specific range
(2#=1,2#), which turns out to be negligible when d is constant and 2#~" is negligible.

Since the requirements of security are slightly different according to the setting of parameters
mentioned above, we state two separate theorems, one for each case.

Theorem 1. Let PedCom, SetComgsa and IntCom be computationally binding commitments,
CPRoot, CPmodeq and CPasheq be knowledge-sound NIZK arguments, and assume that the
Strong RSA assumption holds, and that H is collision resistant. If du + 2 < v, then MemCPRgsa
is knowledge-sound with partial opening of the set commitments C'g.

Theorem 2. Let PedCom, SetComgsa and IntCom be computationally binding commitments,
CPRoot, CPmodeq and CPasheq be knowledge-sound NIZK arguments, and assume that the
Strong RSA assumption hold, and that H is collision resistant. If du + 2 > v, d = O(1) is
a small constant, 2" € negl(\) and H is modeled as a random oracle, then MemCPRgsa is
knowledge-sound with partial opening of the set commitments C'.

Remark 10. It is worth noting that Theorem 2 where we assume H to be a random oracle
requires a random oracle assumption stronger than usual; this has to do with the fact that while
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we assume H to be a random oracle we also assume that CP 44 can create proof about correct
computations of H. Similar assumptions have been considered in previous works, see, e.g, [208,
Remark 2].

Finally, we state the theorem about the zero-knowledge of MemCPgsa.

Theorem 3. Let PedCom, SetComggsa and IntCom be statistically hiding commitments, CProot,
CPmodeq and CPhasheq be zero-knowledge arguments. Then MemCPRrsp is zero-knowledge.

sketch. The proof is rather straightforward, so we only provide a sketch. We define the simulator
S that takes as input (crs, C's, ¢,,) and does the following:

* Parses crs := (N, G, H, Hprime, Gy, g, h, CrSHashEq), from which it computes the correspond-
ing crsroot := (IV, G, H) and crsmodeq := (IV, G, H, Gy, g, h).

+ Samples at random C7} < Z}; and c s Gy.

Invokes SROOt(CrSROOt7 sz CS), Smoqu (Crsmoqua C; C:) and SHasth (CrsHasth7 CZ) Cu) the

corresponding simulators of CPRroot, CPmodeq and CPHasheq respectively. They output simu-
* * * 3

lated proof mg o1, Thodeq AN Tfj,5hEq TESPECtiVEly.

* k *k *k *
* S outputs (C7, ¢, TRoot? "modEq> 71-Hasth)‘

Let 7 := (Ce, Ce, TRoot, TmodEq» THashEq) <— Prove(crs, (Cs, ¢y), (S, u), (&, r,)) be the output
of a real proof. Since IntCom and PedCom are statistically hiding C'; and ¢} are indistinguish-
able from C and c, resp. Finally, since CProot, CPmodeq and CPHasheq are zero knowledge
arguments mx, ., 7'(‘:”0qu and Trﬁasth are indistinguishable from mRreot, TmodEq and THashEq
resp. O

Notation. We introduce some notation that eases our proofs exposition. Let S = {uy,...,un} C
Z be a set of cardinality n. We denote as prod a product of (an arbitrary number of) elements of
S, prod = [[;c; s, for some I C [n]. Furthermore, Mg = {prody, ..., prody._} is the set of
all possible products and more specifically g 4 € lNg denotes the set of possible products of
exactly d elements of S, |I| = d, while for the degenerate case of d > n we define Mg 4 = 0.
We note that |ITg 4| = () (except for the degenerate case where |[g 4| = 0). For convenience,
in the special case of prod € [lg g, i.e. the (unique) product of all elements of .S, we will simply
write prodg. Finally, fora J C [n] welet Mg ; = Uje Mg ;; forexample Mgy g = U;lzll'lg’j
is the set of all possible products of up to d elements of S. For all of the above we also denote
with "—" the corresponding set of the opposite element, e.g. —[1g = {—prod;, ..., —prodon_;}

of Theorem 1. Let a malicious prover P*, a PPT adversary of Knowledge Soundness with
Partial Opening (see the definition in section 4.2.2) that on input (ck, Rmem, Crs, auxg, auxz)
outputs (Cg, ¢y, S, m) such that the verifier V accepts, i.e. VerProof(crs,Cg,¢,),m) = 1 and
VerCommit(ck, tg, Cg, S, @) = 1 with non-negligible probability e. We will construct a PPT
extractor £ that on the same input outputs a partial witness (u, ) such that Rmem (S, u) =
1 A VerCommit(ck, tg, ¢y, u,7q) = 1.

For this we rely on the Knowledge Soundness of CPRroot, CPmodeq and CPHashgq protocols. £
parses 7 := (Cl, Ce, TRoots TmodEq» THashEq) and crs := (N, G, H, Hprime, G, g, h, CrSHashEq),
from which it computes the corresponding crsroot = (NN, G, H) and crsmodeq = (N, G,
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H, Gy, g, h). Then constructs an adversary Agoot for CProot Knowledge Soundness that
outputs (C, Cg, i1, TRoot)- It is obvious that since V accepts 7 then it also accepts 7root, i-€-,
CPRoot-VerProof (crsroot; (Ce, Cs, 1), TRoot) = 1. From Knowledge Soundness of CProot We
know that there is an extractor Eroot that outputs (e, 7, W) such that C. = £G°H" (mod N) A
We¢ = Cg (mod N) A le| < 2*=FAs+1+2_ Similarly, £ constructs adversaries Amodeq and
AHashiq of protocols CPnodeq and CPHasheq respectively. And similarly there are extractors
EmodEq and Enasheq that output (€', eq, 7, 74) such that ¢’ = ¢, (mod ¢) A Cor = +G¢H"
(mod N) A ¢, = g medapra meda apg (eq» U, T Tu, 7) such that ¢ = gCah"s A ey =
(1|H(u, j)) respectively.

From the Binding property of the integer commitment scheme we get that e = ¢’ and r = 1/
(over the integers), unless with a negligible probability. Similarly, from the Binding property
of the Pedersen commitment scheme we get that e, = ¢}, (mod ¢) and 7, = r{ (mod gq),
unless with a negligible probability. So if we put everything together the extracted values are
(e,r, W, eq,rq,u, Ty, j) such that:

We=Cs (mod N)Ale| <2¥FAHF2 A e —¢,  (mod q) Aey, = (1[H(u, 7))
and additionally
C. = +G°H" A ¢, = g°amodapramoda o VerCommit(ck, ty, ¢y, u, 1) =1

From VerCommit(ck, tg, Cs, S, @) = 1 weinferthat C's = GP47, where P := {Hprime(u) |
u € S}. From the strong RSA assumption since W¢ = Cig = GP4P (mod N) we gete € Mp
or e € —[1p, unless with a negligible probability.

Since, all the elements of P are outputs of Hprime they have exactly bitlength p, that is
20—l < ¢; < 2 for each e; € P. This means that e is a (£) product of x-sized primes. Let
|e| be a product of ¢ primes, meaning that 2*~1) < |¢| < 2% and d := LWJ From
le| < 22 TAsF1t2 we get that 20 < 23+ Hit2 = ¢ < d which means thate € Mppy g4 or
e € —Mpp,. q (i.e. eisa (L) product of at most d primes).

First we show that e € llp, i.e., that e cannot be negative. Lete € —Ip[ 4. We use
the fact that e = e, (mod g),s0e < —q+ e, < =271 420 < —2v=1 yov=2 = _gv=2,
Since —29* < e this leads to —2% < —2~2 which contradicts the assumption dy + 2 < v
(we used the fact that e, = (1|H(u, j)) to conclude that 2~ < e, < 2#, which comes from
the definition of H). Soe > Oore € Mp[y g

Recall that e < 2% From the assumption dyu + 2 < v which means that e < 2% < 272 <
g = e < q. Since e = ¢, (mod ¢) and e < ¢ this means that e = ¢, over the integers. Again
we are using the fact that e, = (1|H(u, j)) to conclude that 2#~1 < e, < 2#, which comes from
the definition of H, and combined with e = e, we get that 2*~! < e < 2#. The last fact means
that e € Mp 1y (i-e. e is exactly one prime from P) otherwise it would exceed 2¥, so e € P.

Finally, e = e¢; = (1|H(u,j)) = Hprime(u) € P = {Hprime(uy),...,Hprime(u,)},

where S := {uy,...,u,}. This means that there is an i such that Hprime(u) = Hprime(u;).
From collision resistance of Hprime we infer that v = wu;. So we conclude that u € S or
Rmem (S, u) = 1 and as shown above VerCommit(ck, ty, ¢y, u,7,) = 1. O

4.4.2.1 Collision Finding Analysis

For the second theorem we cannot count on the formula dyu + 2 < v that ensures that the
extracted integer e lies inside [0, ¢ — 1]. As explained above, we can only rely on the randomness
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of each prime to avoid the described "collisions". First, we formally define what a "collision" is
through a probabilistic experiment, CollisionFinding, and then we compute a concrete bound
for the probability that this event happens, i.e. the experiment outputs 1. Finally, we state a
theorem that shows this probability is asymptotically negligible under the assumption that 2~
is a negligible value (and d is a constant).

CollisionFinding(u, d, G4, n)

Let P C P (2#~1,2#) be a randomly chosen set of cardinality n, i.e. each e € P is chosen
uniformly at random, e; <—s P (2#~!, 2#) meaning that:

1. e; is prime.

2. 2071 <y <20

3. Prle; = z] = 4 + negl()\) foreach z € P (2#71, 2#)

The output of the experiment is 1 iff there exists prod € (Mp 9, q U —Tp q)) such that
(prod mod ¢) € (2#71,2#)

Lemma 5. Let G, be a prime order group of order q € (2"~*,2") and y such that i < v then
.. . d (ﬂ)g(j-&-l)u—j—u(gj,l)
Pr[CollisionFinding(u, d, Ge,n) = 1] <2375 5+

=)

Proof. First we will prove it for positive products, that is we bound the probability
Pr|CollisionFinding (s, d, Ge,n) = 1|prod € Mpj g]. Let prod = g¢;...q; be a product of
exactly j primes fora 2 < j < d. Since ¢; € (2#71,2") we get prod = gy...q; € (271779, 291).
Also Zy is cyclic so we know that at most

P(qu—j’ 2]'#)‘—‘ _ Fju _ 2]'#]'“ _ Fjuj (2 — 1)1 < gin-i—vH (g7 _ 1)
q q q N

integers in (27#77, 291) are equal to ¢ modulo g, for any ¢ € {0,1,...,q — 1}.

We are interested in the interval (2#~!,2#) modulo g. From the previous we get that at
most 2/#—7—v+1 . (27 —1). ‘(2#*17 2#)} = rmivHl (97 1) .20t = 2(j+1)u*j*l/(2j —1)
integers in the range of (2/#~7,2/#) are “winning” integers for the adversary, meaning that after
modulo ¢ they are mapped to the winning interval (21, 2#).

From the distribution of primes we know that the number of primes in (2#~!, 2#) is approx-

2;1.—1 J . 2]';1—]' . . .
e ) = (1) different products of j primes

from PP (2#~1,2#) in (27#~4,27). This leads us to the combinatorial experiment of choice of

B = (fj:;] “balls”, with 7' = 20+1Dr=7=v(27 _ 1) “targets” and X = () “tries” without
replacement, where “balls” are all possible products, “targets” are the ones that go to (2“_1, 2“)
modulo ¢ (the winning ones) and tries are the number of products (for a constant j) that the
adversary can try. The “without replacement” comes from the fact that all products are different.

The final winning probability is:

imately % So there are (approximately) (
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T T T T
—1
P?“[prod mOd(]E(Z“ ,QN)/\prodenPJ]SE—‘-ﬁ—i—ﬁ—F+B_X
T
< X-
- B-X
") 9+ (97 _
_ (j)gy H=ImV (20 — 1)
2in—3i
(u—1)7 _(?)

By applying the union bound for all j’s we get:

d (’?)Q(Hl)ufjﬂ/(gj —-1)
Prlprod mod q € (27',2#) Aprod € Mpp 4] < Z i -
Jj=2 (u—1)7 (])

By using the same arguments for negative products we would conclude that

d (@)Q(J'Jrl)ﬂfj*l/(gj —-1)
Prlprod mod g € (2#71,2*) A prod € —Mppq] < Z J i —
Jj=2 (u—1)7 (g)

Therefore

=Pr[CollisionFinding(u, d, Ge,n) = 1 A prod € Mpy 4]+

+Pr[CollisionFinding (s, d, Ge,n) = 1 Aprod € =M py 4] =
d (ﬂ)Q(J’H)M—j—V(Qj -1

<2 Z . 2ik=d (n)

Jj=2 (u—1)3 J

Pr[CollisionFinding(p, d, Ge,n) = 1]

O

Theorem 4. Let G, be a prime order group of order g € (2V~*,2"), jusuch that 2" € negl(\),
d constant and n = poly(\) then Pr[CollisionFinding(u, d, G4, n) = 1] € negl(\)

Proof. Now n = poly(\) so the set P is polynomially bounded. Due to lemma 5 it is straight-

.. . d (’?)2(j+1)ufjfu(2j_1) ] )
forward that Pr{CollisionFinding(u1,d, Gg,n) = 1] < >0 5 7 B . Since d is

(w17 \j

constant, for any j € [2,d] (7}) = O(n/) and we get:

(ﬂ)z(jﬂ)ufjﬂ/(zj —1) _, O(nj)z(j—i-l)u—j—l/(zj —1)

2 = o 200 O(nd)
(n—=1)7 J (n—1)7
O(n/)(2 —1)(u—1)
T O(nd)(p—1)7
2G+Dp—j—v = 2G+Dp—G—v

O(n)(2/ — 1)(pp — 1)/ = poly() and ST — negi(\). Also g2 = 2+,

therefore for j we get a probability bounded by % = negl(\) by assumption.

Finally, Pr[CollisionFinding(y, d, G4, n) = 1] < (d — 1) - negl(A) = negl(\). O
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* Setup(1*,1#) : Sample an RSA modulus N <~ GenSRSAmod(1*), arandom group element I <—s Z%;,
compute G < F? mod N € QRy. Return ck := (N, G).

+ Commit(ck, tg, S) : compute Acc < GP¢r, Return (c,0) := (Acc, D).

» VerCommit(ck, tg, Acc, S, @) : Return 1 if forall e; € P e; € P (271, 2%) and Acc = GP°¢» mod
N, and 0 otherwise.

Figure 4.6: SetComgsa: Commitment to Sets.

Remark 11. For the sake of generality, in CollisionFinding we do not specify how the random
primes are generated. In practice in our scheme they are outputs of the hash function Hprime
that we model as a random oracle.

Now we are ready to give the proof of theorem 2:

of theorem 2. The proof is almost the same as the one of Theorem 1 except for the next-to-last
paragraph, i.e. the justification of e € lpyqy. Since du + 2 > v we cannot use the same
arguments to conclude to it. However, still e € (I'I PL,...d Y =T P7[17.__7d]).

Lete € (I'I Pt YT p,[17...7d]), it is straightforward to reduce this case to the the collision
finding problem. Assume that the adversary P* made gy random oracle queries to H and let Qy
be the set of answers she received. Further assume that exactly gHprime 0f the them are primes
and let QHprime be the set of them. We note that P C (QHprime, unless a collision happened in H.

Now let QHprime be the set of the CollisionFinding(y, d, G4, |QHprime|) €xperiment. It satis-
fies all three conditions since each e; € QQHprime is an output of Hprime. Therefore e; is prime,
2t=1 < ¢, < 2* and since H is modeled as a random oracle the outputs of Hprime are uni-
formly distributed in P (2#~*, 2%). Then for the extracted e, we know that e = e, (mod q) €
(2#~1,2#) and from the assumption e € (Mp, g U —Mpp . q), which (as noted above)
means thate € (I'IQHprime,[Qv._’d] U —I'IQHprime,[Qv__”d]). So CollisionFinding (1, d, G4, |QHprime|) =
1. Since the adversary is PPT |QHprime| = poly(A). Also, d = O(1) and 2" & negl(\) (from

the assumptions of the theorem) so the previous happens with a negligible probability according
to theorem 4. So we conclude that, unless with a negligible probability, e € p (1;. O

4.4.3 Our CP-SNARK for Set Membership for Primes Sets

In this section we show a CP-SNARK for set membership MemCPgrsap,m that supports set
elements that are prime numbers of exactly p bits, i.e., Dejm = ]P’(2“_1, 2#), and Dset = 2Deim
MemCPgrsaprm works for a type-based commitment scheme Comy that is the canonical compo-
sition SetComgsa’ @ PedCom where SetComgsa is in Fig. 4.6 (it is essentially a simplification
of SetComgsa since elements are already primes).

The scheme MemCPgrsap/m is described in figure 4.7. Its building blocks are the same
as the ones for MemCPgrga except that instead of a CP-NIZK for proving correctness of a
map-to-prime computation, we use a CP-NIZK for range proofs. Namely, we let CP,,nge be a
NIZK for the following relation on PedCom commitments ¢ and two given integers A < B:

Ryange ((ce, A, B), (e,rq)) =1 iff c=g°h"* N A<e, < B
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+ KeyGen(ck, R€) : parse ck := ((N, G), (Gg, g, h)) as the commitment keys of SetCompgsar
and PedCom respectively. Sample a random generator H.

Generate Crsyange <—$ CPrange.Setup((Gy, g, 1), Rrange), a crs for CPrange.

Return crs := (N, G, H,Gy, g, h, CrSrange ).

Given crs, one can define crsroot := (IV, G, H), CrSmodeq := (IV, G, H, Gy, g, h).
* Prove(crs, (Cp, ce), (P, e), (D,rq)) :

(Ce, 1) < IntCom.Commit((G, H), e)

W = Glleervier e

TRoot <= CPRoot-Prove(crsroot; (Ce, Cp, 1), (e;7, W))

TmodEq <~ CPmodEq-Prove(crsmeodeq, (Ce, ce), (€, €,7,74))

Trange < CPrange.Prove(crsyange, (2°71,21), ce, €, 1)

Return 7 := (Ce, TRoot, TmodEq: Trange )-
* VerProof(crs, (Cp, ce), ) : Return 1 iff

CPRoot-VerProof (crsroot; (Ce, Cpy 1), TRoot) = 1A

CPmodiq-VerProof (crsmodeqs (Ce; e ), Tmodgq) = 1A
CPrange-VerProof (crsrange; Ce, range) = 1.

Figure 4.7: MemCPgrsaprm CP-SNARK for set membership

The idea behind the security of the scheme is similar to the one of the MemCPrsa scheme.
The main difference is that here we rely on the range proof mange in order to “connect” the
Pedersen commitment c, to the accumulator. In particular, in order to argue the absence of
possible collisions here we assume that di + 2 < v holds, namely we argue security only for
this setting of parameters. It is worth noting that in applications where D), is randomly chosen
subset of P (2“1, 2), we could argue security even when dy + 2 > v, in a way similar to
Theorem 2. We omit the analysis of this case from the paper.

Theorem 5. Let PedCom, SetComgsas and IntCom be computationally binding commitments,
CPRoot; CPmodeq and CPrange be knowledge-sound NIZK arguments, and assume that the Strong
RSA assumption hold. If diu + 2 < v, then MemCPrsaprm is knowledge-sound with partial
opening of the set commitments cp. Furthermore, if PedCom, SetComgsas and IntCom are
statistically hiding commitments, and CPRroot, CProdeq and CPrange be zero-knowledge, then
MemCPgrsaprm is zero-knowledge.

of Theorem 5. Knowledge Soundness with Partial Opening of C'p: the proof is similar to the
one of theorem 1 except for some minor parts.

Let a malicious prover P*, a PPT adversary of Knowledge Soundness with Partial Opening (see
the definition in section 4.2.2) that on input (ck, Rmem, Crs, auxg, auxz) outputs (Cp, c., P, )
such that the verifier V accepts, i.e. VerProof(crs, Cp, ce), w) = 1 and VerCommit(ck, tg, Cp,
P, @) = 1 with non-negligible probability e. We will construct a PPT extractor £ that on the same
input outputs a partial witness (e, ) such that Rmem (P, ) = 1AVerCommit(ck, ty, ce,e,r) = 1.
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For this we rely on the Knowledge Soundness of CPreot, CPmodeq and CPrange protocols. £
parses 7 := (Ce, TRoots TmodEq> Trange) and crs := (N, G, H, Hprime, G, g, h, CrSrange ), from
which it computes the corresponding crsroot := (IV, G, H) and crsmodeq = (N, G,H,Gy,
g, h). Then constructs an adversary Agoot for CProot Knowledge Soundness that outputs
(Ce, Cp, 1, TRoot)- It is obvious that since V' accepts 7 then it also accepts mroot, i-€.,
CPRoot-VerProof (crsroot; (Ce, Cp, 1), TRoot) = 1. From Knowledge Soundness of CProot We
know that there is an extractor Egoot that outputs (e, 7, W) such that C. = £G°H" (mod N) A
We=Cp (mod N)Ae < 2*=FAsF#+2 Similarly, £ constructs adversaries Amodeq and Arange
of protocols CP,04eq and CPyange respectively. And similarly there are extractors Emodeq and
Erange that output (¢/, e, 7/, 7,) such thate’ = e, (mod q)ACy = +G¢ H™ (mod N)Nce, =
gfe mod aprq mod g gpd (eg>Tq) such that ¢, = gfahTa \2HL < ey < 2" respectively.

From the Binding property of the integer commitment scheme we get that e = ¢’ and r = 1’
(over the integers), unless with a negligible probability. Similarly, from the Binding property
of the Pedersen commitment scheme we get that ¢; = e; (mod ¢) and r, = 7} (mod g),
unless with a negligible probability. So if we put everything together the extracted values are
(e,7, W, eq,rq) such that:

Wé=Cp (mod N)Ae< 2 TATt2 ne ¢ (mod ) A2V < e, < 2/
and additionally
C, =+GH" Nc, = geq mod apra mod g

From VerCommit(ck, ts, Cp, P, @) = 1 we infer that Cp = GP™9r, where for each e; € P
it holds that e € P (2#~!,2#). From the strong RSA assumption since W¢ = Cp = GPrdr
(mod N) we get e € INp, unless with a negligible probability.

The rest of the analysis that justifies e € P is identical to the one of the proof of theorem 1.
So e € P and as shown above VerCommit(ck, ty, ce, €4, 74) = 1.

Zero Knowledge: For the Zero Knowledge Property we rely on similar techniques with the ones
of the proof of theorem 3 except for the use of SHasheq. Here we use instead the simulator of the
CPrange protocol, Syange. ]

4.4.4 Proposed Instantiations of Protocols for Rroo: and Ro4eq
4.4.4.1 Protocol CPgryet.

We first give a protocol CPgeoy for a simpler version of the Root relation in which the upper
bound on e is removed; let us call Rroot this relation.
Below is an interactive ZK protocol for Rreot:

1. Prover computes a W such that W¢ = Acc and Cyy = WH"™,C, = G" H" and sends to
the verifier:
P—=V:Cw,C;

2. Prover and Verifier perform a protocol for the relation:
R((Ce,Cy, Cw, Acc), (e,1,12,73,3,0)) = 1iff

1\”? 1\ /1\"
C.=G°H" AC, =G"™H" A Acc = Cfy (H) Al=C¢ <H> <G>
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Root protocol
* On common reference string crs = (Zy, G, H)
* Prove(crs, (Ce, Acc), (e,r,w)) :

1. samples ro, 73 <= (— | N/4],|N/4|) and computes Cyy <~ WH" C, < G™H".
2. Computes the non-interactive version of the above protocol
e s (_2/\.er>\3+/17 2>\z+)\s+#) STy Ty Ty 48 (_ |N/4] 2)\z+)\s, |N/4] 2>\Z+>\s)
rg, 15 s (— [IN/4] 22 FA | N /4] A=At
a1+ GreH™ ag + G2 H's a3 + CFe (£)"7  au < Cle(£)7 (§)"”
¢ < H(ay, g, a3, ay, Ce, Acc)
Se <= Te — C€, Sy 4= Ty — CT', Spy 4 Tpy — CT'2, Spy <= Ty — CT'py, S <— T'3 — CET2, S5 4—
r§ — Ccers

Returns 7 < (CW> CT: a1, 2, (3, (04, Se, Sry Srgy Sty Sﬁa 5(5)

* VerProof(crs, (Ce, Acc), ) : returns 1 iff oy = CSG**H* A ag = CEG*2 H3 N\ ag =

Acch G ()" Moy = O () (B)7" e € [~ smed ponFu

Figure 4.8: Our Root protocol instantiation.
Let A, be the size of the challenge space, A, be the statistical security parameter and y the
size of e.
* Prover samples:
Te VA (_2)\z+>\a+ﬂ 2>\z+>\s+u>
ooy ey s (= [N/ 2220 [ N/4] 23
P,y s (= V4] 2350 | N )
and computes:
1\ 1 1\"
a1 =G"H™™, ay=G"H"s, «a3= C{;‘; T , Oy = C::e(*)r‘s —

P =V (a1, 02,a3,04)

» Verifier samples the challenge ¢ < {0, 1}’
V—=>P:c

« Prover computes the response:

Se =Te — CE
Sp =Ty —CI'y Spy =Tpy —CI'a, Spy = Tps — Cl'pg

Sg =Tg — cery, S5 =Ts— cery
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P=V: (367 Sry Srgy Sr3y S8, 35)
» Verifier checks if:

? ? ? 1\% ? 1T\ [1\*
a; = C{G*H* ,ap = C;G*2 H*"3 a3 = Acc°Cyy; (H) yag = Cre <H> <G>

Theorem 6. Let Z7; be an RSA group where strong-RSA assumption holds, then the above
protocol is a correct, knowledge sound and honest-verifier zero knowledge protocol for Rroot'-

The proof of the above is similar to the one of [57] where the more specific protocol was
introduced, but implicitly was including a protocol for Rroot . Before proceeding to the proof
we recall some properties related to RSA groups. First we expose two standard arguments. The
first is that obtaining a multiple of ¢(N) is equivalent to factoring N. This directly allows us
to argue that for any G € Z},, if one is able to find an « € Z such that G* =1 (mod N) then
under the factoring assumption « = 0, otherwise x is a multiple of ¢(/V). Secondly, finding
any non-trivial solution of the equation 1 = 1 (mod N) in Z% (non-trivial means p # +1) is
equivalent to factoring N.

Remark 12. In 2017 Couteau et al. proved that in fact knowledge soundness for the protocol
of opening an integer commitment can be reduced to (plain) RSA problem [81]. This could
be inherited to our protocol too. However, the relation itself assumes strong RSA’s hardness,
otherwise finding a root would be computable in polynomial time. Additionally, in the reduction
to (plain) RSA, the extractor’s probability of success is cubic, while in the reduction to strong
RSA linear, in the adversary’s probability of success.

Proposition 1. Let Z}; be an RSA group with a modulus N and QR the corresponding group
of quadratic residues modulo N.

1. Let G, H <—s QRy two random generators of QR and a PPT adversary A outputting o, 3 €
Z’y such that G*HP = 1 then under the assumption that DLOG problem is hard in QRyy it
holds that o« = 8 = 0.

2. Let A, B € Z; and a PPT adversary A outputting x,y € Z} such that AY = B* and y | «
then under the assumption that factoring of N is hard it holds that A = +Bv

Proof. 1. Since G, H € QRy there is an z € Z} such that G = H® (mod N) which leads
to H***# = 1. As we discussed above under the assumption that factoring of N is hard,
xa+ =0.If a # 0 then z + —g is a discrete logarithm of H, so assuming that DLOG is
hard o = 0. Similarly, there is an y € Z}, such that GY = H (mod N) and with a similar
argument we can conclude that 5 = 0.

2. We discern two cases, y = p is odd or y = 2Yp is even (for an odd p). In case y is odd
then it is co-prime with ¢(N) = p'q’ (otherwise if y = p’ or y = ¢’ we would be able
z z\Y
to factor N), so y~! (mod ¢(N)) exists and A = Bv. If y = 2¥p then (A_lBy> =
2\2%p 2\ 2"
1= <Aley) =1= (Aley> = 1. From the second fact that we discussed
= 2v—1
above under the factoring assumption <A‘1B 5) = +1. However for v > 1 the left

x

. 21/71
part of the equation is a quadratic residue so it cannot be —1, therefore (A_IBZ) =1
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o 2
Using the same facts repeatedly we will eventually conclude that <A*135) = 1, hence

A'Bv =41 = A=+Bv.
O

proof of theorem 6. Correctness is straightforward. Honest-verifier zero knowledge can be
shown with standard arguments used in >-protocols and the fact that the commitments to
Ce, Cw, C, are statistically hiding. That is the simulator S on input (C,, Acc) samples Cf;, <—s Z},
and Cy <—s ZY;. Then samples

S: g (_2)\z+)\s+,uf _ 2A2+N’ 2Az+)\s+u + 2)\z+ﬂ) ,

TYEre)Trs

s* 5% s* s (_ |N/A| Xz FAs _ | N/4] 2>\57 |N/4] QA=tAs | |N/4| 2)\S> ’
52’53 s (7 |N/4] Azt As |N/4] 2>\s+p’ |N/4] 9A=HAstp | | N/4| 2As+u) ]

Finally it samples c* < {0, 1}*s. Then it sets o} + CSG® H*r, o < CSG®r2 H®"s, o <
?
AccCis (%) and af = C2¢ (%)™ (). S outputs 7* « (Cfy,, CF, o, a3, o, af, c*,

* * * *

Ses 87 Spys Srys Shy S3). The distribution of 7* is identical to the one of a real proof 7.
For the knowledge soundness, let an adversary of the knowledge soundness A that is able
to convince the verifier V with a probability at least e. We will construct an extractor £ that

extracts the witness (e, r, 2, 73, 3, d). Using rewinding £ gets two accepted transcripts

(Cw, Cr, a1, 00,3, 04, C, S, Spy Spys Sy, S8, S5) and

/ / / / / / /
(CW7 CT,Oél,OéQ,Oég,OQl,C 15es Sry Srys Sres ) 56)

on two different challenges ¢ and ¢’. £ aborts if it cannot get two such transcripts (abort1).
We denote Ac == ¢ — ¢, Ase == Se — SL,Asp = 8y — 8., A8y, = Spy — S, ASpy =

27
Spy — Sy, ASg 1= 85 — 3’5, Ass == s5 — s then

CeAc — C;Asc HAST’ CrAC — GASTQ HASTS’

As As As
1 p 1 /1 p
Ac __ Ase — Ase _
Acc™® = Oy <> , 1=C; <H> <G>

. . ~ ~ ~ As ~ As
Define the (possibly rational) numbers é := AAss 7= %, Ty 1= R, 13 = —x.>. In case

Ac doesn’t divide As,. and As,, £ aborts (abort 2a). Similarly, in case Ac doesn’t divide As,.,
and As,,, £ aborts (abort 2b). Therefore, since the above aborts didn’t happen and according to
second point of proposition 1, C, = +G¢H" and C, = +G"2 H".

Now if we replace C,, in the fourth equation we get 1 = (d=1)2%¢ G228 [[735se (%)AS‘S (%) Asp
or (£1)AseGrafse=Ass [r3Ase—Ass — | However, (1)2% = 1 otherwise if (£1)2% = —1
then — G285~ Ass [[T3Asc=Ass would be a non-quadratic residue (since G, H are both in QR
and QR is closed under multiplication) equal to 1 which is a quadratic residue and this would be
a contradiction, hence G225 —4ss [r3Ase—Ass — 1. According to the first point of proposition
1, under the factoring assumption 75 As, — Asg = 13As, — Ass = 0, so r3As. = Asg.
1 )rzAse

Finally we replace Asg in the third equation and we get Acche = CVAVSe (ﬁ

Ase
Acche = (%) . As stated above Ac divides As, so according to the second point of

Ase ~
.. . Cw \ Be Cw \© . .
proposition 1 Acc = + ( Hfz) =+ ( H@) . We discern three cases:
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Ase
Ac = ~ ~ ~ ~
e Acc =+ (C"V) - Then E sets W + W and é « ¢ := 8% 7 ¢ f 1= AASCT as above. It

H™ H™ Ac
is clear that Acc = W€ and as stated above C, = GEHT.

Ase
Ac =4 ~ ~ ~ A
. Acc:—(CW) and%odd: Then € sets W « —SW andé « ¢é := %ASCB T 4= 7 =

H™ H™

AA—SC* as above. It is clear that Acc = W€ and as stated above C, = G¢HT.

Ase

Ac . . . . . .
* Acc = — (gﬁg ) and AASC*“ even: this means that Acc is a non-quadratic residue, which is

a contradiction since in the Rroor relation we assume that Acc € QRy.

Finally the & outputs (¢, 7, W).

Now we show that the probability the extractor terminates with outputting a valid witness
is O(e). If the extractor does not abort then it clearly outputs a valid witness (under factoring
assumption). For the first abort, with a standard argument it can be shown that the extractor is
able to extract two accepting transcripts with probability O(e) (for the probabilistic analysis
we refer to [85]). Thus Pr[abortl] = 1 — O(e). For the second type of aborts (abort 2a and
abort 2b), they happen with negligible probability under the strong RSA assumption. For the
details see lemma 6 below, which was proven in [85]. Putting them together the probability of
success of £ is at least O(e) — negl(As).

Lemma 6 ([85]). Given that abort2a occurs a PPT adversary B can solve the strong RSA
problem with probability at least % — 27,

From the above we get Pr(B solves sRSA] > (5 — 27*¢) Pr[abort 2a], so we conclude

to Pr[abort2a] < ﬁPr[B solves sSRSA] = negl(\s). The same lemma holds for abort 2b.
2
O

Notice in the above protocol that
72)\z+)\s+/1 . 2>\3+,U« S Se S 2)\z+)\s+/—’4 + 2)\S+,U« =

_2>\Z+>\6+M+2 < é < 2>\z+>\s+u+2

so if we impose an additional verification check of honest s, size, i.e., s, € [—2A2+AS+“+1,
2= FA it e get that |¢] < 23=+A<tu+2. The verifier performs an extra range check

?
e € [—2XFAstuAL gAAAHuH] ang the resulting protocol is the CProot that except for
proving of knowledge of an e-th root also provides a bound for the size of |e|:

RRoot ((Cea ACC, ,U)7 (6, T, W)) = 1iff

Ce — :l:GEHT (mod N) A We = ACC (mod N) A |e| < 2>\z+)\s+,u+2
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4.4.4.2 Protocol CPo4eq.

Below we describe the public-coin ZK protocol for Rnyodeq. In Figure 4.9 we summarize the
corresponding NIZK obtained after applying the Fiat-Shamir transform to it.

1. Prover samples:
,re — (_2)\z+)\s+ﬂ72)\z+)\s+ﬂ>

rp e (= LN/4] 28 | N 22

Tr, < ZLqg

q

and computes:

a1 =G H'™, ay= gre (mod p)hrrq

P=V: (a1, )
2. Verifier samples the challenge ¢ + {0, 1}
YV—+P:c

3. Prover computes the response:

Se =T — cCE
Sp=T1p—cCr

Spy, = Try — Crq (mod q)

a
P =V :(Se 5, Srq)

4. Verifier checks if:

o1 L +CSG**H®  (mod N), ag L cgnge (mod g psrq

Theorem 7. Let 7}, be an RSA group where strong-RSA assumption holds and G be a prime
order group where DLOG assumption holds then the above protocol is a correct, knowledge
sound and honest-verifier zero knowledge protocol for Rmedeq-

The proof is quite simple and is omitted.

4.4.5 Instantiations

We discuss the possible instantiations of our schemes MemCPrga and MemCPgrsap,m that can
be obtained by looking at applications’ constraints and security parameters constraints.

Parameters for dyu + 2 < v and ¢ < v — 2. First we analyze possible parameters that
satisfy the conditions du + 2 < v A u < v — 2 that is used in Theorems 1 and 2; we recall
d =1+ |2:F2:%2 | \where \, and ), are statistical security parameters for zero-knowledge and
soundness respectively of CPrgot.

If the prime order group G is instantiated with (pairing-friendly) elliptic curves, then the
bitsize v of its order must be at least 2\. And recall that for correctness we need u < v.
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modEq protocol
* On common reference string crs = (Z},, G, H, G, g, h)

* Prove(crs, (Ce, ce, ), (€, €q,7,7¢)) :
Te s (_2)\Z+)\5+M72)\z+)\s+ﬂ) R (_ {N/4J 2/\z+/\s’ LN/4J 2>\z+>\s) Ty s Zq
a1 < G H™ a9 g (mod q) 7
¢ < H(a,az,C, ce,)
Se ¢ Te — €€, 8y 4= Ty — €T, 8y 4= Ty — T (mod q)
Returns 7 < (aq, g, Se, Sy, Srq)

* VerProof(crs, (Ce, c,),m) : returns 1 iff oy = FCIG*H® (mod N) A ag =
cg gse (mod q)hqu
q

Figure 4.9: Our modEq protocol instantiation.

Considering these constraints, one way to satisfy dy + 2 < v is to choose u such that
v—1>p> A + A + 2. More specifically, a choice that maximizes security is v = 2\,
p=2XA—2and A\, = A — 3, \; = X\ — 2. For the case of the MemCPRgsa scheme, this choice
yields an instantiation with nearly X bits of security and where the function H does not necessarily
need to be a random oracle (yet it must be collision resistant).

Because of the constraint ;1 > A\, + As + 2, we the choice above implies the use of large
primes. This would be anyway the case if one instantiates the scheme with a collision-resistant
hash function H (e.g., SHA256 or SHA3), e.g., because set elements are quite arbitrary. If on the
other hand, one could support more specific set elements, one could use instead a deterministic
map-to-primes or even use our scheme MemCPgsap,m in which set elements themselves are
primes. In this case one may wonder if it is possible to choose values of 1 smaller than 2;
for example p = 30, 60, 80. The answer is positive although the characterization of such u’s
require an involved analysis.

Let us fix ¥ = 2), and say that the statistical security parameters A, As are such that
A+ As +2 = 2\ — 2 — ¢ for some constant ¢ (for example ¢ = 4 if A, = A\ = A — 4). We are
essentially looking for p such that
22 -2 ¢

—J <22 -2
I

ugZA—Z—cmdu+u{

1

2\ — 2 2\ — 2
<:>u§2)\—2—cand{)\ CJ< A —

woooon 7
From the factx mody =z —y L%J, we can reduce the above inequality into

<22 —2—cand2A\—2—cmod > pu—c

that can admit solutions for ¢ > 2.
For instance, if A = 128 and ¢ = 4, then we get several options for u, e.g., 4 =
32,42,63,84,126,127.
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Parameters for du + 2 > v. This case concerns only MemCPrsa and Theorem 2 in particular.
In this case, if one aims at maximizing security, say to get a scheme with A-bits of security, then
would have to set i =~ 2\ for collision resistance, and consequently select the prime order group
so that v > 3. This choice however is costly in terms of performance since the efficiency of all
protocols that work in the prime order group degrades.

4.5 A CP-SNARK for Set Non-Membership with Short Parame-
ters

Here we describe two CP-SNARKS for set non-membership that work in a setting identical
to the one of section 4.4. Namely, the set is committed using an RSA accumulator, and the
element (that one wants to prove not to belong to the set) is committed using a Pedersen commit-
ment scheme. As in the previous section, we propose two protocols for non-membership, called
NonMemCPgsa and NonMemCPgsaprm, in complete analogy to MemCPgrsa and MemCPrsapym.
In the former, the elements of the set are arbitrary bit-strings of length 7, D,, = {0, 1}", while

in the latter the elements are primes of length p. The schemes are fully described in figures 4.10
and 4.11.

An High-Level Overview of the Constructions. The main idea of NonMemCPggp is similar
to the one of the corresponding membership protocol, MemCPgsa. It uses in the same modular
way the modEq and HashEq protocols. The only difference lies in the third protocol: instead
of using Root it uses a new protocol Coprime. In a similar manner, NonMemCPgsaprm uses
modEq, range and Coprime.

Let us explain the need of the Coprime protocol and what it does. First, recall how a
non-membership proof is computed in RSA Accumulators [147]. Let P be a set of primes to
be accumulated and prod the corresponding product. For any prime element e ¢ P it holds
that ged(e, prod) = 1, while for any member e € P it is gcd(e,prod) = e # 1. Thus,
proving that ged(e, prod) = 1 would exhibit non-membership of e in P. Recall, also, that
using the extended Euclidean algorithm one can efficiently compute coefficients (a, b) such that
a-e+b-prod = ged(e, prod). A non-membership proof for an element e w.r.t. an accumulator
Acc = GP™9 consists of a pair (D = G, b), where a, b are such that a - ¢ + b - prod = 1. The
verification is D¢Acc® = G, which ensures that e and prod are coprime, i.e. ged(e, prod) = 1.
Therefore, the goal of the Coprime protocol is to prove knowledge of an element e committed in
an integer commitment C, that satisfies this relation. A more formal definition of Coprime is
given below and an instantiation of this protocol is in Section 4.5.1.

Argument of Knowledge for a coprime element. We make use of a non-interactive argument
of knowledge of a non-membership witness of an element such that the verification equation
explained above holds. More formally CPcoprime, is @ NIZK for the relation: Rcoprime : (Z3 %
QRy) X (Z x Z x QR x Z) defined as

Rcoprime ((Ce, Acc), (e,7, D, b)) = 1 iff

C.=4G°H" mod N A D°Acc® = G A |e| < 2XHAstnt2

We propose an instantiation of a protocol for the above relation in the Section 4.5.1.

Our Constructions of NonMemCPrsa and NonMemCPgrsapym. In Figures 4.10 and 4.11 we
give a full description of the schemes.
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MemCPRgsa protocol
* KeyGen(ck, R€) : parse ck := ((N,G,Hprime), (G, g, h)) as the commitment keys of
SetComgsa and PedCom respectively. Sample a random generator H.
Generate CrSHashEq < CPHaSth.Setup((Gq, g, h), RHasth), a crs for CPHasth-
Return crs := (N, G, H,Hprime, G, g, h, CrSHashEq)-
Given crs, one can define crscoprime := (IV, G, H), CrSmodeq := (N, G, H,Gg, g, h).
* Prove(crs, (Cs, ¢y), (S, u), (&, ry,)) : Compute e <— Hprime(u) = (1|H(u, j)), (ce,7q)
Com;.Commit(ck, tg, €).

(Ce,r) < IntCom.Commit((G, H),e); P <« {Hprime(u) : v € S}, compute a,b s.t.
a-e+b-[[.cpei=1andset D= G*.

T Coprime $— CPCoprime-Prove(crsCoprimea (067 Cs, ,u,), (ea r, D, b))
TmodEq — CPmoqu.Prove(crsmoqu, (Ce7 06)7 (67 e, 7Aq))
THashEq <~ CPHasth-Prove(crsHastha (067 Cu)v (67 u), (TQ7 Tu), .7)

Return 7 := (Ce’ Ce, TRoot» TmodEq 7THasth)-

* VerProof(crs, (Cg, ¢,,), ™) : Return 1 iff
CPRoot.VerProof (crscoprime; (Ce; Cs, 1), TCoprime) = 1 A
CPmodEq-VerProof (crsmodeqs (Ce; Ce), Tmodgq) = 1A
CI:)Hasth'VerPrOOf(CrsHasth7 (Cey Cu)7 WHasth) =1

Figure 4.10: NonMemCPgrsa CP-SNARK for set non-membership

The security of these schemes follow very closely the one of the corresponding membership
schemes given in Section 4.4. Below we give the Theorems that state their security. The proofs
are omitted since they are almost identical to the corresponding proofs for the membership
schemes.

Theorem 8. Let PedCom, SetComgsa and IntCom be computationally binding commitments,
CPcoprimes CPmodeq and CPHasheq be knowledge-sound NIZK arguments, and assume that the
Strong RSA assumption hold, and that H is collision resistant. If duy +2 < v, \s +1 < p
and \s < log(N)/2 then NonMemCPgrsa is knowledge-sound with partial opening of the set
commitments Cg.

Theorem 9. Let PedCom, SetComgsa and IntCom be computationally binding commitments,
CPcoprimes CPmodeq and CPhasheq be knowledge-sound NIZK arguments, and assume that the
Strong RSA assumption hold, and that H is collision resistant. If du + 2 > v, \s + 1 < p,
As <log(N)/2,d = O(1) is a small constant, 2*~" & negl(\) and H is modeled as a random
oracle, then NonMemCPgrgsa is knowledge-sound with partial opening of the set commitments
Cs.

Theorem 10. Let PedCom, SetComgsas and IntCom be computationally binding commit-
ments, CPcoprime; CPmodeq and CPrange be knowledge-sound NIZK arguments, and assume
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MemCPRgsa protocol

* KeyGen(ck, R€) : parse ck := ((N,G,Hprime), (G, g, h)) as the commitment keys of
SetComgsas and PedCom respectively. Sample a random generator H.

Generate Crsyange <—$ CPrange.Setup((Gy, g, 1), Rrange), a crs for CPrange.

Return crs := (N, G, H,Hprime, G, g, h, CrSrange)-

Given crs, one can define crscoprime := (IV, G, H), CrSmodeq := (N, G, H,Gg, g, h).
* Prove(crs, (Cp,ce), (P,e),(D,1¢)) : (Ce,1) + IntCom.Commit((G, H), e); compute a, b

st.a-e+b-[[,cpei=1andset D= G*.

TCoprime <— CPCoprime-Prove(crscoprime; (Ce, Cp, 1), (€,7, D, b))

TmodEq <~ CPmodEq-Prove(crsmodeq, (Ce, ce), (€, €,7,74))

Trange < CPrange.Prove(crsrange, (2471 21) ¢ e, rq)

Return 7 := (Ce, Ce, TCoprimes TmodEq> Trange)-
* VerProof(crs, (Cp, c.), ) : Return 1 iff

CPcoprime-VerProof (crscoprime, (Ce, Cp, ft), TCoprime) = 1 A

CPmodiq-VerProof (crsmodeqs (Ce; e ), Tmodiq) = 1A
CPrange-VerProof (crsrange; Ce, Trange) = 1.

Figure 4.11: NonMemCPgrsaprm CP-SNARK for set non-membership

that the Strong RSA assumption hold. If du + 2 < v, Ay + 1 < pand \s; < log(N)/2
then NonMemCPRrsaprm is knowledge-sound with partial opening of the set commitments
cp. Furthermore, if PedCom, SetComgsa: and IntCom are statistically hiding commitments,
and CPcoprime; CPmodeq and CPiange be zero-knowledge, then NonMemCPgrsaprm is zero-
knowledge.

4.5.1 Proposed Instantiations of Protocol for Rcoprime

Below we propose an interactive ZK protocol for Rcoprime. As the relation indicates, we need
to prove knowledge of (D, b) such that D¢Acc® = G, for a committed e. Proving opening of
C. to e is straightforward, so the main challenge is to prove the non-membership equation. For
this the prover should send D and Acc’ to the verifier so that she can check that D¢Acc® = G
herself. Of course, there are two caveats. The first one is that D and Acc? cannot be sent in the
plain as we require zero-knowledge; we solve this by sending them in a hiding manner, i.e.,
C, = DH"™ and Cg = Acc’HP5 for random values rq, pg. Consequently, the verification
now should work with the hiding elements. Secondly, the verifier should be ensured that Acc® is
indeed an exponentiation of Acc with a known (to the prover) value b, otherwise soundness can
be broken. More specifically we require extraction of b, pg such that C'z = Acc’ H”5. This is
done using the partial opening of Acc to the set represented by prod, i.e., the protocol assumes
that Acc = GP™¢ is a common knowledge.
Below we present our protocol in full details.
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1. Prover computes C, = DH" C,, = GreH", Cp = AcchpB,CpB = GrPBHPs and
sends to the verifier:

M : Ca, Crav CB? CpB
2. Prover and Verifier perform a protocol for the relation:
R((ACC7 C€7 Ca7 C?“aa CBa CpB)7 (67 ba s Ta, Té, PB, 10,37 57 5)) = 1iff
Cp = Acc?HP? A C. = G°H" A C,, = G*H"e
ACpy = GPEHPB A CSOp = GHP A C¢.C,py = GPH?

Let A\ be the size of the challenge space, A, be the statistical security parameter and p the
size of e.

* Prover samples:

Py s (=2 )
ot T Tras T Ty s (= LIN/A] 223, | N/4) 22

) pB

P,y s (= LV/4] 2370 | Nja ] )
and computes:
ag =Acc®H™"B, a3=G"*H™, as=G Hrrél,
as=CreH™, ag=ClsGWH, ar=G"sH"s

P =V (a2, a3,a4, a5, a6, 1)

» Verifier samples the challenge ¢ < {0, 1}’
V=P:c

* Prover computes the response:

Sp=1p — b, Se =1 — cCE
_ _ _ _ / _ /
Spi = Tpg — CPBs Sy = Ty — CT, Sy, = Tp, — CTa, Spf, =Ty, — CTq, Spp. =Ty — Cpp

sg =rg+clerq+pp), S5 =rs+clery, + pg)

M : (Sbu Se, SpBa Sry Sras ST&? SPIB’ Sﬁ? 85)
* Verifier checks if:

? ? ?
ag = CpAcc™ H*5, a3 =CiG*H*, oy = Cy G*aH"ra,
? _ ? _ ? S
a5 = Cor HPG°CR°, as=CiHYG#C, 0, a7 =C) G2 H "5,

)
s, € {_2A2+As+u+1’ 2Az+/\s+u+1]
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Coprime protocol

* On common reference string crs = (Zy, G, H)

. Prove(Cl’S, (Cea ACC), (67 T (D’ b))) :

1. samples 74,74, pB, pp s (— | N/4],|N/4|) and computes C, = DH"™ C,,
G'eH"«,Cp = Acc’HP3,C,,, = GPB HP5.

Computes the non-interactive version of the above protocol
’rba Te g (_2AZ+A§+,U,7 2)\z+)\5+/1/)

Tpgs Ty Tras Tt Ty 45 (— [IN/4] 22FAs (| N /4] 2A=+As)

a’ PB

Tﬁ,r& g (7 LN/4J 2>\z+>\s+ﬂ7 LN/4J 2)\z+>\5+u)

a2

= Acc®H™B,a3 = G"“H'", a4 = GTTGHTWIZ,O% = CgeHTﬁ,a(g

CreG"#H™ a7 = Q"5 H 75
a
C < H(OQa a3, 0y, a5, g, A7, 067 ACC)

Sp = Tp —Cb,Se =Te —C€ Spg = Tpg — CPB,Syr = Ty — CT",Sp, = Tp, —CT‘a,ST{l

Ty —
Ta

Return

<+ (Cy,Cy,,Cp,C

* VerProof(crs, (Ce, Acc), 7) : Return 1 iff oy = CHAcc® H%%8 N az = CEGPH" A ay
Cf GoreH o Nas = Cie HGC° N ag = Cie HH GO, ¢ N ag = C5 G5 H

CTras Sphy =Ty, — €, S5 = 15 + c(eTa + pB), S5 = 15 + c(erg + pg)

PB’ C¥2, a37 C¥4, C¥5, aﬁv C¥7, Sb7 887 STba spBasTa S'I‘a7 87",’17 Spggv Sﬁa 85)

ASe € [_2)\+)\5+M+17 2)\+)\5+M+1]

A

Figure 4.12: Our first Coprime protocol instantiation.

Correctness. Here we show the correctness of the protocol.

a3

a3

Qy

a5

Qg

ar

Acc H'rs = Acc*t T Horp+ePB = Acc®s H0B (Acc? HPB )°
Acc® H®»8(Ch
Gre HTT — GseJrceHsTJrcr _ Gse HST (GeHT)c

S S C
G H*r CS
Grra H'vh = Goratera e e — GSra [T (Gre He)¢
Gere Ho% CF,

CTeH "8 — Cse+ceH5570(era+pB) — (O5e F%8 (DeHera)cH—c(era+pB)

a a a
CseH*(D°H PP)° = Cie H* (GAcc "H PP)° =
Cie H GOy
C;:; GrEH" = C;?;JrCGGSB*C(eTaJrPB)H85*C(67”a+PB)
e G H¥ (G HTo) o Go\eratpn) f=c(erict) — C3e G35 H% GoPB H—P
C3Go H* O, ¢
Gres H'?s = Goenters [T T8 — Goon (1 (GPB HPB)®
G H "5 C/C)B
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Security. Security of our scheme holds with the partial opening of Acc, i.e., when it is ensured
outside the protocol that Acc is a valid commitment of the set. The proof is similar to the one of
theorem 6. The main technical difference is in the extraction of the opening of C'5, because Acc
is not a random generator sampled at the setup phase. However, from partial opening we know
that it is Acc = GP9 for a random generator G. This will allow us to state an alternative to
lemma 6 to justify the extraction of the opening of Cp.

Theorem 11. Let Z}; be an RSA group where strong-RSA assumption holds, then the above
protocol is honest-verifier zero knowledge protocol and, also, if \s +1 < pand \s < log(N)/2,
is knowledge sound with partial opening of Acc for Rcoprime-

Proof. Zero-Knowledge can be proven with standard techniques, similar to the ones in the proof
of theorem 6 and is therefore omitted.

For the knowledge soundness, let an adversary of the knowledge soundness A that is able
to convince the verifier )V with a probability at least e. We will construct an extractor £ that
extracts the witness (e, r, 2, r3, 3, ). Using rewinding £ gets two accepted transcripts

(Ca, Crys CB,Cppy, 2, 03, (g, (i, 0, 7, C, Sy ey Spgg s Sty Srg s S Sphs S8 s5)

/ / /
(CaaC’r‘a7CB7Cp37a27a37a47a57a67a7ac Sbvsevsp378r7sra7$r 7Sp’ 786786)

on two different challenges ¢ and ¢’. £ aborts if it cannot get two such transcrlpts (abortl).

We denote Ac := ¢ — ¢, Asy 1= s — 5, Ase 1= 8¢ — 54, Aspp 1= 555 — 8, Asp 1= 5 —
8y, Asp, = 8y, — 5., Aspr = 81 —s;a,Asp/ =8y — Slij,ASﬂ = S3— sﬁ,A55 = 55— S
then

Cﬁc — ACCASbHAS/’B = CB = :l:ACCBHp}B (41)

CAc = GAsefIAsr = (O, = +GPH' 4.2)

CAe = GRsra {2 = €, = G H"e (4.3)

1 = O HA% G=ReCge (4.4)

1= CRsHAGACe (4.5)

As s 7
C/%Bc — Gl g CpB — 4+GPB HPB (4.6)
. . As,,

define the (possibly Zational) numbers b := %, €= AASCB, 7= %, Yo = AAS? RS 722“ )
S 7
B

PB - e c s pB .
£ aborts in case Ac doesn’t divide: As. and As,(abort2a), As,, and As, (abort 2b),
As,, and As %(abort 2¢). And finally, £ aborts if Ac doesn’t divide As;, and AspB (abort 2d).
Therefore, after these aborts didn’t happen we can infer the equivalent equalities on the right of
equations 4.2,4.3,4.6 and 6.2.
If we replace equations 4.3 and 4.6 in equation 4.5 we get
= (raremt) > g (2am i) o

1 = (££1)8% (1) AcGratsetrBActAsy friAsetppActAss Since (3, H, 1 are quadratic residues
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then (£1)2% (£1)2¢ = 1, hence 1 = GreAsctpBActAsg [ Asc+ppActAss Then under the
DLOG assumption 73 As, + ppAc+ Asg =0 = rAlese + plyAc + Asg, which gives us that

Asg = —14As. — ppAc 4.7)
Finally, we replace equations 6.2 and 4.7 in equation 4.4 we get
| = QAse [[-Telse—plpAeg-Ae (j:AccBHP39>AC or 1 = (£1)2eCAs AccPAeG-Ae —Talse
R Ac .
or (j:Acch_l) = (Ca_lH’”a)Ase. But as noted above Ac divides As, so +Acc’G™! =

+ (C’a_llﬁf"a)é = Acc’G1 = + (Ca_IH’”A“)é = (%)e Acc® = +G. We discern two cases:

o (o) Acc’ = +G: Then Esets D « So, & ¢ ¢:= 5%, 7« i := 5% and b « b :=

Hra Hra?
Asy
Ac
é i . . poa 2 i
» (£#2)° Acc® = —G: Then ¢ should be odd otherwise if ¢ = 2p then G = — (5% )™ Acc’
would be a non-quadratic residue. So £ sets D+ — I%%a ,E 4 €:= %ASC‘?, T 4= 7= % and

b b:= %. It is clear that DAcc® = G.

Finally the £ outputs (é, 7, D,b).

Now we show that the probability the extractor terminates with outputting a valid witness is
O(e). If the extractor does not abort then it clearly outputs a valid witness (under the factoring
assumption). For the first abort, with a standard argument it can be shown that the extractor is
able to extract two accepting transcripts with probability O(e) (for the probabilistic analysis
we refer to [85]). Thus Pr[abortl] = 1 — O(e). For the aborts abort 2a, abort 2b and abort 2¢
they happen with negligible probability (< 1_2,%Pr [B solves sRS A| each, for any PPT
adversary B) under the strong RSA assumption according to lemma 6. For abort 2d we cannot
directly use the same lemma as Acc is not a random generator that is part of the crs. However,
with a similar argument and using partial extractability we show below that the probability
for this abort is the same. Putting them together the probability of success of £ is at least
O(e) — 1_2,%137“[8 solves sRSA] = O(e) — negl(\s).

For equation 6.2, we get from partial opening that Acc = GP™47, where P := {Hprime(u) |

u € S}, so
C§C — GHuES Hprime(u)-AstAspB

We use a similar to [85] argument to prove that Ac divides As; and As,, under the strong RSA
assumption, given that A + 1 < p. Then

Cp = +Accl HPB (4.8)

Lemma 7. Let \; + 1 < pand A; < log(N)/2 then Ac divides Asy and As,, under the
strong RSA assumption.

Proof. An adversary against the strong RSA assumption receives H € QR and does the
following: sets G = HT for 7 ¢<s[0,2*N?] and sends (G, H) to the adversary .A which
outputs a proof mceprime- Then we rewind to get another successful proof W’Coprime and we use

the extractor as above to get C'g¢ = Gllues Hprime(w)-Asy frAspp op

Cgc —H7 [T.cs Hprime(u)-Asy+As,
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We can exclude the case that Ac divides [ [, ¢ Hprime(u), since Acis smaller than the domain of
the hash function Hprime, i.e. Ac < Hprime(u) for each u € S, which comes from \; + 1 < p.
Assume that Ac t Asy V Act As,,. we discern two cases:

* Acdoesn’tdivide 7 [ [, g Hprime(u)-Asy+As,;: then ged(Ac, 7], g Hprime(u) - Asy +
Asp,,) = g and there are x, 1 such that x - Ac+v- (7 [[,cq Hprime(u) - Asy + As,,) = g.
Thus

HY — et (1Tl,es Hprime(u)-Asy+As,5) _ prxAe CcuAe = (HX . C}f;)Ac

Ac
Since g divides Acwe get H = + (H X Cg) . However H is a quadratic residue (thus
Ac
Cp is so0), meaning that H = (HX . C}é) 7 thus (HX - C}g, %) is a solution to the strong
RSA problem.

« Ac divides T[], Hprime(u) - Asy + As,,: let ¢° be the maximal g-power that divides
Ac (i.e. ¢’ is a factor of A) and doesn’t divide at least one of As; and As,,, where g is
prime. Such a ¢* should exist otherwise Ac would divide both As, and As,,,, which we
assumed it doesn’t. Notice that if ¢¢ divided As; then it would also divide As,p, as q¢¢ divides
T [[,es Hprime(u) - Asy + As,,; (from assumption), so q“ 1 Asy.

¢ | <T [T Hprime(u) - As; + Asw) = 7 | [ Hprime(u) - As + Asy, =0 (mod ¢')
u€esS ueS

We can write 7 := 71 + 79 ord(H ). Notice that 7 is information theoretically hidden to the
adversary and thus is uniformly random in [0, 2*s N2 /ord(H)] D [0, 2% N] in its view.

=T H Hprime(u) - Asy, + mord(H) H Hprime(u) - As, + As,, =0 (mod ¢°)
uesS ucs

= To-Asp = (—Tl H Hprime(u) - Asp, — ASPB> . (H Hprime(u)) (ord(H))™"  (mod ¢)

ues ues

To see that [, Hprime(u) has an inverse modulo ¢* note that since Ac < Hprime(u)
implies ¢* < Hprime(u), so ged(]],cq Hprime(u), ¢°) = 1. For the inverse of ord(H ) note
that H € QRy so ord(H) € {q1,92,q1q2}, where N = (2¢; + 1)(2¢2 + 1) is the RSA
modulus. Then from A, < log(N)/2 we get Ac < q1, g2 and thus ged(ord(H), ¢°) = 1.

As noted above, 75 is uniformly random in a superset of [0, 2 N |. But qﬁ < Ac < N,so2* N
is at least 2*+ larger than q¢¢. Thus 7 is statistically close to uniform in {0, 1, ..., ¢* — 1} (with
272 error), Pr,,[re = C' (mod ¢%)] ~ qie. Furthermore, for any Asy, Pry,[m2 - Asy, = C
(mod ¢)] ~ q—le ged(q, Asy) < q%, - "1 (since ¢* doesn’t divide As;). This is because for
variable 73, the equation 75As, = C' (mod ¢°) has gcd(q’, Asy) solutions.

+ 27,

In conclusion, the probability that the above equation holds is at most % +27% < %
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To summarize we showed that the probability to fall in the second case is at most % + 27,
So with probability to fall in the first case, and thus solve the strong RSA problem, is at least
1 Y

5 =277, O
2

By a simple argument identical to the one of section 4.4.4, we can also conclude about

?
the range of the extracted é: s, € [—2*TAHuFL DAFAAUFL] jmplies —2A=FAFHF2 < 6 <
2>\z+>\s+ﬂ+2. D

4.5.2 Alternative Instantiation of Protocol for Rc,prime

Below we propose another interactive ZK protocol for Rcoprime. The difference with the above
is that it doesn’t have the limitation of As + 1 < pand Ay < log(V)/2. Also, partial opening of
Acc isn’t needed. This comes with a cost of 2 more group elements in the proof size, 4 more
exponentiations for the prover and 2 more for the verifier.

1. Prover computes C, = DH"™ C,, = GH",Cy = G'HP,Cp = AcchpB,CpB =
G*B HP5 and sends to the verifier:

M : Ca7 Cb7 C’r‘aa CBa CpB
2. Prover and Verifier perform a protocol for the relation:
R((ACC7 Cea Ca7 C?"a? Cba 037 CpB)a (67 Ty Ta, réu b, Pb; PB; ple D, B, 67 6)) = 1iff
Cy=G H" A Cp = Ac®H® A C. = G°H" A Cp, = G H'
NC,, = GPEHPE N CCp =GHP A CC.Cpy = GPH?

Let )\ be the size of the challenge space, A, be the statistical security parameter and p the
size of e.

* Prover samples:

Tos Te 4 (_2kz+/\s+u7 2Az+ks+u)

Tous Tpps Trs Tras Trl > Tyl 48 (— |N/4] A= tAs |N/4] 2)‘Z+/\5>

o’ Pp

P, rs 4o (= LN/A) 2N | N4 ] A
and computes:
a1 =G"PH™, «ay=Acc"H™"8, a3=G"“H™, aqy=G H',
as=CreH™, ag=CreGH™, ar=GsH s

M : (Oél, a2, (i3, 04, 05, Olg, 047)
« Verifier samples the challenge ¢ < {0, 1}
YV—=P:c
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* Prover computes the response:

sp=1p—chb, Se=71¢c—ce
/
Spy = Tpy, = CPby Spp = Tpg — CPB, Sy =Tp = CTySpy = Tp, — CTay  Spt = Tpr — CTg,

/ / /
Sy, =Ty, — Py S =rg+clera+pp),  ss=rs+clery + pp)
M : (Sba Sey Spys Spps Sry Sras Srl Sp%vsﬂv 55)
 Verifier checks if:
? ? ? ?
oy = CEGH*,  ag = CpAcc™® H*5, a3 = CLG*H*, oy = Cy G**H’,
? ? ? S 4
- S S C —C - S S S —C - (& S
as = Co*HPGCR, ag=CrcH?G ﬁCpB, a7—CpBG B H ’B,

?

Coprime2 protocol
+ On common reference string crs = (Z},, G, H)
* Prove(crs, (Ce, Acc), (e, r, (D, b)) :

1. samples 74,74/, p, pB, pB’ <=5 (— [IN/4],|N/4]) and computes C, = DH"™,C,., =
G H"e,Cy = GPHP,Cp = Acc’HPB,C,,,, = GPBHB,

2. Computes the non-interactive version of the above protocol
T, Te g (_2)\z+)\s+ﬂ, 2)\z+)\s+ﬂ)

Toys Tpgs Trs Tras Trt 3 Ty 48 (— |N/4] 222 | N/4| 2>‘Z+AS)

W o

g, 75 4 (— [ N/4) 23 HAstu | N /4] 2XeFAtm)

ar = GPPH™, a9 = ACC”’HT”B,O@ = G"“H™", a4 = GTTGHTTQ,O% =
CreH"™, a6 = CleG"8 H"s ,ay = G'rs H s

¢ < H(aq, s, as, aq, as, ag, az, Ce, Acc)

Sb =Tb—Cb,Se =Te—C€,8p, =Tp, —CPb,Spg = Tpp —CPB, Sy = Ty —CT, Spy = T, —

/ / /
CTay Sy, = Tyl = Clrg, Sp, = Tpr — CPp, S8 = T3 +c(erq+pB),ss =15 +clery + p’p)

Returns 7 < (Cy, C,,, Cp, Cp,C

ppr X1, 02, (O3, (4, CSp, Se,y Spys Spps Sty Srg s Srt s Spl 5y SB, 85)

a’“PB’

* VerProof(crs, (Ce, Acc), ) : returns 1iff oy = CyG H® N ag = CAcc®™ H78 N\ a3 =
CEG*H*r Ny = CF GFra H™ o N = C5c H G°CR° N ag = Ce H G CC N\ o =
C; GSPBHSPSB A As, € [_2)\+)\3+,u+1 2)\+)\3+,u+1]

B Y

Figure 4.13: Our second Coprime2 protocol instantiation.
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Correctness. Here we show the correctness of the protocol.

a1 = GUHTe = G Ese e — G [se, (GO HPY)C
= GH*»(Cy

g = AccH" = Acc® TP H e TPE = Acc’s H%8 (Acc® HPE)®
= Acc®H*r8(CH

ay = GTeH™ = GEeteeerter — Gse st (GEHT)*
= G*H"(CC

ay = G H'rh — GSratera fpse, +ecrl, — GSra /5 (GT“ HT‘/1>C
= (Sra {5, Crc*a

a5 = CleH™ = C;e+C€HSﬁ—C(€Ta+pB) = CS<H*® (DeHeTa)cH—c(era+pB)
= CSH*(D°H PB)° = C*H* (GAcc "HPB)¢ =
— Cge HS[—} GCC§C

ag = CleGTH" = Cfae-i-ceGsﬁ—c(eTa-f—pB) Fss—clerltly)
= C5G¥H*%(G™ HT;)CSG—C(GM-&-PB) g —cleratrs) — CeGoe Ho Gor® H s
= CrxGH>»C,;

ar = G H's = Qs U TPE _ Geon g (GPB HP)C
— G H "B C’;B

Security.

Theorem 12. Let Z3; be an RSA group where strong-RSA assumption holds, then the above
protocol is an honest-verifier zero knowledge and knowledge sound protocol for Rcoprime-

Proof. Zero-Knowledge can be proven with standard techniques, similar to the ones in the proof
of theorem 6 and is therefore omitted.

For the knowledge soundness, let an adversary of the knowledge soundness A that is able
to convince the verifier V with a probability at least e. We will construct an extractor £ that
extracts the witness (e, r, o, r3, 3, d). Using rewinding £ gets two accepted transcripts

(CCH Cba CT‘aa CBa Cp57a17 a2, 3, 04, 5, g, A7, C, Shy Se;s Sp,s Spps Sry Srgs Srl s SP/B’ 53, 85)

/ / / / / / / / / / /
a1, 02,3, 4, 05,06, A7, C , S, S¢,s Spb7 sva Spy Srav Sr(’}? Sp’B7 8[37 36)

(Cm Cb7 C’I‘a7 CB? C

PB>

on two different challenges ¢ and ¢’. £ aborts if it cannot get two such transcripts (abort1).

A — / — / — /
We denote Ac = ¢’ — ¢, Asy = s, — 57, Ase == 5, — 5., A8, = 5,, — spb,AspB
/ . / . / . / . / .
Spp — Spps DSy = 8y — 8, Asp, = Sp, — 8y ASpr = Sy — S, Asp/B = Sphy TS Asg =
sg — 323, Ass = s5 — s then
Cp¢ =G H™n = Cy = £G°HP (4.9)
C5¢ = Acc® HA%5 = O = +Acc’ HP? (4.10)
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CAe = GRsHA*r = O, = +G°H" (4.11)

CAe = Ghsra {2 = €, = G H"e (4.12)

1 = Chse gAssG—Aephe (4.13)

1= CReH3 G Coe (4.14)

As » J

CpABc _ GAspBH SpB = CPB — +GPBHPE (4_15)

define the (possibly rational) numbers b := %, Py = AAS’;” , €= AASCE, 7= AAS(I » Ta = AASZ“ ,
g Bsy o Asyy g ASP&;

Ta = Ac » PB = Ac ’pB

£ aborts in case Ac doesn’ td1V1de Asy and As,, (abort 2a), As,. and As,.(abort 2b), As,.,
and As, (abort 2c), As,,, and As pAC bort 2d). And finally, £ aborts if Ac doesn’t divide As,,,
(abort 2e). Therefore, after these aborts didn’t happen we can infer the equivalent equalities on
the right of equations 4.9,4.11,4.12,4.15 and 4.10.

~ o3 Ase
If we replace equations 4.12 and 4.15 in equation 4.14 we get 1 = (iG’”a H Ta) HA%5.
N A . R
.GAss (:EGP]BH’O;B) ¢ orl = (:l:l)AsE (il)AcGﬁlAse+p};Ac+A55Hr’aAse+p’]3Ac+A55. Since
G, H,1 are quadratic residues then (+1)%%(£1)2¢ = 1, hence 1 = GrafsetrpictAss.

HTaDse+ppActAss Then under the DLOG assumption 1’y As. + ppAc+Asg =0 = 7 Ase+
P BAc + Asg, which gives us that

Asg = —1rqAs, — ppAc (4.16)

Finally, we replace equations 4.10 and 4.16 in equation 4.13 we get
| = Chse fp-rulse—pnde-Ac (;tAcci’HP}B)AC or I = (£1)2eChse AcchAeq—Ae f—radse
~ Ac ~
or (iAcchfl) = (C’(;lH’"a)Ase. But as noted above Ac divides As, so +Acc’G~! =
+ (C H™) = AccG ! = + (C; L H™) = (&

s ) Acc® = +G. We discern two cases:

. (Hm) Acc® = +G: Then £ sets D + Lo e ei=5% F =5 andb b=
Asp
Ac

- ( Hm) Acc® = —G: Then ¢é should be odd otherwise if & = 2p then G = — ( Hra) Acc?

Ca _ Ase

would be a non-quadratic residue. So £ sets D + — € €= FE, T 7= AASC’“ and

b b= %. It is clear that DAcc® = G.

Finally the & outputs (¢, 7, D, b).

Now we show that the probability the extractor terminates with outputting a valid witness
is O(e). If the extractor does not abort then it clearly outputs a valid witness (under factoring
assumption). For the first abort, with a standard argument it can be shown that the extractor is able
to extract two accepting transcripts with probability O(¢) (for the probabilistic analysis we refer
to [85]). Thus Pr[abortl] = 1 — O(e). For the aborts abort 2a, abort 2b, abort 2c and abort 2d
they happen with negligible probability (< 172,%Pr[8 solves sRS A] each, for any PPT
adversary 3) under the strong RSA assumption according to lemma 6. For abort 2e we show in the
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lemma below that in case it happens an adversary can solve the strong RSA problem. Putting them
together the probability of success of £ is at least O (e) — (172:% + 1) Pr[B solves sRSA| =
O(e) — negl(As).

Lemma 8. If Ac divides Asy, then it also divides App under the strong RSA assumption.

Proof. An adversary to the strong RSA assumption receives H € QR and does the following:
set G = H7 for 7 <s[0,2* N?] and send (G, H) to the adversary .4 which outputs a proof
TCoprime2- Then we rewind to get another successful proof W’COprimez and we use the extractor as
above to get C5° = Acc™® HA%s.

Assume that Ac t App. Since Ac divides Asy, then there is a k such that & - Ac = Asy,.
Then C5° = AccFA°HA% s = (C’BAcc*k)AC = H"°rs. From assumption Ac doesn’t
divide App, so gcd(Ac, App) = g fora g # Ac, App. Hence, there are there are y, 1
such that x - Ac + 1) - App = g. Thus, HY = HXAc+-don — [xde (CpAcc )2 =

Ac

Ac
(HXCEACC*M) so H =+ (HXCjéAcc*wk) Y. Now since H and Acc are quadratic

Ac
residues (and so is C'p) we get that H = <HXC£ACC_W“> ? and thus (HXCgAcc_W“, %)
is a solution to the strong RSA problem.

By a simple argument identical to the one of section 4.4.4, we can also conclude about

?
the range of the extracted é&: s, € [—2*:TAsTHHL AAAHUHI] implies —24: TAFTHF2 < 6 <

4.6 A CP-SNARK for Set Membership in Bilinear Groups

In this section we propose another CP-SNARK, called MemCP\y,c, for the set membership
relation that works in bilinear groups. Unlike the schemes of Section 4.4, the CP-SNARK given
in this section does not have short parameters; specifically it has a CRS linear in the size of
the sets to be committed. On the other hand, it enjoys other features that are not satisfied by
our previous schemes (nor by other schemes in the literature): first, it works solely in Bilinear
Groups without having to deal with RSA groups; second, it allows to commit the set in an hiding
manner and, for the sake of soundness, does not need to be opened by the adversary. This is
possible thanks to the fact that the set is committed in a way that (under a knowledge assumption)
guarantees that the prover knows the set.

More in detail, MemCPy,c is a CP-SNARK for set membership where set elements are
elements from the large field ' = Z, where ¢ is the order of bilinear groups. So D¢, = F.
In terms of set it supports all the subsets of 2P¢m of cardinality bounded by n, Deet = {S €
2Pem . 428 < n}, which we denote by S, # symbol denotes the cardinality of a set. So S has
elements in [F and is a subset of S,,.

4.6.1 Preliminaries and Building Blocks

Bilinear Groups. For ease of exposition we present our results with Type-1 groups where
we assume that G; = Gy. Our results are under the (¢ + 1)d-Strong Diffie Hellman and the
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(d, ¢)-Extended Power Knowledge of Exponent assumptions, for which we refer the reader to
[226].

A Polynomial-Pedersen Type-Based Commitment Scheme. First we present PolyCom, a
type-based commitment scheme which was introduced in [61] extracted from the verifiable
polynomial delegation scheme of [226]. The scheme has two types: one for /-variate polynomials
f: F¢ — F over F of variable degree at most d, and one which is a standard Pedersen
commitment for field elements. Let WV, 4 be the set of all multisets of {1, ..., ¢} where the
cardinality of each element is at most d. The scheme is described in figure 4.14.

PolyCom scheme

« Setup(1*, ¢, d) : samples a bilinear group of order ¢, bp := (q, g, G1, Gr, e) < BilGen(1?),
samples «, 3, s1,...,5¢ < . Computes prk <« {gHiGW W e Wg,d} and prk® <«

{ go"niew i W e Wg,d}. Finally samples an sy <—sF and computes h < g*¢+! and h®.
Return ck < (bp, prk, prk®, g%, ¢°, h, h*, hP)

» Commit(ck, tps), f) : parses ck := (bp,prk, prk®, g%, g% h,h® hP) and uses prk :=
{gHieWSi W e WM} and prk® := {g“'HiEW SiW e W&d} to compute ¢/(®) and

g /(®) respectively. Then samples a random r ¢ <—sF and computes ¢y < g/ n and
Cra ga-f(s) (ha)rf

Return (¢, 0) <= ((cf1,¢82),7f)

« Commit(ck, t,, %) : parses ck := (bp, prk, prk®, g%, ¢%, h, h®, h?) and samples r <—s F. Com-
putes ¢, 1 <+ gYh" and ¢y 2 + (¢°)Y(h?)" and return (c, 0) := ((cy1,¢y2),7).

» VerCommit(ck, tp(g, ¢, f,0) : parses ck := (bp, prk, prk®, g%, g%, h, h®, hP) and uses prk :=
{gHieW i Woe ngd} to compute /(%) Parses ¢ := (cs1,cp2). Output 1iff ¢y =
g"he Ne(ep, g*) = elera, 9)-

* VerCommit(ck, t,, c,y,0) : parses ck := (bp,prk, prk®, g%, g%, h, h® hP). Parses ¢ :=
(cy,1,cy2) Output 1iff ¢, 1 = gh" A e(cy,1, g°) = e(cy.2,9).

Figure 4.14: PolyCom Commitment Scheme

Theorem 13. Under the (¢ 4 1)d-Strong Diffie Hellman and the (d, ¢)-Extended Power Knowl-
edge of Exponent assumptions PolyCom is an extractable trapdoor commitment scheme.

For the proof we refer to [61, 226].

Input-Hiding CP-SNARK for Polynomial Evaluation The main building block of our main
protocol is a CP-SNARK CPpgygya) for the type-based commitment PolyCom. Loosely speaking
the idea is to commit to the input ¢ and the output  of a polynomial (with a Pedersen commitment),
further commit to the polynomial f itself (with a polynomial commitment) and then prove that
the opening of the committed polynomial evaluated on the opening of the committed input
gives the committed output. The relation of the protocol is Rpoiyeval ((tk)kejg; f>y)) = 1 iff

f(tl,. . .,tg) =Y.
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R = (ck, RpolyEval) where R is over

(z,w) = ((x,¢), (u,0,w)) = ((2, (cy, (et e 1)) » (W5 Edreres s (g, (P ke ), 2) )

We will present a CP-SNARK for this relation, CPpgjygyal, in section 4.6.3. CPpgyEyal is based
on a similar protocol for polynomial evaluation given in [61] which was in turn based on the
verifiable polynomial delegation scheme of zk-vSQL [226]. In those protocols, however, the
input t is public whereas in ours we can keep it private and committed.

Range Proof CP-NIZK. We make use of CP,,ge, a CP-NIZK for the following relation on
PedCom commitments c and two given integers A < B:

Rrange ((ce, A, B), (e,1¢)) =1 iff ¢ =g¢°h"* N A<e,< B

CPrange can have various instantiations such as Bulletproofs [52].

Multilinear Extensions of vectors. Let IF be a field and » = 2¢. The multilinear extension of a
vector @ = (ag, ..., a,_1) in IF is a polynomial f, : F* — F with variables z1, . . ., 2, defined
as

n—1 y4
fa(z1,.. . mg) = Zai . H select;, (xk)
i=0 k=1

.. S . . ) Tk ifip, =1
where igis_1 ... 142¢; is the bit representation of  and select;, (z) = ’ o
1-— T, if 1 = 0

A property of Multilinear extension of a is that fg(i1,...,i) = a; for each i € [n].

The EDRAX Vector Commitment Scheme We describe the EDRAX Vector Commitment:

Definition 27. Let a bilinear group bp = (q,g,G1,Gr,e) < RG(1*) generated by a group
generator. Let n. = 2 be the length of the vector and 2!’) be the powerset of [(] = {1,..., ¢}

* KeyGen(1*,n) — (prk, vrk, upky, . .., upk,,_;) : samples random s1, . .., sy <—sF and com-
putes prk < {gnz‘essi ;S e Q[Z]} andvrk < {g*,...,g%}. Foreachi =0, ... ,n—1com-
putes the update key upk; + {gHZ=1se'ECt%(s’“) t=1,... ,E} = {upk; st =1,..., 0}

« Com(prk,ag, ..., an_1) — dig, : let a := (ag,...,a,_1). Computes dig, < gfa(s1:-s¢)
where f, is the multilinear extension of vector a as described above.

* Prove(prk,i,a) — (a;,m;) : let © = (x1,...,x¢) be an {-variable. Compute q1, . . ., g such
that fo(x) — fa(it,... i) = Zizl(a:k —di)qr(x) and m; < {g7), ... ,gq’f(s)} (where
¢%(3) is evaluated by using prk := {gl_hessi :S e QV]} without s).

* Ver(vrk,dig,i,a,m) — b : parse m := (wi,...,wy) and outputs 1 iff e(dig/g%, g) =
Hi:l e(gsk_ikv wk)

5
« UpdateCom(dig, i, §, upk;) — dig’ : computes dig’ < dig - [gniﬁse'ec“k(s’“)] = dig -

¢ -1 ¢
[Upki,zg] 5 _ g(ai+6)'nk:1 select;, (sk)+227 0 ;4 a5 TT=y select;, (sk)
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* UpdateCom(m,i,a’,upk;) — =’ : Parses m := (wn,...,wy) and computes wj, < wy, -
g~i(®) for each k = 1,...,0, where Ay(x) are the delta polynomials computed by the
DELTAPOLYNOMIALS algorithm (for more details about the algorithm and its correctness
we refer to [73]).

The above scheme is proven in [73] to satisfy the Soundness property under the ¢-Strong
Bilinear Diffie-Hellman assumption.

The type-based commitment scheme of MemCPyc. We define the type-based commitment
CEdrazped for our CP-SNARK MemCPyc. We recall we need a commitment that allows one to
commit to both elements and sets. We build this based on a hiding variant of EDRAX Vector
Commitment [73], which in turn relies on a polynomial commitment. Therefore, we use a
special case of PolyCom for polynomials of maximum variable degree d = 1. Let £ := [log(n)]
and 2!4 be the powerset of [(] = {1,...,¢} then W,; = 2l%. Furthermore, for any n’ < n
let L : S,y — F™ be a function that maps a set of cardinality »’ to its corresponding vector
according to an ordering. The description of the scheme can be found in figure 4.15. Essentially
the idea is to take the set, fix some ordering so that we can encode it with a vector, and then
commit to such vector using the vector commitment of [73], which in turn commits to a vector
by committing to its multilinear extension polynomial.

CEdrazped SCheme

* Setup(1*, /) : executes ck <— PolyCom.Setup(1*, ¢, 1)

« Commit(ck, tg, S) : computes v.S < L(S) and then the corresponding multilinear extension
of vS, fys. Returns (¢, 0) < PolyCom.Commit(ck, tps), fus)-

« Commit(ck, tq,y) : returns (c, 0) <— PolyCom.Commit(ck, ty, y)

* VerCommit(ck, tg, ¢, S, 0) : computes vS < L(S) and then the corresponding multilinear
extension of vS, fys. Outputs PolyCom.VerCommit(ck, tgs), ¢, fvs; 0).

+ VerCommit(ck, ty, ¢, y, 0) : outputs PolyCom.VerCommit(ck, ty, ¢, y, 0).

Figure 4.15: The Cggrqepeq Commitment Scheme.

4.6.2 CP-SNARK for Set membership using EDRAX Vector Commitment

Here we present a CP-SNARK for set membership that uses a Vector Commitment - an EDRAX
[73] variant - to commit to a set. The idea is to transform a set to a vector (using for example
lexicographical order) and then commit to the vector with a vector commitment. Then the set
membership is proven with a zero knowledge proof of opening of the corresponding position of
the vector. However to preserve zero knowledge we additionally need to hide the position of the
element. For this we construct a zero knowledge proof of knowledge of an opening of a position
that does not give out the position. Finally, since the position is hidden we additionally need to
ensure that the prover is not cheating by providing a proof for a position that exceeds the length
of the vector. For this we, also, need a proof of range for the position, i.e. that i < n.

In this section the domain of the elements is a field, D¢, := IF, and the domain of the set is
all the subsets of 2P¢m of cardinality bounded by n, Dset = {S € 2Pem : 4S5 < n}, which we
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denote by S,, (the # symbol denotes the cardinality of a set). So S has elements in [ and is a
subset of S,,.

The type-based commitment of our scheme is Cggyqzpeq (fig. 4.15) that is presented in the
previous section, and the relation is

R = (ck, Rycmem) Where R is over

(mvw) = ((l’, C)a (’LL, 07("'})) =

= ((#5, (cy, (ci)rerg> s)) > (W, (ir)res S), (rys (Pi kel 7s), D))

Rvcmem (#S, (. (ik)kepq, S)) = 1iff y = L(S)[i] Ai < #S Ni = S5 528!

Note that in the above the prover should normally give exactly ¢ = [log(#S5)| commitments.
In case ¢ < [log(#3S)] the position is not fully hiding since it is implicit that i < 2~! so the
verifier gets a partial information about the position.

For this we will compose a CP-SNARK CPpg gy, and a CP-NIZK CP ;g for the relations
Rpolyeval ((ik)kepe, [ry)) = Liff f(i1, ..., i) = y and Rrange(T, (ik)reig) = 1iffi < T
respectively and the commitment scheme Cgg,qzPed- SO CPvcmem iS @ conjuction of the former,
where the common commitments are (c;, ) xef-

CP-SNARK for Rvcmem

* KeyGen(ck, Rycmem) : computes (eki,vki) < CPpoiygval.KeyGen(ck, RpoyEval) and
(eka, vka) <= CPrange.KeyGen(ck, Rrange)
)

Return (ek, vk) < ((ekq,eka), (vki,vks

)
* Prove(ek, #85, (cy, (¢iy Jkefr)> ¢s), (¥ (ik)kejg: S) (ry, (riy)kejgsrs), @) : Parse ek :=
(eki, ek) and compute 71 <= CPpoiyeval.Prove(eky, @, (¢y, (ci)kepg)s ¢s)s (U, (ix)kepe, S),
(Ty7 (Tik)kem7 TS), @)
Parse ck := (bp, prk, prk%, g%, ¢°, h, h®, h®) and further bp := (q, g, G1, Gr, e) to get (g, h),
then compute ¢ Ei:l ix2F1and r; Zi:l 7,281 and the corresponding commitment
¢; < g'h"™. Notice that ¢; is a commitment to i with o = r;.
Compute 7y <— CPrange.Prove (eky, (1, #5), ¢, 4,74, @)
Return m = (71, m2)
* VerProof(vk, #5, (cy, (¢iy, )refg; ¢s), ) : parses vk := (vki,vkg) and 7 := (71, 72). Then
computes homomorhically ¢; 1 + [[t_;(ci,.1)2"  and ¢ip < [Jhe(ci,2)2
Return 1 iff
CPpo|yEva|.VerProof(vk1, J, (Cy, (Cik)ke[é])v Cs), 7T1)/\
CPrange.VerProof (vke, (1, #5), ¢i, @).

Figure 4.16: MemCP\yc.

Theorem 14. Let CPpgyeyal and CPrange be zero knowledge CP-SNARKS for the relations
RpolyEval and Ryange respectively under the commitment scheme PolyCom then the above scheme
is a zero knowledge CP-SNARK for the relation Rycmem and the commitment scheme Cgg,qzPed-
Further it is a CP-SNARK for Rmem under the same commitment scheme.
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Proof. Zero Knowledge comes directly from the zero knowledge of CPpgyeval and CPpgiyEyal-

For Knowledge Soundness, let an adversary A(R, crs, auxg, auxz) outputting (x,c) :=
(#5, (¢y, (ci ke, ¢s)) and 7 such that VerProof (vk, #5, (cy, (¢iy ke, ¢s), ™) = 1. We
will construct an extractor £ that on input (R, crs, auxp, auxz) outputs a valid witness w :=
((yv (ik)ke[é]; S)? (Ty7 (Tik>k€[f]7 TS)7 ®>'

& uses the extractors of EpgiyEval, Erange Of CPpolyEval and CPrange. EpolyEval OULPULS (Y,
(ik)refes f)s (1ys (T3 Jkejq), Ty) such that f (i1, ..., i¢) = y A PolyCom.VerCommit(ck, tg(y,
cs, f, r¢) = 1A PolyCom.VerCommit(ck, tq, cy,y,1y) = 1 /\iz1 PolyCom.VerCommit(ck,
tg, €, ik, 73, ) = 1. Further, from the Extended Power Knowledge of Exponent assumption
we know that f is an ¢-variate polynomial of maximum variable degree 1. Therefore it cor-
responds to a multilinear extension of a unique vector v.S, which is efficiently computable.
The extractor computes the vector vS from f and the corresponding set S. It is clear that,
since f is the multilinear extension of the S and PolyCom.VerCommit(ck, t(s), cs, f,7) =
1, Cgdrazped-VerCommit(ck,tg, cs, S,7f) = 1. Cggrazped-VerCommit(ck, ty, ¢y, y,7y) =
1 /\iz1 Crdrazped-VerCommit(ck, tq, ¢;, , ig, 73, ) = 1 is straightforward from the definition of
the Cggrazpeq commitment scheme for field elements type.

& uses the extractor of the commitment scheme PolyCom, Epolycom, that outputs for each & =
1,...,lig,7;, suchthatc;, 1 = g'*h" /\e(cik,l,g/j) = e(¢ip, 2, 9) O CEdraz ped-VerCommit(ck,
tg, Ci» T4y, ) = 1. Erange OULPULS (4, ;) such that i < #SAPolyCom.VerCommit(ck, tq, ¢;, 4,7;) =

. ; . . . . k—
1 which means that ¢; ; = ¢g*h". Since the proof  is verified then ¢; ; = Hf;:l(c%l)z "or

gihr = Sk 2 i T2 From the binding property of the Pedersen commitment
we getthat i = >4 ix2F Land ry = S5 7, 250,

Putting them together the extractor outputs ((y, (ix)kefq, S): (s (74 kel 75), @) such
that CEdmxped.VerCommit(ck, tg, Cy, Ty) =1 /\le CEdmxped.VerCommit(ck, ty, Ciys Tik) =
1A
Cgdrazped-VerCommit(ck, tg,cr, S,7¢) = 1 and further y = L(S)[i] Ni < #S Ni =
2£=1 ix281. Tt is straightforward that y = L(S)[i] A i < #S means that y € S which
leads to Rmem(y,S) = 1. O

4.6.3 Input-hiding CP-SNARKSs for Polynomial Evaluation

Here, we present an instantiation of a a zero knowledge CP-SNARK for the relation RpoyEval
presented in section 4.6.1.

To give an intuition of the protocol we recall that zk-vSQL uses lemma 9 to prove the correct
evaluation of the polynomial, that we recall below.

Lemma 9 ([170]). Let f : F* — T be a polynomial of variable degree d. For all t :=
(t1,...,ts) € F there exist efficiently computable polynomials qi, ..., q such that: f(z) —

F&) =301 (zi — ti)ai(2).

With this one can verify in time linear in the number of variables that f(¢) = y by checking
iff g/ Mg~y = Hle e(g®,w;), given the values g/(®) {g%}¢ | {w; = g%}’ We are
interested in the committed values of f,y = f(t) and ¢, c¢, ¢,, ¢; respectively, that hide them.
For this we will use instead the equation below for verification:
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(f(2) +7rze01) = (f(8) + ry2ep1) =

l
Z(zk —tr)qe(2) + Ze+1(7“f — ry) =

k=1

¢ ¢
D (e = th)(ar(2) + rrzen) + 2 (Tf —ry— Y 7z — tk)) =
=1 k=1

¢

[2k = (te + re,2041)] - [e(2) + rezesa]+
k=1
¢ ¢
+ ze+1 (rf —ry — Zrk(zk —ty) + Z Tt [k (2) + rkz@+1]>
k=1 k=1

The equation indicates us how to construct the protocol which we present in figure 4.17.
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CP-SNARK for RpoyEval

* KeyGen(ck, RpolyEval) : Parse ck := (bp, prk, prk®, g%, g%, h, h®, h®) and compute vrk <
{g°*,...,9%}.
Return (ek, vk) < ((bp, prk, prk®, g%, g%, h, h®, hﬂ) , (bp,vrk,ga,gﬂ, h) )

* Prove(ek) g, (Cy7 (Ctk)kE[ﬁ]ﬂ Cf)’ (y7 (tk)ke[e}, f)) (Tyv (Ttk)ke[e},rf), @) : Let
ck := (bp, prk, prk®, g%, ¢”, h, b, h”)
= ((q,g,GLGT,e), {gniew i We We,d} , 1=

{g"'niewsi W e We,d} 9% 9" ,gs"'“,g"s"'*l,gﬁs"'“)

and

1. Sample r1, ...,y < [F and compute ¢, . . . , g¢ such that
(f(2) +7rze1) = (f(E) + ryze) =

¢
= [z — (te + r2001)] - [ar(2) + rrzea]+
ps

¢ ‘
+ Ze+1 (Tf — Ty - Z k(2K = tr) + Z ro lar(z) + Tkzé+1]>
k=1 k=1
By using prk := {gHiEW S W e W&d} and h compute wy, = g% (8)*7k5¢41 for each
k = 17 . ’f and Wpyl = grf_ry_Zizl Tk(sk_tk)""Zi:l Ttg [Qk(s)+7’k3£+l]
2. By using prk® := {g”"niew S W e WM} and h* compute w;, = g a(ar(8)+7hser1)

foreachk =1,...,¢and w) , = g@ (rr=ry =iy (et + Xy e lak (8)+reser1])

Return 7 = {w1, ..., W, Weq1, Wy, ooy Wy, Wy }

* VerProof (vk, @, (cy, (c, )refs f)> ™) = Parse m = {w1, ..., Wy, Wei1, W, oy Wy, Wy 1}
vk := (bp,vrk, g%, g%, h) and ¢y == (¢y1,cy2), ¢t = (cyy 1,1y 2) foreach b = 1,..., /]
and ¢y := (cf1,¢4,2)

Return 1 iff
L e(ey,9 )—6(0%279)
2. e(cra,9 )— e(cr2,9)
3. e(ct,1,9°%) = e(cy0,9) forallk =1,....¢
4. e(wg,g ) =e(wy,g) forallk=1,...,0,0+1
5

celerocytg) =TTy e (g% et we) - e (g% wey)

Figure 4.17: Our CP-SNARK instantiation for the RpojyEyal relation.
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Theorem 15. Under the (¢ + 1)d-Strong Diffie Hellmann and the (d, ¢)-Extended Power Knowl-
edge of Exponent assumptions, CPpo|ygyal Is a Knowledge Extractable CP-SNARK for the
relation Rpojygval and the commitment scheme PolyCom.

Proof. Below is a proof sketch, which however is quite similar to the one of CP, in [61].

Knowledge Soundness. The proof comes directly from Evaluation Extractability of vSQL (see
[226]) with the difference that here ¢; for each k € [¢] should also be extracted. However, its
extraction is straightforward from the extractability of the commitment scheme.

Zero-Knowledge. Consider the following proof simulator algorithm
Sprv(td7 Cf, (Ctk)ke[ﬁ]a Cy):

* Use td to get o and sg 1.

* For k = 1to ¢, sample &, <—sZ, and sets wy, < gtk

+ Compute wyy1 such that e (c]c,l : c;j, g) = Hi:l e (gs’“c;jl, wk) - e (g°+1, wpsq) holds.

—1
Ser1

That is: w1 < (Cf : c;l . Hi:l (g_skctk71)€k>
* Use a to compute wj, = w§ forall k € [¢ + 1]

/ / /
* Return {wy, ..., We, Wei1, WY, ..., Wy, Wi, }

It is straightforward to check that proofs created by S, are identically distributed to the
ones returned by CPpgyEyal.Prove. (wk)ke[e] ’s are uniformely distributed in both cases. For
wg1 there is a function W such that we1 = Wi(cy,1,¢y1, vk, (¢t 1) kefe)s (Wk)kelq) in both
cases. Since the inputs are either identical or identically distributed, the outputs wy, ; are also
identically distributed in the case of of Sy, and CPpgjygyal-Prove. O

4.7 Applications

In this section, we discuss applications of our solutions for proving set (non-)membership in a
succinct and modular way.

As one can note, in our solutions the set of committed elements is public and not hidden to
the verifier. Nevertheless, our solutions can still capture some applications in which the “actual”
data in the set is kept private. This is for example the case of anonymous cryptocurrencies
like Zerocash. In this scenario, the public set of elements to be accumulated, U, is derived
by creating a commitment to the underlying data, X, e.g., u = COM M (x). To support this
setting, we can use our solutions for arbitrary elements (so supporting virtually any commitment
scheme). Interestingly, though, we can also use our (more efficient) solution for sets of primes
if commitments are prime numbers. This can be done by using for example the hash-to-prime
method described in Section 4.4.1 or another method for Pedersen commitments that we explain
below in the context of Zerocash.

We now discuss concrete applications for which our constructions are suitable, both for
set-membership and set non-membership. In particular these are applications in which: (1) the
prover time must be small; (2) the size of the state (i.e.: the accumulator value and commitments)
must be small (potentially constant); (3) the verifier time should be small; and (4) the time to
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update the accumulator—adding or deleting an element—should be fast. As we discuss below,
our RSA-based constructions are suitable candidate for settings with these constraints.

Zerocash. Zerocash [24] is a UTXO-type (Unspent Transaction Output) cryptocurrency protocol
which extends Bitcoin with privacy-preserving (shielded) transactions. When performing a
shielded transaction users need to prove they are spending an output note from a token they
had previously received. Users concerned with privacy should not reveal which note they are
spending, else their new transaction could be linked to the original note that contained the note
commitment. This would reveal information both to the public and the sender of the initial
transaction, and hence partially reveal the transaction graph. In order to keep transactions
unlinkable, the protocol uses zkSNARKSs to prove a set membership relation, namely that a note
commitment is in a publicly known set of “usable” note commitments.

Zcash is a full-fledged digital currency using Zerocash as the underlying protocol. In its
current deployment, Sapling [132], it employs Pedersen commitments of the notes and makes
a zero-knowledge set membership proof of these commitments using a Pedersen-Hash-based
Merkle tree approach. This is the part of the protocol that can be replaced by one of our RSA-
based solutions in order to obtain a speedup in proving time. In particular, we could slightly
modify the note commitments in order to enable the use of our scheme MemCPrsap/m, for sets of
prime numbers, which gives the best efficiency. We can proceed as follows. Let us recall that the
note commitments are represented by their x coordinates in the underlying elliptic curve group.
We can then modify them so that the sender chooses a blinding factor such that the commitment
representation of a note is a prime number, and we can add a consensus rule that enforces this
check. With this change, we can achieve a solution that is significantly more efficient than that
currently used in Zcash. Currently Zcash uses a Merkle Tree whose depth is 32. In this setting,
we would be able to reduce proving time of set-membership from 1.12s to 54.51ms, trading it
for larger proof sizes. We note that in this application, the set-membership proof about u € S is
accompanied by another predicate P(u). In the proof statement of the Zcash protocol, proving
that P(u) is satisfied takes considerably less time than the membership proof, hence this is why
our solution would improve the overall proving time considerably, albeit the proof having more
components. Another interesting comment is that our solution significantly reduces the size of
the circuit, hence the need of a succinct proof system is reduced and one may even consider
instantiations with other proof systems, such as Bulletproofs, that would offer transparency at
the price of larger proofs and verification time.

Asset Governance. In the context of blockchain-based asset transfers protocols, a governance
system must be established to determine who can create new assets. In many cases these assets
must be publicly traceable (i.e., their total supply must be public), yet in others, where the assets
can be issued privately, validators still need to verify that the assets were issued by an authorized
issuer. Specifically, there may be a public set of rules, X (where a rule = (pk, [a, b])), defining
which entities (public keys) are allowed to issue which assets (defined by a range of asset types),
forming an “issuance whitelist”. When one of those issuers wants to issue a new asset, they
need to prove (in zero knowledge) that their public key belongs to the issuance whitelist, which
entails set membership, as well as prove that the asset type they issued is within the allowed
range of asset types (as defined in the original rule). In this case, the accumulated set of rules is
public to all, and this public information may also include a mapping between rules and prime
numbers. Our RSA-based scheme for sets of primes (Section 4.4.3) can suit this scenario.

Anonymous Broadcast. In a peer-to-peer setting, anonymous broadcast allows users in a group
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to broadcast a message without revealing their identity. They can only broadcast once on each
topic. One approach described in [1] works by asking users to put down a deposit which they
will lose if they try and broadcast multiple messages on the same topic. In this approach users
joining a group deposit their collateral in a smart contract. Whoever has the private key used
by the client for the deposit can claim the sum. The approach in [1] makes sure that the key
is leaked if one broadcasts more than one message. To enforce this leakage we require that
at broadcast time users (i) derive an encryption key K that depends on their private key and
the topic, and (ii) compute an encryption of the private key by the newly derived K. Then
the users publish both the ciphertext and a secret share of the encryption key K, and prove
(in zero-knowledge) their public key is part of the group and that (i) and (ii) were performed
correctly. Which specific share needs to be revealed depends on the broadcasted message, thus
making it likely two different shares will be leaked for two different messages.

This way, broadcasting multiple messages on the same topic reveals the user’s private key,
allowing other users to remove them from the group by calling a function in the smart contract
and receive part of the deposit.

A particularly interesting use case for anonymous broadcast is that in which the group is
comprised of validators participating in a consensus algorithm, who would like to broadcast
messages without exposing their node’s identity and thus prevent targeted DoS attacks. This
setting requires proofs to be computed extremely fast while verification performance require-
ments are less strict. Our MemCPgrsaprm can satisfy these performance requirements trading
for a modest increase in proof size.

Financial Identities. In the financial world, regulations establish that financial organizations
must know who their costumers are [102]. This is called a KYC check and allows to reduce the
risk of fraud. Some common practices for KYC often undermines user privacy as they involve
collecting a lot of personal information on them. Zero-knowledge proofs allow for an alternative
approach. In modern systems, one can expect that individuals or companies will be able to
prove that they belong to a set of accepted or legitimate identities. A privacy-preserving KYC
check would then be reduced to generating a set-membership proof in zero-knowledge. Often
some further information is required, e.g. the credit score of the individual. In such cases our
CP-SNARK for set membership can be combined with one proving an additional predicate
P(id) on the identity in a modular fashion.

Regarding applications of non-membership proofs, we expand on the well-known concept
of “blacklists”, where identities (or credentials) must be shown to not belong to a certain set
of identities (or credentials). As an example, in the context of financial identities, anti-money
laundering regulations (AML) [189] require customers not to be in a list of fraudulent identities.
Here one can use our non-membership construction to generate a proof that the customer does not
belong to the set of money launderers (or those thought to be). Because, as in the set-membership
case, a user may have to prove additional information about their identity, here we can also
benefit from a modular framework. Furthermore, modularity allows us to cheaply prove both
membership and non-membership (at the same time) for the same identity id together with
some additional information P(id) : holding commitment ¢(id) one can produce the following
tuple of proofs: (1) a membership proof (id € S); (2) a non-membership proof (id & S”); (3) a
CP-SNARK proof that includes the statement to be proven on that identity (P(id)).

We note that in some cases, a central authority, who controls the white and black lists, is
trusted to ensure the integrity of the lists. This means that the identities can be added or removed
from the lists, which means that our RSA-based construction is ideal given the comparatively
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reduced cost of updating the dynamic accumulator.

Zerocoin Vulnerability. Another specific application of our RSA-based constructions is that of
solving the security vulnerability of the implementation of the Zerocoin protocol [164] used in
the Zcoin cryptocurrency [218]. The vulnerability in a nutshell: when proving equality of values
committed under the RSA commitment and the prime-order group commitment, the equality
may not hold over the integers, and hence one could easily produce collisions in the prime order
group. Our work can provide different ways to solve this problem by generating a proof of
equality over the integers.

4.8 Instantiation over Hidden Order Groups

In sections 4.4, 4.5 we construct zero knowledge protocols for set membership/non-membership,
where the sets are committed using an RSA accumulator. The integer commitment scheme
IntCom, the RSA accumulator-based commitments to sets SetComgsa, SetComgsa/, the proof
of equality modEq, the argument of knowledge of a root Root and the argument of knowledge
of coprime element Coprime are all working over RSA groups.

Although in our work above we specify the group to be an RSA group, we note that our
protocols can also work over any Hidden Order Group. For example Class Groups [49] or the
recently proposed groups from Hyperelliptic Curves [94, 146].

Here we describe the (slight) modifications, in the protocols and the assumptions under
which they would be secure, that are necessary to switch to (general) Hidden Order Groups.

Let Ggen(1*) be a probabilistic algorithm that generates such a group G with order in a
specific range [minord(G), maxord(G)] such that
negl(A).

The additional assumption that we need to make is that it is hard to find any group element
in G of low (poly-size) order. This is the Low Order Assumption [39]]. We refer to Section 3.3.1
for the definition of the assumption.

We note that specifically for RSA groups, for Low Order assumption to hold, we have to
work in the quotient group Z3, /{1, —1} [215], since otherwise —1 would trivially break the
assumption. So Z%; /{1, —1} would be an instantiation of a Hidden Order Group where the Low
Order assumption holds.

In terms of constructions, one difference regards the upper bound on the order of G that
is used in the protocols. More precisely, throughout the main core of our work we use N as
an upper bound for the order of the group Z}, and /N/2 as an upper bound for the order of
the quadratic residues subgroup QR . Similarly, in a Hidden Order Group G generated by
Ggen, although the order of the group is unknown, a range in which the order lies is known
[minord(G), maxord(G)]. So the maximum order maxord(G) can be used, instead of N, as an
upper bound. In many cases these values are used either to securely sample a random value or
to bound the size of a value needed for a security proof. For example a random value that is
sampled from (— [ N/4] 2%+« | N/4] 22=*2+) in the RSA group instantiation will be sampled
(_ maxo2rd(G) Xz +As : maxozrd(G) Az +As

1
mlnord(G)’ maxord((G)’ maxord(G)—minord(G) €

from ) in the case of hidden order groups.
Here we give other specific changes that need to be made to instantiate our protocols in
general hidden order groups. For IntCom, the verification equation becomes C = G*H"

(without the +). Then the argument of knowledge of opening of such a commitment would be
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secure under the strong RSA and low order assumptions. The set commitments SetComgsa,
SetCompgsas remain the same and are binding under the strong RSA assumption for Ggen (and
collision resistance of Hprime for the case of SetComrsa). For modEq, the same difference
as for the AoK of an opening of an IntCom commitment is inherited. For Root and Coprime,
the proposition 1 needs to be slightly modified: A = B v can be without =+, and can be proven
under the low order assumption instead. Finally, in the proof of security of protocol Coprime,
in lemma 7 the assumption \s; < log(/N')/2 is not needed as long as the low order assumption
holds (an adversary that can find H, Ac such that ged(ord(H), q*) = 1 can be used to break
low order assumption).
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BERSHIP

The results of this chapter appear in a paper under the title "Succinct Zero-Knowledge Batch
Proofs for RSA Accumulators" published at the ACM CCS 2022 conference [60].

5.1 Technical Contributions

We advance the research line of zero-knowledge proofs for set membership by proposing new
techniques to efficiently use zkSNARKs with RSA accumulators. We propose new, more scalable
protocols for succinct zero-knowledge proofs of batch membership.

Succinct proofs of batch membership. The main technical result of this chapter is a commit-
and-prove [64] zkSNARK for batch membership, that is: Given an RSA accumulator acc to a set
S ={x1,...,z,} and a succinct Pedersen commitment ¢,, to a vector of values (u1, . . ., up,), it
holds u; € S forevery i = 1,...,m. Thanks to the commit-and-prove feature, our scheme can
be efficiently and modularly composed with other commit-and-prove?> zkSNARKs [61] in order
to prove further properties of the committed elements, e.g., Vi : u; € S A P(uy,...,uy,) = true
(P could be for example a numerical range check). We dub our construction harisa®3.

Our technical contributions include: a new randomization method for RSA accumulator
witnesses (needed to obtain zero-knowledge) and a new way to prove the accumulator verification
in zero-knowledge in a SNARK without encoding RSA group operations in the constraint system.
The latter is based on a novel combination of (non-succinct) sigma protocols, succinct proof of
knowledge of exponent [40], and zkSNARKSs for integer arithmetic.

5.2 Technical Overview

We now present a high-level overview of our techniques.

22Roughly, the verification algorithm of the zZkSNARK takes as input short commitments to a long (potentially
private) input. This property is useful as the elements for which we prove set membership need to stay private, but
still “referred to”, e.g. for proving additional properties on them.

Zharisa stands for “elements-Hiding Argument for RSA accumulators”.
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Our core protocol is a succinct zero-knowledge proof of set membership for a batch of
elements. Given a (public) set S = {x1,...,x,} and a commitment to uy, . . ., U,, we aim at
proving that uy, ..., u, € S. We require for privacy that the w;’s remain hidden (and thus we
provide them only as a commitment in the public input). We also require for efficiency that
proof size and verification time should not depend either on the batch size m or the set size n.

We start from applying RSA accumulators [18] to compress the set into a succinct digest.
Given random group element g in a group of unknown order (e.g. an RSA or class group [49]),
one can produce a compressed representation of the set?* as acc = ¢®1*#2**», RSA accumulators
enjoy succinct batch-membership proofs: to prove that u1, ..., u,, € S it suffices to provide
a single group element (a witness) W = gnie["] 2i/ Liepm) us , which the verifier can check as
WHitm = acc.

Though succinct, the batch-membership proofs of RSA accumulators do not hide the u;
elements, as the verifier should know them in order to perform the exponentiation. To address
this problem, we could use a non-interactive zero-knowledge proof of exponentiation, which
can be obtained using a 3 -protocol [83] (a three-message zero-knowledge scheme) made non-
interactive through the Fiat-Shamir transform [101]. In it the prover computes: R < W for a
sufficiently large random r; a random oracle challenge h <— H (acc||g||W||R), an integer k <
7+ h - IL;epm) wi- The verifier accepts this zk-proof (R, h, k) if h = H (acc||g||W||R) and R -
acch = Wk,

This protocol however does not yet achieve our goal, which is to generate a zero-knowledge
batch-membership proof for committed u;’s. Towards this goal, we need to solve the following
technical challenges. (A) The verifier needs to know the witness W, which can itself leak
information about the elements it proves membership of. For example for m = 1 one can

efficiently find the element u; by brute-force testing all elements of the set .S, Wi < acc (recall
that the set is public). The z;+ for which the test passes will be u;. (B) The proof (R, h, k) above
simply shows existence of an exponent « such that W* = acc, in particular it does not link this
statement to committed (w1, . . ., Uy, ) such that u = uq - - - uy,. (C) The proof is not succinct
since the integer k is O(m)-bits long. (D) Most notably, the ¥-protocol described above is not
even sound, unless the challenge is binary, h € {0, 1} [17, 200].

Our key contribution is an efficient technique to efficiently prove the verification of this
>-protocol using a SNARK. Notably, we do not need encode any RSA group operations in the
SNARK constraint system?°. To obtain this result we combine three main ideas:

1. We introduce a novel randomization method for an RSA accumulator witness, W W, SO
that W provably doesn’t leak any information about the u;’s.

Our hiding-witness transformation works as follows: let py, ..., p2y be the first 2\ prime
numbers. We always (artificially) add these primes to the accumulator, i.e., the accumulator
of a set S is an RSA accumulator aéc of S < S U {p1,...,par}: aCc < accPrP2x (we
assume that S does not contain any of the p;’s). Then, to produce the hiding witness W we
raise to the exponent each prime p; with probability 1/2. A bit more formally, we sample

. 1-b;
b; <—s{0,1} and set W «+ Wllicpa P , b;’s should remain hidden. We formally prove that
under a cryptographic assumption (DDH-II, a variant of DDH [63]) W is computationally

?4The elements of the set should be primes (or hashed to ones) for the RSA accumulator to securely apply.
%A “constraint system” is an encoding of the property proved by the SNARK. Its size, the number of constraints,
is a key efficiency metric when evaluating proof schemes.
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indistinguishable from random and thus W, alone, hides u;’s (see section 5.4.1). Notice

that T can be verified through the equality W 1lieim i Tliciza P - acc. Therefore we
can use the NIZK for exponentiation described above, but for base W and exponent e :=
Hie[m] uj - Hie[Q)\] p?i-

This technique solves the challenge (A) as it turns an RSA accumulator verification into a ZK
verification. Yet challenges (B) and (C) remain: k is not short and the protocol only proves
the existence of e such that W¢ = aéc—which says nothing about membership of legitimate
elements from S. For example e can contain only elements of {p, ..., p2)} and no element
from S.

2. To solve (B) we “link” the 3-protocol to ¢,,, a commitment to all u;’s, by using a zZkSNARK
that proves the correct computation of &k from the committed legitimate u;’s. Namely it
proves that, for c,,, a commitment to u, and ¢, 5, a commitment to integers s = Hz’e[2 N p?i
and r, the equality k =r 4+ h - s- Hie[m] u; holds over the integers and u; > po) for each
i € [m]. Recall that poy is the largest of all p;’s, so u; > po) translates to u; # p; for all
J € [2A]. This means that the exponent of e contains elements w;’s committed a-priori and
that they are legitimate (not one of the artificially added p;’s).

3. Although the above careful interplay between RSA Accumulators, Y:-protocols, ZkSNARKSs
and our hiding technique for RSA accumulators witnesses gives a secure zero-knowledge
proof of set membership, it is not yet succinct, as the verifier needs to receive the O(m)-long
integer k. To solve this technical challenge, we apply a succinct proof of knowledge of
exponent PoKE [40]. Instead of sending k, the prover sends B = Wk accompanied with a
succinct proof that there is an integer k such that B = W*. Adding the PoKE proof however
breaks the link between the >:-protocol and the zkSNARK as the latter is supposed to generate
a proof for a public k. To solve this last challenge, we “open the box” of PoKE verification
and observe that the verifier receives the short integer k =k mod ¢, where  is a random
prime challenge of 2\ bits. Therefore, the last idea of our protocol is to let the zZkSNARK
prove the same statement as above but for l%, namely that k=r+h-s- Hie[m] u; mod £.

A special mention needs to be made to (D), the soundness of the >:-protocol. Standard
impossibility results [17, 200] show that the Y-protocols over groups of unknown order (as the
groups of RSA accumulators) can have at most 1/2 soundness-error, meaning that they need
many repetitions (e.g. A = 128) to leverage them to fully sound (with negligible soundness-error).
This usually makes the protocols prohibitively expensive.

The general intuition of the impossibility is that (using usual rewinding techniques) the
extractor gets (R, h, k) and (R, I/, k') such that acc"~*" = W*~*'. However, we cannot imply
to acc = WE=K)/(h=1) pecause (h — h')~1-in the exponent cannot be efficiently computed
in groups of unknown order. So we are bound to set 4 € {0,1} (so that h — A’ = 1). In
our solution, the zZkSNARK proof described in (2) makes the extraction of the Sigma-protocol
possible. This is possible because this proof guarantees that, in the two executions, k = r + suh
and k' = r + sul’, for committed r, s, u. This way, we get that acc" " = Wsu(h=h") from
which we can conclude the desired result acc = W**.

Our technique of using a zZkSNARK for the correct computation of the last message of a
Y-protocol over groups of unknown order, is generic for any such protocol and gives a way to
efficiently bypass the impossibility results [17, 200] without inexpensive repetitions. We expect
this to be of independent interest.
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5.3 Definitions and Building Blocks

We give informal definitions for the main cryptographic primitives used in our constructions.

5.3.1 Relations for batch set-membership

Remark 13 (Syntactic Sugar for SNARKs/CP-SNARKS). For convenience we will use the
following notational shortcuts. We make explicit what the private input of the prover is by
adding semicolon in a relation and in a prover’s algorithm (e.g., R(x;w)). We explicitly
mark relations as “commit-and-prove” by a tilde. We leave the assumed commitment scheme
implicit when it’s obvious from the context. Occasionally, we will also explicitly mark the
commitment inputs by squared box around them (e.g. and we will assume implicitly that
the relation includes checking the opening of these commitments (and we will not make explicit
the openings). We assume that in the commitment the subscript u defines the variable u the
commitment opens to. Analogously the opening for ¢, is automatically defined as o,,. Example:
Rck(, h;r) =1 < h = SHA256(u||r) is a shortcut for Ryc(cy, h;ru,0,) =1 < h =
SHA256 (u||r) A ¢, = Commit(ck, u; 0,,).

Our focus in this work is on building efficient CP-SNARKSs for the following relation
parametrized by an accumulator scheme Acc and parameters ppac.:

~ICILem(, acc; W) =1 < Acc.VfyMem(pp, acc, U, W) =1

In a nutshell, a CP-SNARK for Rg{fm can prove that ¢y is a commitment to a vector of values
such that each of them is in the set accumulated in acc.

The specific notion of knowledge soundness we assume for CP-SNARKS for these relations
is the one where the malicious prover is allowed to select an arbitrary set S to be accumulated
but the accumulator acc is computed honestly from S. Given an accumulator scheme Acc, we
informally talk about this specific notion as “security under the Trusted Accumulator-Model
for Acc”. We do not provide formal details since this model corresponds to the notion of
partial-extractable soundness (see Section 4.2.3). This trusted accumulator model fits several
applications where the accumulator is maintained by the network.

In the next section we recall an interesting byproducts of having modular commit-and-prove
SNARKSs for the relations chrffm.

5.3.2 Composing (commit-and-prove) set-membership relations

The advantage of having CP-SNARKSs for the set-membership relation (rather than just SNARKSs)
is that one can use the composition of section 3.7.3.3 to obtain efficient zZkSNARKs for proving
properties of elements in an accumulated set, e.g., to show that 3U = {uy, ..., u,} such that a
property P holds for U (say, every u; is properly signed) and U C .5, where S'is accumulated
in some acc. In particular, such a zZkSNARK can be obtained via the simple and efficient
composition of a CP-SNARK for Rg{fm (like the ones we construct in our work) and any other
CP-SNARK for P.
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5.4 harisa: Zero-Knowledge CP-SNARK for Batch Set-Membership

In this section we show the construction of a CP-SNARK for the relation Rg{fm defined in
Section 5.3.2, where: the accumulator is the classical RSA accumulator (see Section 3.5.2,
Figure 3.2) where the accumulated elements are prime numbers larger than the 2\-th prime
(1619 for A = 128), and the commitment scheme for the commit-and-prove functionality is
the Pedersen scheme (see Figure 3.1). In section 5.6.1 we discuss how this construction can be
easily extended to accumulate arbitrary elements via an efficient hash-to-prime function.

5.4.1 RSA Accumulators with hiding witnesses

We describe a method to turn a witness W of an RSA accumulator into another witness that
computationally hides all the elements u; it proves membership of. As discussed in Section 5.2
this constitutes the first building block towards achieving a zero-knowledge membership proof
for committed elements.

Let P, ={2,3,5,7,...,p,} be the set of the first n prime numbers. Our method relies on
two main ideas.

First, prover and verifier modify the accumulator acc so as to contain the first 2\ primes

) IL.. i) (I1,. g
by computing acc < acc(H”GP?A pz). Note, acc = g?< ies? ) ( vicr P ) = Accum(pp, S U

Pyy).

Second, we build a randomized witness for X C S as the witness for (X U P) C (S UPyy)
where P is a randomly chosen subset of P, . In more detail, given W, the prover computes W
as follows:

* choose at random 2A bits by, . . ., by <= {0, 1} andlet s := HpieIP’m p?”‘ ands := HpZ'eIP’m p%*bi

« W« Ws = g?(HIiES\X w")'(npie%/\ P bl)_

Essentially, we have s as the product of the randomly chosen primes, 5 as the product of the primes
not chosen, and we denote with p* := Hpi cp,, Di the product of all the first 2\ primes. Finally,
by D5 we denote the distribution of 5, according to the sampling method described above. Note
that s5 = p*. Also, the new witness W could be verified by checking Welleiex @ — a¢c.

Our first technical contribution is proving that this randomization is sufficient. More precisely,
we use a computational assumption over groups of unknown order, called DDH-II, and we show
that under DDH-II W is computationally indistinguishable from a random R <—s G+. We stress
that this hiding property holds only for the value W alone, i.e., when the random subset of Py
is not revealed. As we show later, this is sufficient for our purpose as we can hide the integer s
in the same way as we hide the elements we prove membership of.

In the following section we state and explain the DDH-II assumption. In brief, this is a variant
of the classical DDH assumption where the random exponents follow specific, not uniform,
distributions. Next, we prove that under DDH-II W is computationally indistinguishable from
random.

5.4.1.1 The DDH-II assumption

First, we state the DDH-II assumption, which is parametrized by a generator GGen» (1) of a
group (of unknown order in our case) and by a well-spread distribution WS, (in our case Ds)).
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A distribution WS5), with domain Xy, is called well-spread if Pr[X = z|X <sWSs,] < 272
for each x € A, (Intuition: the elements sampled from this distribution are “sufficiently
random”).

Assumption 1 (DDH-II). Let G, < GGen,(1*) and g, <—sGs. Let WS, be a well-spread
distribution with domain Xy C [1, minord(G-)]. Then for any PPT A:

where x <—sWSsy and y, t s [1, maxord(G-)2*].?°

Our distribution of interest Dy can be shown well-spread: there are 22* outcomes and are
all distinct, 5 = [ [, cp,, p " are distinct since they are different products of the same primes

) . _ o 22 _
i . — .
(no p; can be used twice). It follows that Pr[s <—s D,] = 1/2°* for every §

Remark 14. The constraint that the domain should be in [1, minord(G-)] is for the following
reason: If a sampled x is larger than ord(g-) then in the exponent of g5 a reduction modulo
ord(g-) will implicitly happen leading to a g5 = g{}”/ for some «’ # x. This can turn g7 more
frequently sampled, which can potentially help the adversary distinguish between (g% )¥ and gb.

Different variants of DDH-II have been proven secure in the generic group model [196, 160]
for prime order groups [86, 19]. We can prove it secure for groups of unknown order similarly
with minor technical modifications related to GGM proofs in such groups [87]. In Section 5.7
we present a proofs of security in the GGM.

Remark 15. The need of an at least 2%*-large domain X5y, (and at most 22 probability) for
A security parameter comes from well-known subexponential attacks on DLOG [179, 181].

5.4.1.2 Security Proof of our hiding witnesses

Theorem 16. For any parameters pp + Setup(1%), set S (where S N Pay, = )), R +—s G- and
W computed as described above it holds:

Pr[A(pp, S, W) = 0] — Pr[A(pp, S, R) = 0]| = negl

for any PPT A, under the DDH-II assumption for G, and Ds).

Proof. Call A an adversary achieving a non-negligible advantage € above, i.e.
e := |Pr[A(pp, S, W) = 0] — Pr[A(pp, S, R) = 0]‘ We construct an adversary 53 against DDH-

II that, using adversary A, gains the same advantage. B receives (G, g, g3, g5, gsgrﬂl_b)t),

where 5 <—s Doy and 7, t s [1, maxord(G7)2*]. Then it chooses arbitrarily an element v and

sets S = {u}, pp < (G7,g5)and V = gr?g”(l_b)t. B sends (pp, S, V) to the adversary .A, who
outputs a bit b*. Finally, B outputs b*.

First, notice that g4 is statistically close to a random group element of G-, meaning that A
cannot distinguish pp from parameters generated by Acc.Setup(1*). Furthermore if b = 0 then
V' is again a (statistically indistinguishable element from a) uniformly random group element
of G- therefore Pr[B = 0|b = 0] = Pr[A(pp, S, R) = 0]. On the other hand, if b = 1 then
V=g = W, is a witness of u so Pr[B = 0|b = 1] = Pr[A(pp, S, W) = 0]. Therefore we
conclude that the probability of B to win the DDH-IT is . O

%Since the order of the group is unknown, we cannot efficiently produce uniformly random elements with
y,t <s[1,ord(g)]. However, y, t s [1, maxord(G)2*] still produces statistically close to uniform elements.
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5.4.2 Building Blocks
5.4.2.1 Succinct proofs of knowledge of exponent ( PoKE )

We recall the succinct proofs of knowledge of a DLOG for hidden order groups, introduced by
Boneh et al. [40]. More formally, PoKE is a protocol for the relation

RPKE(A Biz)=1 o A*=B

parametrized by a group of unknown order G- and a random group element g» € G7. The
statement consists of group elements A, B € G+ while the witness is an arbitrarily large x € Z.

Figure 7.6 gives a description of the protocol. For simplicity we directly expose its non-
interactive version (after Fiat-Shamir). Although the interactive version of the protocol is secure
with A-sized challenges its non-interactive version is only secure with 2\-sized challenges, due
to a subexponential attack [39].

Setup(1*) : Prove (crs, A, B; x) :
(G2, g7) + GGen- (1) ¢ < Hprime(crs, A, B)
return crs := (G-, g7) Q« AL#] res 2 mod ¢

return m = (Q, res)

VerProof (crs, A, B,7) :
Parse 7 as (Q, res)
¢ < Hprime(crs, A, B)
Reject if A, B,Q ¢ Go or res ¢ [0,¢ — 1]
Reject if Q°A™* #+ B

Figure 5.1: The succinct argument of knowledge PoKE [40]. Hprime denotes a cryptographic
hash function that outputs a prime of size 2\, modeled as a random oracle.

Remark 16. We note that the proof of fig. 7.6 is not originally secure for arbitrary bases A, but
rather for random ones. For arbitrary bases extra care should be taken, that give a proof of
additional 2 group elements. We wil show that the protocol still suffices for our needs, since we
combine it with a SNARK for the relation res = x mod {. In a nutshell, a POKE for random
bases with a SNARK for res = x mod £ give a succinct proof of knowledge of exponent for
arbitrary bases.

This protocol is succinct: proof size and verifier’s work are independent of the size of z,

O(\) and O(||¢||) = O(\) respectively.

5.4.2.2 CP-SNARK for integer arithmetic relations

We assume an efficient CP-SNARK cpl1™°dithm for the following relation:

chr:(odarithm(’7h7€7]%) =1 < ]%:S-h. H u; +r mod ¢

1€[m]
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Above, u = (uy,...,u,) € Z™ is a vector of integers with a corresponding multi-integer
commitment c,,; 7, s € Z are integers committed with a corresponding multi-integer commitment
csrand €, h € Z, ke [0, ¢ — 1] are (small) integers known as public inputs by both prover and
verifier.

The above relation is equivalent to the integer relation:

Ri{(ithm(7>h7€a]%;CJ) =1« qf-l-];‘:ShHuz—i—r
7

In fact this is how a modulo operation is encoded in a SNARK circuit. g here is a witness given
to the SNARK.?’

5.4.2.3 CP-SNARK for inequalities
We need a CP-SNARK cpl1°°" for the relation (where B is a public integer):

Ry™(cu] B)y=1« /\ ui>B

i€[n]

5.4.3 Our Construction for Batched Set Membership (harisa)

Here we describe our CP-SNARK for the relation Rfﬂfm for RSA accumulators and Pedersen
commitments to vectors of integers. Let us recall the setting in more detail.

Prover and verifier hold an accumulator acc to a set S and a commitment ¢,,. The set’s
domain are prime numbers greater than ps ), the 2\-th prime. The protocol works in the “trusted
accumulator model” (section 5.3.1), which means the set is assumed to be public but the verifier
does not take it as an input, it only uses acc, for efficiency reasons.’®

The prover knows a batch of set elements w = (uq, ..., u,,) that are an opening of the
commitment ¢,,, and its goal is to convince the verifier that all the w;’s are in S. To this end,
we assume that the prover has an accumulator witness IW,, as an input, either precomputed or
given by a witness-providing entity. In this sense, the prover’s goal translates into convincing

the verifier that it has W,, such that W,l;[”‘ % = acc (see also section 5.5 where we further refine
this setting).

We give a full description of the CP-SNARK in Figure 5.2. We refer to the technical overview
(sec. 5.2) for a high-level explanation. Below we provide additional comments.

To begin with, both prover and verifier transform the accumulator acc into acc, the one
corresponding to the same set with the additional small prime numbers from Py.?° Next, the
prover transforms W into a hiding witness as W = W5 via our masking method of section 5.4.1,
and then computes a (Fiat-Shamir-transformed) zero-knowledge 3>-protocol for the accumulator’s
verification W*“" = a¢c. However, since the last message k of the protocol is not succinct, it
computes a PoKE for the relation (aéchR) = (Wu)k (exponent k), which is the verification

equation of the -protocol. The PoKE verification requires a check Q° W]j where £ is supposed

?’For the sake of our general protocol, it is not necessary that ¢ remains hidden. It is only important that the proof
is succinct w.r.t. its size. However, u, s and r should remain hidden.

This is a common consideration in scalable systems. The accumulator to the set is either computed once by the
verifier or validated by an incentivized majority of parties that is supposed to maintain it.

2This operation can also be precomputed, we make it explicit only to show that they can both work with a classical
RSA accumulator as an input.
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tobe & mod £. The last step of the proof is to show that k is not just “some exponent” but it is
exactly » + hsu* mod ¢ with u* being the product of all the «;’s committed in ¢,,. To do so,
the prover generates a proof with the cpM¥™™ CP-SNARK over the commitments ¢, ¢, , (r is
the masking randomness of the >:-protocol sampled in the first move). Also, for soundness we
require that s and r are committed before receiving the random oracle challenge h. Finally, the
prover generates a proof with cpl1°°"™ over the commitment c,, to ensure that the elements are
in the right domain.°

We present our construction in fig. 5.2. This construction is obtained by applying Fiat-Shamir
in the random oracle model (ROM) and additional optimizations to its interactive counterpart
which we describe in the appendix (fig. 5.3).

5.4.4 Security Proof
In fig. 5.3 we describe an interactive version of our construction and prove its security below.

Theorem 17. Let H, Hprime be modeled as random oracles and cpl™modrithm - cprjbound pe
secure CP-SNARKSs. The construction in fig. 5.2 for the relation ]:Ecmkem is a secure CP-SNARK:
succinct, knowledge-sound under the adaptive root assumption, and zero-knowledge under the
DDH-II assumption.

Proof. For succinctness, one can inspect that the proof size is proportional to that of cp1¥ith™

and cpl®®"™ plus some small constant overhead. Similarly for the verifier’s cost. So succinctness
is inherited from succinctness of cpM®i™™ and cpMPound,

The proof for its interactive version (fig. 5.3) is in the appendix, theorem 18. Then knowledge-
soundness and zero-knowledge come directly from the (tight) security of the Fiat-Shamir trans-
formation for constant-round protocols [12], in the random oracle model. O

Theorem 18. Let cplmederithm cpribound pe secyre CP-SNARKS then the construction in fig. 5.3
for the relation R7™ is a secure CP-NIZK: succinct, knowledge-sound under the adaptive root
assumption and zero-knowledge under the DDH-II assumption.

Proof. Succinctness: Comes from inspection and from the assumption that cpl1™%ithm apq

cpMP°'™ are succinct.
(2, M)-Special Soundness: assume that we have a tree of (2, M) successful transcripts, for

M = poly > [ o

{(WU,CSW,R) ,h,f(j), (Q(i), T@S(j)) ,ﬁéj),ﬂéj)}jil

and
{(Wu,cs,r,R) B, 00, (Q(i), rés(j)) ,ﬁ§f>,ﬁ§j>}V1
=
We construct an extractor Ext that works as follows.
Ext uses the extractor of cpM™mdrithm o extract w7, s(7), (), openings of ¢, and c,,,
respectively, such that rest) = sU)R ], ugj ) 4 +) mod £9). From the binding of the com-
mitments we get that () = w50 = 509 rG) = 10" for each transcript ;7 # j’ and

%For the sake of generality we present 72, 73 as distinct proofs. In practice they can be proved by the same
CP-SNARK and save on proof-size.
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Setup (1%, ck, pp) :
crsy Cpl—lmodarithmlsetup(lkjCk’RgLodarithm)
crss < cplP Setup(1*, ck, R2oud)

return crs := (ck, pp, crsg, crss)

Prove (crs, acc, ¢y ; Way, u, 04,)

atc « accllpieray Pi

Letu*ZHui7p*= H Di
i pi€P2x
Sample by, ..., boy <3 {0,1}

Let s := H p?i’ 5= H pllfbi

pi€Pay pi€Pax
Wy — WS
Sample 7 ¢—s {0, 1}IP7II+llull+2x
s < Commitek(s,7;0s,)
R+« W!
h + H(crs||acc||cu\|cs}r\|Wu||R)
k< r+ (u*s)h
1 « NPKE P ((Go, g7), Wy, acc" R; k)
Parse 71 as (@, lAc)
¢ « Hprime((Go, g2), W, acc" R)
Ty 4— cpl™odrithm pry (crs,, Cu, Csry B, L, ki w, 0, S,05.7)
3 < cpl®™ Pry(crss, ¢y, pax; U, 04)

return T = (Wu, R,cq,m1, T2, 773)

VerProof (crs, acc, ¢y, ) :

atc « accllpicray Pi

Parse 7 as (Wu, R, cs M, T2, m3) and my as (Q, fc)

¢ < Hprime((G+, g7), Wy, acc"R)

h < H (crs||acc||cy||cs.r||[Waul|R)

Reject if MP°KE Viy (G-, g), Wy, aec"R, ) # 1
Reject if cplM™ @™ \ify (crsy, co, Co s hy £, by o) # 1
Reject if cpM®™®™ Viy(crss, ¢y, pox, T3) # 1

Figure 5.2: harisa: our scheme for proving set membership of a committed element. We let H
denote a cryptographic hash function modeled as a random oracle.

J,j" € [M], since they refer to the same commitments. So we denote the extracted values as
u, s,r and get:
shHui + 7 =res”) mod ¢, foreach j € [M]
i
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Setup (1)‘,ck, ppACC) :
crsy < cpl™ Setup (14, ck, RAHm)
crsg < cpl®™ Setup(1*, ck, R™"d)

return crs := (ck, ppacc, Crs2, Crss)

P (crs, alc, cy; Way, u, 04, S) V(crs, atc, ¢y,)

Sample by, ..., boy <3 {0,1}

let s := H Pl 5= H plbi

pi€P2x pi€Pax
W +— W3
Sample 7 s {0, 1}Hp [+ [lw™ [+

s.r < Commitey (s, 7;05.)

R+ W!
7T37Wuch,T7R
h<+s{0,1}*
h
k+r+ (SHuz)h
E 3 P22>\
l
k
QeAmees +—k mod/
Ty 4— cpl™e%rithm pry (crs,, [cul, , h, ¢, res)
3 = cpl®™ Prv(crss, ¢y, pax; U, 04
(Q7 7"68)777'2

Accept iff:
1. Q € Gyand res € [0,¢ — 1]
2. Q'Wres = aec" R and
3. cpMmodaithm \/fy (crsy, oy, sy by £, Te8, M) = 1

4. cpPM \/fy(crshound, Cus Pax, T3) = 1

Figure 5.3: Interactive version of our protocol for batch membership.
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Using the Chinese Remainder Theorem we get a k such that
M .
k= shHui 4+ 7 mod HE(])

i j=1

M can be set sufficiently large (but still polynomial-sized) so that H;Vil 00) > sh [, ui+rand

thus k = sh [[; u; + 7 over the integers. Furthermore, k = res() mod ¢\ for each j € [M].
As shown in [40] the fact that for any accepting proof, (£, Q, res), it holds that Q* Wj;es =

accR and k = res mod / (the latter in our case is ensured by the SNARK) then under the

adaptive root assumption we get:

W,’f = aec"R

(we refer to [40] appendix C.2 for the formal reduction).

Then the extractor does the same for the second set of transcripts to get l;:, u, S, 7 such that
Wk = acc"R and k = 5h ][, @; + 7 over the integers. Now since i, 3, * refer to the same
commitment as u, s, (recall that the commitment were sent a priori) from the binding of the
pedersen commitment we get that w = w, § = s, 7 = r, which gives us that k= sh I wi+r.

From the above we have: W,’f — a¢c"R and W}j = aec"R. Combining the two we get that

h—h

& sh[[, wi+r—sh]], ui—r o
Wa Il w iwi=r _ aec &

o) (k) _ o et

From the low order assumption (which is implied by the adaptive root assumption) we get
W{i Miwi _ acc.

Finally, the extractor runs once the extractor of cpl°®™ to get that u; > 2.

To conclude the proof, (2, M )-special soundness implies knowledge-soundness [11].

Zero-Knowledge: Tt comes directly from the standard rewinding-simulation >-method and
the use of the simulators of cpl™medarithm and cprbound, O

5.5 Discussion on the Generation and Maintenance of Accumula-
tor Witnesses

The setting In the previous we presented our zero-knowledge protocol. But zero-knowledge
proof aside, the membership proof computation is already fairly expessive for RSA accumulators.
We consider though that the memberhip proof W is already obtained before computing the
zero-knowledge proof and is just taken as input. There are different scenarios where it is plausible
that users hold precomputed witnesses for their set elements of interest. These scenarios include
for example UTXO-like settings and whitelists (where the elements represent respectively an
unspent transaction and an identity).
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Aggregating witnesses for singletons Consider a party holding a “set of interest” U (the
subset of accumulated elements in which it has a stake to prove set membership). As mentioned
above we assume that each party holds an accumulator witness for each of the elements in U.
When requested to batch prove membership for wy, ..., uy, € U, the party can obtain a single
witness for the whole batch (like the one assumed as input in fig. 5.2) without recomputing it
from scratch. In RSA accumulators, we can in fact apply a process of aggregation among the
witnesses. Aggregation uses Shamir’s trick [192]! and proceeds in a tree-like fashion. For a
batch of size m it consists of roughly m GCD computations, and a similar number of products
and RSA exponentiations with integer inputs of varying size.

Witness generation and maintenance Here we discuss how proving parties can obtain and
maintain witnesses for elements in their set of interest®?.

A straightforward way for a user to obtain a witness to their elements of interest is to precom-
pute it from scratch. For a single witness, this involves performing roughly N exponentiations
with exponents of 256 bits in an RSA group (where IV is the whole set size). There are efficient
ways to reuse work and distribute it in parallel for subsets of elements. The naive approach
to generate a witness requires less than a minute on an ordinary laptop for a set of size 216,
but it can be costly for larger sets. In order to mitigate this, there exist more sophisticated
highly-parallelizable approaches to generate witnesses. For example, those described in Section
4.4 in [168]. As an alternative this can be delegated to a service provider as described for updates
in [40] (notice that the witnesses from this service providers does not need to be trusted and can
be efficiently verified through the standard accumulator verification algorithm).

Does a party need to recompute their witness from scratch if the accumulator (and its under-
lying set) changes over time? Fortunately not. A party observing updates to the accumulators
can update their witnesses cheaply. For example, appending an element x to the set requires
updating the witness by simply exponentiating the old witness to x. Other types of updates (e.g.,
removal of an element) can be handled through Shamir’s trick>?

If a party cannot observe all updates or if the update process is too demanding, this can be
delegate to a (non trusted) service provider as described in [40].

A note on storage: if storing all witnesses for singletons of interests is too demanding, this
can be mitigated through some of the disaggregation & aggregation techniques described in [59]
and storing only witnesses for “chunks” of elements of interest>*. A similar technique can also
be useful to reduce the complexity of handling updates.

31See page 12 in [59].

32Here we provide an overview of techniques that can be useful to make these issues practical. Which approach is
best is something highly sensitive to idiosyncratic aspects of the domain and a full analysis is out of the scope of this
paper.

33 These operations can be concretely inexpensive for meaningful sizes of the subset of interest. For example, we
measure the time required to update 64 witnesses after an element is removed from the set to be around 0.3s on an
ordinary laptop. Performing a similar update in the event of an element being added to the set is even faster.

34The concrete costs for aggregation and disaggregation correspond to the cost of updating witnesses for respectively
deletions and additions of elements since they use the same techniques. See also numbers reported in footnote 33.
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5.6 Extending our CP-SNARK for batch membership

5.6.1 Dealing with sets of arbitrary elements

The scheme described in the section 5.4 works for sets whose elements are suitably large prime
numbers. Working with primes can be a limitation in practical applications. Here we describe
how to get rid of this limitation and can support sets of arbitrary elements, such as binary strings.
The idea is common in previous work and is to use a suitable collision-resistant hash function
that maps arbitrary strings to prime numbers. What is a bit more complicated in our setting is
that in order to prove membership of an arbitrary element, we need to prove the mapping to a
prime.

Thanks to the commit-and-prove modularity of our protocol we can do this extension easily.
This is the same idea used in [31]. Say that the prover holds a commitment ¢ to a vector of binary
strings (4y, . . ., Uy,). To prove the mapping the prover creates a commitment c to the primes
(w1, ..., Un) such that u; = Hprime(;), runs our CP-SNARK with ¢ and adds a proof mHprime
showing that ¢, ¢ commit to elements such that Vi : u; = Hprime(t;). The latter proof can be
generated via a CP-SNARK for this hashing relation. In particular, although a computation of
Hprime involves several computations of a collision resistant hash function until reaching a
prime, for the sake of proving one can use nondeterminism and prove a single hash evaluation
(see [31] for details).

5.6.2 Succinct batch proofs of non-membership

We observe that by using a CP-SNARK for batch membership it is also possible to prove batch
non-membership, if one accumulates sets using an interval-based encoding. The idea is that
the elements of the set S = {x;}; are ordered, z; < z3 < --- < z,,, and the accumulator
actually contains hashes of consecutive pairs u; = H(x;_1, x;). This way, proving that 2 ¢ S
translates into proving that there is an element u; = H(xj_1, z;) in the accumulator such that
xj_1 < x < x;. The idea of interval-based non-membership proofs was introduced by Buldas
et al. in the context of Merkle trees [51].

5.7 Security proof of DDH-II in the generic group model

Here we formally prove that the DDH-II is secure in the generic group model for hidden-order
groups (see Section 3.3.4).

The proof closely follows the one of DDH-II over prime order groups [86] adopting the
hidden order group-GGM techniques of [87].

Useful notation:

» GroupGen(1*) randomized algorithm that samples a hidden order group G with order |G| €
[B,C]

+ o(GroupGen(1?)): maximal probability of the largest prime factor p of the group order.

* B(GroupGen(1*), M): probability that p < M, given an arbitrary integer M.

Assumption 2 (f-DDH-II). Let G < GroupGen(1*) be a hidden order group with 1/ B = negl,
a(GroupGen (1)) = negl and g <—sG. Let {Dy}\ be a family of well-spread distributions

112



CHAPTER 5. ZERO-KNOWLEDGE PROOFS FOR BATCH SET MEMBERSHIP

where the domain of D is [1, B]. Then for any PPT A,

Adv 4 pprr := | Pr[A(g”, g%, 9™) = 0] — Pr[A(g®,¢%,¢") = 0]| =
= negl()),

where 2 <Dy and y, t <s[1, 2*C]
Theorem 19. Assumption 2 holds in the generic group model.

Proof. Let A be a polynomial-time generic adversary making at most ¢ = poly generic oracle
queries. The challenger chooses a random encoding o : G — {0, 1}, where ¢ > log(|G|).
The challenger plays the following game with .A: C chooses oy, . . ., o4 < {0, 1}* (that virtu-
ally correspond to (g, g%, g%, g*¥, g*) resp.). Each group element (and thus its corresponding
encoding) is associated with a polynomial in Z[X,Y, Ty, T}] (the polynomials are actually
over Zg|, however the difference with a game where polynomials are over Z is negligible
since the group is of unknown order (due to the low order assumption)). The challenger for
the rest of the game maintains a list £ of encoding-polynomial pairs, which is initiated as
L= {(1, O'Q), (X, 0'1), (X, 0'2), (To, 0'3), (Tl, 0'4)}.

Then C simulates the generic oracles as follows:

* Group Action: given o;, 0}, C searches the list £, recovers the corresponding polynomials
F;, F; and computes F; + F;. If F; + F; € L then C sends to A the corresponding (of F; + F})
value . Otherwise, samples a random o <—s {0, 1}¢ and responds with this to .A. Also appends
(F; + F;, o)to L.

* Inversion: Similarly, given o, C searches the list £, recovers the corresponding polynomial
F and computes —F'. If —F € L then C sends to A the corresponding (of —F') value o.
Otherwise, samples a random o <—s {0, 1}* and responds with this to .A. Also appends (—F, o)
to L.

« Random element: C chooses a random o s {0, 1}* and responds with this to .A

In all above queries C takes special care so that a new random ¢ doesn’t coincide with an old
o; € L (which anyway happens with negligible probability.

Finally, A outputs a bit b’. Afterwards the challenger samples x <—s D), y, t +s [|G|] and
b<-s{0,1} andsets X :=z,Y =y, T}, := zy, T1_p := t.

It is clear that the simulation of C doesn’t provide any information to .4, except for the
case where two polynomials of £ happen to collide for the randomly chosen instantiation
of the problem (i.e. values x,y,t,b). It remains to show that the probability of such event,
Fi(z,y,zy,t) = Fj(z,y, zy,t) for i, j in the list, is negligible.

First let p be the biggest factor of the order of G and with degree d. Then there is a group H
such that G = Z,,« x H. The random choice of z, y, ¢ is equivalent to as random independent
choice of #', 3/, t' <=5 Z,a and 2", y" 1" <= H. Then if F;(z,y,zy,t) = Fj(x,y, vy,1) over
Z\g) it should also hold that F;(x',y', 2"y, t') = Fj(2',y',2"y',t') mod p". According to [87,
Lemma 3] this probability is at most:

q(qg—1)
2

: (qa(GrOUPGen(IA)) + B(GroupGen(1*), M) + ]\24>

forany 0 < M < min{2=(Px) pl. The q(q—1)/2 factor counts for the different combinations
of 7, j.
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Now if weset 1/M = \/a(GroupGen(1})) then 3(GroupGen(1*), M) < M-a(GroupGen(1*)) =
\/a(GroupGen(1*)) (see [87, Fact 1]). Which gives the overall success probability of .A:

(f%_Ua(Groquen(l’\)) + q(qQ_l)\/Oé(G"OUPGen(l’\))

+q(q — 1)\/a(Groquen(1’\))

which is negligible, since o/(GroupGen(1*)) = negl by assumption and ¢ = poly.
O

Fine-grained security If we set M/ = 2H>(Px) then the final success probability of the
adversary gets

O <q3a +q2a2HOO(DA) I q227Hoo(D,\)>

which gives us the constraints H (D)) > 2X and a < 24X 0 avoid sub-exponential attacks.
The former indicates that the well-spread distribution should have a domain of size at least
22X, The latter holds in all the known hidden order group: if B > 2%* (which is true in all

commonly used hidden order groups) then from the prime number theorem «(GroupGen(1*)) =
2—4)\+10g 4 In2.
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INCREMENTALLY AGGREGATABLE VECTOR COM-
MITMENTS

The results of this chapter appear in a paper under the title "Incrementally Aggregatable Vector
Commitments and Applications to Verifiable Decentralized Storage" published at the ASI-
ACRYPT 2020 conference [59].

6.1 Technical Contributions
The main technical contributions of the chapter are:

* Defining the notion of Incrementally Aggregatable SVCs. We put forth the notion of
incremental aggregation of (sub)Vector Commitments. We formalize the notion providing
proper definitions.

* Precomputation for Incrementally Aggregatable SVCs. To overcome the barrier of gener-
ating each opening in linear time® O, (n), we propose an alternative preprocessing-based
method. The idea is to precompute at commitment time an auxiliary information consisting of
n/ B openings, one for each batch of B positions of the vector. Next, to generate an opening
for an arbitrary subset of m positions, one uses the incremental aggregation property in order
to disaggregate the relevant subsets of precomputed openings, and then further aggregate for
the m positions. Concretely, with this method, in our construction we can do the preprocessing
in time O)(n logn) and generate an opening for m positions in time roughly O (mB logn).

With the VC of [40], a limited version of this approach is also viable: one precomputes an
opening for each bit of the vector in Oy (n log n) time; and then, at opening time, one uses
their one-hop aggregation to aggregate relevant openings in time roughly Oy (m logn). This
however comes with a huge drawback: one must store one opening (of size p(A) = poly(A)
where ) is the security parameter) for every bit of the vector, which causes a prohibitive
storage overhead, i.e., p() - n bits in addition to storing the vector v itself.

With incremental aggregation, we can instead tune the chunk size B to obtain flexible time-
memory tradeoffs.

%We use the notation O, (+) to include the factor depending on the security parameter \. Writing “Oy (t)”
essentially means “O(t) cryptographic operations”.
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» Constructing VCs with incremental aggregation. Turning to realizing SVC schemes with
our new incremental aggregation property, we propose two SVC constructions that work in
hidden-order groups [87] (instantiatable using classical RSA groups, class groups [49] or the
recently proposed groups from Hyperelliptic Curves [94]).

Our first SVC has constant-size public parameters and constant-size subvector openings, and
its security relies on the Strong RSA assumption and an argument of knowledge in the generic
group model. Asymptotically, its efficiency is similar to the SVC of Boneh et al. [40], but
concretely we outperform [40].

For the second construction, we show how to modify the RSA-based SVC of [145] (which in
turn extends the one of [66] to support subvector openings) in order to make it with constant-
size parameters and to achieve incremental aggregation. Compared to the first construction, it
is more efficient and based on more standard assumptions, in the standard model.

+ Efficient Arguments of Knowledge of Subvector Opening. As an additional result, we
propose efficient arguments of knowledge (AoK) with constant-size proofs for our first VC.
The first AoK can prove knowledge of the subvector that opens a commitment at a public set
of positions, and it extends to proving that two commitments share a common subvector. The
second AoK is similar except that the subvector one proves knowledge of is also committed;
essentially one can create two vector commitments C' and C’ together with a short proof that
(' is a commitment to a subvector of the vector committed in C.

An immediate application of our first AoK is a keyless proof of storage (PoS) protocol with
compact proofs. PoS allows a client to verify that a server is storing intactly a file via a short-
communication challenge-response protocol. A PoS is said keyless if no secret key is needed
by clients, a property useful in open systems where the client is a set of distrustful parties
(e.g., verifiers in a blockchain) and the server may even be one of these clients. A classical
keyless PoS is based on Merkle trees and random spot-checks [135], recently generalized to
work with vector commitments [105]. A drawback of this construction is that proofs grow
with the number of spot-checks (and the size of the tree) and become undesirably large in
some applications, e.g., if need to be stored in a blockchain. With our AoK we can obtain
openings of fixed size, as short as 2KB, which is 40x shorter than those based on Merkle trees
in a representative setting without relying on SNARKSs (that would be unfeasible in terms of
time and memory)?.

* Defining VDS. We define VDS as a collection of algorithms that capture all the properties
above; these are the algorithms that can be executed by clients and storage nodes to maintain
the system. A client for a file F' is anyone who holds a digest §  with which it can: verify
retrieval queries, verify and apply updates of F' (that result in forks of 65 into some other
dg+). A storage node for some blocks F; = {F;};cs of a file F' is anyone that in addition to
F stores the digest 6 and a local state sty, with which it can: answer and certify retrieval
queries for any subset of F7; push and certify updates of F' that involve blocks in F7; verify
and apply updates of F from other nodes. Finally, any node can aggregate retrieval certificates
for different blocks of the same file.

In our VDS notion, an update of F' can be: (i) a modification of some blocks, (ii) appending
new blocks, or (iii) deleting some blocks (from the end). In all cases, an update of F' results

%We provide further details in Section 6.6
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into a file 7’ and a new digest d .

In terms of efficiency, in VDS the digests and every certificate (for both retrieval queries or
modifications) are required to be of size at most O(log | F'|); similarly, the storage node’s local
state st, has size at most O(|F7| + log | F'|). In a nutshell, no node should run linearly in the
size of the file (unless it is explicitly storing it in full).

The main security property of a VDS scheme intuitively requires that no efficient adversary
can create a certificate for falsified data blocks (or updates) that passes verification. As an
extra security property, we also consider the possibility that anyone holding a digest 6 can
check if the DSN is storing correctly F' without having to retrieve it. Namely, we let VDS
provide a Proof of Storage mechanism, which we define similarly to Proof of Retrievability
[135] and Proof of Data Possession [10]. Similarly to the case of data retrieval queries, the
creation of these proofs of storage must be possible while preserving the aforementioned
properties of locality and no-central-coordination.

* Constructing VDS. We propose two constructions of VDS in hidden-order groups. Both our
VDS schemes are obtained by extending our first and second SVC scheme respectively, in order
to handle updates and to ensure that all such update operations can be performed locally. In
particular we show crucial use of the new properties of our construction: subvector openings,
incremental aggregation and disaggregation, and arguments of knowledge for sub-vector
commitments (the latter for the first scheme only).

Our two VDS schemes are based on the Strong RSA [18] and Strong distinct-prime-product
root [145], and Low Order [39] assumptions and have similar performances. The second
scheme has the interesting property that the storage node can perform and propagate updates
by running in time that is independent of even its total local storage. Our first scheme instead
supports an additional type of update that we call “CreateFrom”. In it, a storage node holding
a prefix ' of a file I can publish a new digest § corresponding to F” as a new file and
convince any client about its correctness without the need for the client to know neither F’
nor F'37 As a potential use case for this feature, consider a network that is supposed to store
the entire editing history of some data (e.g., one or more files of a Git project); namely the
i-th block of the VDS file contains the data value after the i-th edit (e.g., the i-th Git commit).
Then “CreateFrom” can be used to verifiably create a digest of any past version of the data
(e.g., of a fork at any point in the past). Finally, our approach is not limited to a prefix of the
file but to whatever subset of indices we want to create the new file from.

It is worth noting that by abstracting the ideas of our constructions, other VDS schemes
can be obtained using Merkle trees or RSA accumulators.?® Compared to a Merkle-tree
based solution, we can achieve constant-size certificates for every operation as well as to
(efficiently) support compact proofs of storage without expensive SNARKs® . Compared to
RSA Accumulators, our first VDS scheme takes advantage of our AoK thanks to which it
supports CreateFrom updates and compact proofs of storage.

Finally, we note that VDS shares similarities with the notion of updatable VCs [66] extended

% This can be seen as a deletion that can be performed without holding the blocks to be deleted and is more efficient
to verify when the prefix /" is much smaller than F.

31n fact, a similar idea from RSA accumulators was discussed in [40].

¥1n Merkle trees certificates depend logarithmically on the file size and linearly on the number of blocks (since
they are not aggregatable).
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with incrementally aggregatable subvector openings. There are two main differences. First, in
VDS updates can be applied with the help of a short advice created by the party who created
the update, whereas in updatable VC this is possible having only the update’s description.
The second difference is that in VDS the public parameters must be short, otherwise nodes
could not afford storing them. This is not necessarily the case in VCs and in fact, to the best
of our knowledge, there exists no VC construction with short parameters that is updatable
(according to the updatability notion of [66]) and has incrementally aggregatable subvector
openings. We believe this is an interesting open problem.

6.2 Building Blocks

6.2.1 Succinct Arguments of Knowledge for Hidden Order Groups.

We recall two concrete succinct AoK protocols for the exponentiation relation in groups of
unknown order that have been recently proposed by Boneh et. al. [40]. Both protocols work for
a hidden order group G generated by Ggen in which the adaptive root assumption holds. Also,
they are public-coin protocols that can be made non-interactive in the random oracle model
using the Fiat-Shamir [101] heuristic and its generalization to multi-round protocols [26].

1. Protocol PoE: is an argument system for the following relation:
Rpoe = {((u,w,2) € G* xZ,2) : v* =weG }

PoE is a sound argument system under the adaptive root assumption for Ggen. It is neither
zero-knowledge nor knowledge sound. Its main feature is succinctness, as the verifier can get
convinced about 4* = w without having to execute the exponentiation herself. Moreover the
information sent by the prover is only 1 group element.*°

2. Protocol PoKE: is an argument of knowledge for the following relation, parametrized by a
generator g € G:
RPOKE:{(w,:L‘)EGXZ g =weG }

PoKE is an argument of knowledge that in [40] is proven secure in the generic group model
for hidden order groups [87]. This protocol is also succinct consisting of only 1 group element
and 1 field element in Zyx.

3. Protocol PoKE2: is an argument of knowledge for the following relation, parametrized by a
generator g € G:

RPoKE2={((w,u)€G2,x€Z) cuwt=weG }

PoKE?2 is similar to PoKE but it is secure for arbitrary bases « chosen by the adversary, instead
of bases randomly sampled a priori as in PoKE. Similarly, it is an argument of knowledge in
the generic group model for hidden order groups and is also succinct, with a proof consisting
of 2 group elements and 1 element of Z,».

“40Technically, this protocol is not succinct as there is no witness and the verifier must read and process the exponent
x; however, verification is still more efficient than running the full exponentiation.
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6.3 Vector Commitments with Incremental Aggregation

In this section, we recall the notion of vector commitment with subvector openings [66, 145, 40]
and then we formally define our new incremental aggregation property.

Vector Commitments with Specializable Universal CRS. The notion of VCs defined above
slightly generalizes the previous ones in which the generation of public parameters (aka common
reference string) depends on a bound 7 on the length of the committed vectors. In contrast, in
our notion Setup is length-independent. To highlight this property, we also call this primitive
vector commitments with universal CRS.

Here we formalize a class of VC schemes that lies in between VCs with universal CRS
(as defined above) and VCs with length-specific CRS (as defined in [66]). Inspired by the
recent work of Groth et al. [127], we call these schemes VCs with Specializable (Universal)
CRS. In a nutshell, these are schemes in which the algorithms Com, Open and Ver work on
input a length-specific CRS pp,,. However, this pp,, is generated in two steps: (i) a length-
independent, probabilistic setup pp < Setup(1*, M), and (ii) a length-dependent, deterministic
specialization pp,, < Specialize(pp, ). The advantage of this model is that, being Specialize
deterministic, it can be executed by anyone, and it allows to re-use the same pp for multiple
vectors lengths.

Definition 28 (VCs with Specializable CRS). A VC scheme VC has a specializable CRS if
there exists a DPT algorithm Specialize(pp, n) that, on input a (universal) CRS pp generated
by Setup(1*, M) and an integer n = poly(\), produces a specialized CRS pp,, such that the
algorithms Com, Open and Ver can be defined in terms of algorithms Com*, Open* and Ver*
as follows:

» Com(pp,v) sets n := |v|, runs pp,, < Specialize(pp,n) and (C*, aux*) «+— Com*(pp,,, v),
and returns C' := (C*,n) and aux := (aux*,n).

« Open(pp, I, y,aux) parses aux := (aux*,n), runs pp,, < Specialize(pp,n) and returns
w; < Open*(pp,,, I, y, aux*).

 Ver(pp,C, I,y,nr) parses C := (C*,n), runs pp,, + Specialize(pp, n) and returns
Ver*(pp'fm C*v Ia Yy, 771)-

Basically, for a VC with specializable CRS it is sufficient to describe the algorithms Setup,
Specialize, Com*, Open™ and Ver*. Furthermore, a concrete advantage is that when working
on multiple commitments, openings and verifications that involve the same length n, one can
execute pp,, < Specialize(pp, n) only once.

6.3.1 Incrementally Aggregatable Subvector Openings

In a nutshell, aggregation means that different proofs of different subvector openings can be
merged together into a single short proof which can be created without knowing the entire
committed vector. Moreover, this aggregation is composable, namely aggregated proofs can be
further aggregated. Following a terminology similar to that of aggregate signatures, we call this
property incremental aggregation (but can also be called multi-hop aggregation). In addition to
aggregating openings, we also consider the possibility to “disaggregate” them, namely from an
opening of positions in the set / one can create an opening for positions in a set K C I.
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We stress on the two main requirements that make aggregation and disaggregation non-trivial:
all openings must remain short (independently of the number of positions that are being opened),
and aggregation (resp. disaggregation) must be computable locally, i.e., without knowing the
whole committed vector. Without such requirements, one could achieve this property by simply
concatenating openings of single positions.

Definition 29 (Aggregatable Subvector Openings). A vector commitment scheme VC with
subvector openings is called aggregatable if there exists algorithms VC.Agg, VC.Disagg working
as follows:

VC.Agg(pp, (I,vr, 1), (J,v5,75)) = TK takes as input two triples (I,vr, 1), (J,v5,77)
where I and J are sets of indices, v; € M and vy E MV are subvectors, and 7; and
7 j are opening proofs. It outputs a proof 7 that is supposed to prove opening of values in
positions K =1 U J.

VC.Disagg(pp, I, vy, n1, K) — 7 takes as input a triple (I, vy, 1) and a set of indices K C
1, and it outputs a proof wx that is supposed to prove opening of values in positions K.
The aggregation algorithm VC.Agg must guarantee the following two properties:

Aggregation Correctness. Aggregation is (perfectly) correct if for all A € N, all honestly gener-
ated pp < Setup(1*, M), any commitment C and triple (I, vy, 77) s.t. Ver(pp, C, I, v, 77) =
1, the following two properties hold:

1. for any triple (J, v, ) such that Ver(pp,C, J,vs,7y) = 1,
Pr [Ver(pp,C’, K,vg,mx) =1 : mg < VC.Agg(pp, (I,vr,77), (J, ’UJ,TF]))] =1
where K = I U J and v is the ordered union vy of vy and v y;
2. for any subset of indices K C I,
Pr [Ver(pp, C, K, vk, mx) =1 : mx < VC.Disagg(pp, I, vr, 71, K)] =1

where v = (v3,)iek, for vr = (viy, ... ’”im)'

Aggregation Conciseness. There exists a fixed polynomial p(-) in the security parameter such
that all openings produced by VC.Agg and VC.Disagg have length bounded by p(\).

We remark that the notion of specializable CRS can apply to aggregatable VCs as well. In this
case, we let VC.Agg™ (resp. VC.Disagg*) be the algorithm that works on input the specialized
pp,, instead of pp.

6.4 Applications of Incremental Aggregation

We discuss two general applications of the incremental aggregation property of vector commit-
ments.

One application is generating subvector openings in a distributed and decentralized way.
Namely, assume a set of parties hold each an opening of some subvector. Then it is possible
to create a (concise) opening for the union of their subvectors by using the VC.Agg algorithm.
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Moreover, the incremental (aka multi-hop) aggregation allows these users to perform this
operation in an arbitrary order, hence no coordination or a central aggregator party are needed.
This application is particularly useful in our extension to verifiable decentralized storage.

The second application is to generate openings in a faster way via preprocessing. As we
mentioned in the introduction, this technique is useful in the scenario where a user commits to a
vector and then must generate openings for various subvectors, which is for example the use
case when the VC is used for proofs of retrievability and IOPs [40].

So, here the goal is to achieve a method for computing subvector openings in time sub-linear
in the total size of the vector, which is the barrier in all existing constructions. To obtain this
speedup, the basic idea is to (A) compute and store openings for all the position at commitment
time, and then (B) use the aggregation property to create an opening for a specific set of positions.
In order to obtain efficiency using this approach it is important that both steps (A) and (B) can
be computed efficiently. In particular, step (A) is challenging since typically computing one
opening takes linear time, hence computing all of them would take quadratic time.

In this section, we show how steps (A) and (B) can benefit from disaggregation and aggre-
gation respectively. As a preliminary for this technique, we begin by describing two generic
extensions of (incremental) aggregation (resp. disaggregation) that support many inputs (resp.
outputs). Then we show how these extended algorithms can be used for committing and opening
with preprocessing.

6.4.1 Divide-and-Conquer Extensions of Aggregation and Disaggregation

We discuss how the incremental property of our aggregation and disaggregation can be used to
define two extended versions of these algorithms. The first one is an algorithm that can aggregate
many openings for different sets of positions into a single opening for their union. The second
one does the opposite, namely it disaggregates one opening for a set / into many openings for
partitions of 1.

6.4.1.1 Aggregating Many Openings

We consider the problem of aggregating several openings for sets of positions /1, . .., I, into a
single opening for U;nzl I;. Our syntax in Definition 29 only considers pairwise aggregation.
This can be used to handle many aggregations by executing the pairwise aggregation in a
sequential (or arbitrary order) fashion. Sequential aggregation might however be costly since
it would require executing VC.Agg on increasingly growing sets. If f,(k) is the complexity
of VC.Agg on two sets of total size k, then the total complexity of the sequential method is
> its f(Z{;ll |1;| + |1;|), which for example is quadratic in m, for f,(k) = ©(k).

In Fig. 6.1, we show an algorithm, VC.AggManyToOne, that is a nearly optimal solution for
aggregating m openings based on a divide-and-conquer methodology. Assuming for simplicity
that all /;’s have size bounded by some s, then the complexity of VC.AggManyToOne is given
by the following recurrence relation:

T(m) = 2T (%) + fals-m)

which for example solves to O(s - mlogm) if f,(n) € O(n), or to O(s - mlog(sm)logm) if
fa(n) € ©(nlogn).
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VC.AggManyToOne(pp, (1;, ’U[j,ﬂ'j)je[m})

1: if m =1returnm;

2: m' < m/2

3: L+ U;-"Z/lfj7 R« UL, 115,

7z, < VC.AggManyToOne(pp, (I;,v1,, ;) j=1,....m")
7R + VC.AggManyToOne(pp, (I}, vr;, T5) j=m/+1,....m)
mrur < VC.Agg(pp, (L,vr,7L), (R, VR, TR))

return Ty R

VC.DisaggOneToMany(pp, B, I, vy, 7y)

N oy o A

1: if n=|I| = Breturnm;

2: n' <+ n/2

3: L+ Ulyij, R UM, 00,

7}, < VC.Disagg(pp, I, vr, 7, L)

7y < VC.Disagg(pp, I, v, 71, R)

7y, < VC.DisaggOneToMany(pp, B, L, v, 7})
mr < VC.DisaggOneToMany(pp, B, R, vg, T5)

c© N o b

return 7y ||7g

Figure 6.1: Extensions of Aggregation and Disaggregation

6.4.1.2 Disaggregating from One to Many Openings

We consider the problem that is dual to the one above, namely how to disaggregate an opening
for a set I into several openings for sets Iy, ..., I, that form a partition of /. Our syntax in
Definition 29 only considers disaggregation from one set I to one subset K of /. Similarly to
the aggregation case, disaggregating from one set to many subsets can be trivially obtained via
a sequential application of VC.Disagg on all pairs (I, I;). This however can be costly if the
number of partitions approaches the size of I, e.g., if we want to disaggregate to all the elements
of I.

In Fig. 6.1, we show an algorithm, VC.DisaggOneToMany, we show a divide-and-conquer
algorithm for disaggregating an opening for a set I of size m into m’ = m/B openings, each
for a partition of size B. For simplicity, we assume that m is a power of 2, and B | m.

Let f4(]1]) be the complexity of VC.Disagg. Then the complexity of VC.DisaggOneToMany
is given by the following recurrence relation:

T(m) = 2T (%) 4 2fa(m)2)

which for example solves to ©(m log(m/B)) if f4(n) € ©(n), or to ©(m log mlog(m/B)) if
fa(n) € ©(nlogn).

6.4.2 Committing and Opening with Precomputation

We present a construction of committing and opening algorithms (denoted VC.PPCom and
VC.FastOpen respectively) that works generically for any SVC with incremental aggregation

123




CHAPTER 6. INCREMENTALLY AGGREGATABLE VECTOR COMMITMENTS

and that, by relying on preprocessing, can achieve fast opening time.

Our preprocessing method works with a flexible choice of a parameter B that allows for
different time-memory tradeoffs. In a nutshell, ranging from 1 to n, a larger B reduces memory
but increases opening time while a smaller B (e.g., B = 1) requires larger storage overhead but
gives the fastest opening time.

Let B be an integer that divides n, and let n’ = n/B. The core of our idea is that, during
the commitment stage, one can create openings for n’ = n/B subvectors of v that cover the all
vector (e.g., B contiguous positions). Let 7p,, ..., mp , be such openings; these elements are
stored as advice information.

Next, in the opening phase, in order to compute the opening for a subvector v; of m positions,
one should: (i) fetch the subset of openings 7 p, such that, for some S, I C U P, (i) possibly
disaggregate some of them and then aggregate in order to compute ;.

To give a very general example of the above process, assume one has stored 7y 5y and
T(3,4,5) and is asked for 7, 33, then she has to compute first 7 and 73 by disaggregating 7y 23
and 73 4 5y respectively, and then aggregate them to 75 3;. Below are two more examples in

picture:

v1 v2 U3 V4 s

B=2[1JoJoJo 1 JtJrJofaJiJtJr]frJoJ1iJojJoJoJoJ]o]
{12} {34} {5}

~ p(A) - n/2 bits in opening advice

v Vo v3 vy Vs
B=n: 1 JO0JoJo[1J1[1JoJ1J1J1]tr1]JoJ1JofJoJoJoJ]o]
T41,2,3,4,5}

p(A) bits in opening advice

The two algorithms VC.PPCom and VC.FastOpen are described in detail in Fig. 6.2.

In terms of auxiliary storage, in addition to the vector v itself, one needs at most (n/B)p(\)
bits, where p(\) is the polynomial bounding the conciseness of the SVC scheme. In terms of time
complexity, VC.PPCom requires one execution of Com, one execution of Open, and one ex-
ecution of VC.DisaggOneToMany, which in turn depends on the complexity of VC.Disagg;
VC.FastOpen requires to perform (at most) |\S| disaggregations (each with a set |/;| such
that their sum is |7])*!, and one execution of VC.AggManyToOne on |S| openings. Note that
VC.FastOpen’s running time depends only on the size m of the set I and size B of the buckets
P;, and thus offers various tradeoffs by adjusting B.

More specific running times depend on the complexity of Com, Open, VC.Agg, and VC.Disagg
of the given SVC scheme. See Appendix 6.10 for these results for our construction.

6.5 Our Realizations of Incrementally Aggregatable Vector Com-
mitments

In this section we describe our new SVC realizations.

“I'Note that for B = 1 the disaggregation step can be skipped.
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VC.PPCom(pp, B, v)

(C,aux) < Com(pp,v)
7" < Open(pp, [n], v, aux)
7 < VC.DisaggOneToMany(pp, B, [n], v, 7")

aux® = (71, ..., T, V)

a A W N =

return C, aux™
VC.FastOpen(pp, B, aux*, I)

1: LetP;:={(j—1)B+i:i€[B]},Vjen]
2: Let]:={i1,...,im}

3: Let S minimal set s.t. U P; DI
jes
4: forjeSdo:
5: I < INP
6: m; < VC.Disagg(pp, Pj,vp;, 7, I;)
7: endfor
8: m < VC.AggManyToOne(pp, ((I;,vr1;,7}))jes)

9: return my

Figure 6.2: Generic algorithms for committing and opening with precomputation.

6.5.1 Our First SVC Construction

An overview of our techniques. The basic idea underlying our VC can be described as a
generic construction from any accumulator with union proofs. Consider a vector of bits v =
(v1,...,vy,) € {0,1}". In order to commit to this vector we produce two accumulator, Accy and
Accy, on two partitions of the set S = {1, ...,n}. Each accumulator Acc; compresses the set of
positions ¢ such that v; = b. In other words, Acc, compresses the set S_, := {i € S : v; = b}
with b € {0, 1}. In order to open to bit b at position 7, one can create an accumulator membership
proof for the statement 7 € S}, where we denote by S}, the alleged set of positions that have value
b.

However, if the commitment to v is simply the pair of accumulators (Accy, Accy) we do not
achieve position binding as an adversary could for example include the same element ¢ in both
accumulators. To solve this issue we set the commitment to be the pair of accumulators plus a
succinct non-interactive proof mg that the two sets So, Si they compress constitute together a
partition of S. Notably, this proof 74 guarantees that each index 7 is in either Sy or Sy, and thus
prevents an adversary from also opening the position ¢ to the complement bit 1 — b.

The construction described above could be instantiated with any accumulator scheme that
admits an efficient and succinct proof of union. We, though, directly present an efficient
construction based on RSA accumulators [?, 18, 57, 152, 40] as this is efficient and has some
nice extra properties like aggregation and constant-size parameters. Also, part of our technical
contribution to construct this VC scheme is the construction of efficient and succinct protocols
for proving the union of two RSA accumulators built with different generators.
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Setup(1?) : run G <—s Ggen(1*), g1, g2, g3 <G, set crs := (G, g1, g2, g3)-
Prover’s input: (crs, (Y, C), (a,b)). Verifier’s input: (crs, (Y, C)).

V — P: £ +sP(1,2%)

P—V:m:=((Qy,Qc), 4, ry) computed as follows

* (da, B qc) < (La/t], [b/L], [ab/t])
s (rq,mp) < (@ mod £,b mod /)

* (Qv,Qc) = (91"93" 957)

V(ers, (Y, C), ¢, m):

» Compute 7, < 14 -7 mod £
* Output 1 iff ro, 7 € [(] A Qég’l"“g;b =Y A Qéggc =C

Figure 6.3: PoProd; protocol

6.5.1.1 Succinct AoK Protocols for Union of RSA Accumulators

Let G be a hidden order group as generated by Ggen, and let g1, g2, g3 € G be three honestly
sampled random generators. We propose a succinct argument of knowledge for the following
relation

RPoProdg = {((Y7 C)v (avb)) € G2 X Z2 Y = 9(11912) NC = ggb }

Our protocol (described in Fig. 6.3) is inspired by a similar protocol of Boneh et al. [40], PoDDH,
for a similar relation in which there is only one generator (i.e., g1 = g2 = g3, namely for DDH
tuples (g%, g°, g?°)). Their protocol has a proof consisting of 3 groups elements and 2 integers
of A bits.

As we argue later PoProds is still sufficient for our construction, i.e., for the goal of proving
that C' = g5 is an accumulator to a set that is the union of sets represented by two accumulators
A=g{and B = gg respectively. The idea is to invoke PoProd, on (Y,C) withY = A - B.

To prove the security of our protocol we rely on the adaptive root assumption and, in a
non-black-box way, on the knowledge extractability of the PoKRep and PoKE protocols from
[40]. The latter is proven in the generic group model for hidden order groups (where also the
adaptive root assumption holds), therefore we state the following theorem.

Theorem 20. The PoProd; protocol is an argument of knowledge for Rpoprod, in the generic
group model.

Proof. For ease of exposition we show a security proof for a slight variant of the protocol
PoProd,. Then, towards the end of this proof we show that security of this variant implies
security for our protocol. We let PoProd,’ be the same protocol as PoProd, with only difference
that the prover computes also 7. < 7, - 7, (mod ¢) and sends 7. in the proof, and the verifier V
checks in the verification if 7. = 7, - 7, (mod /).

Let A" = (A}, A)) be an adversary of the Knowledge Extractability of PoPrody’ such that:
((Y,C),state) < Aj(crs), Aj(crs, (Y, C),state) executes with V(crs, (Y, C')) the protocol
PoProd,’ and the verifier accepts with a non-negligible probability e. We will construct an
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extractor £’ that having access to the internal state of A} and on input (crs, (Y, C'), state), outputs
a witness (a, b) of Rp,p,oq,’ With overwhelming probability and runs in (expected) polynomial
time.

To prove knowledge extractability of PoProd,” we rely on the knowledge extractabil-
ity of the protocol PoKRep from [40], which is indeed implicit in our protocol. More pre-
cisely, given a PoProd,’ execution between A’ and V, (¢, Qy, Q¢ 7a,7s, ), £ constructs
an adversary Ay = (Ay,, Ay,1) of PoKRep Knowledge Extractability and, by using the
input and internal state of A}, simulates an execution between Ay and V: Ay, outputs
(crsy, Y, state) := ((G, g1, g2), Y, state), Ay outputs (Qy,7q4,7p). It is obvious that if the
initial execution is accepted by V so is the PoKRep execution. From Knowledge Extractability
of PoKRep we know that there exists an extractor £ corresponding to Ay; that outputs (a, b)
such that g{g5 = Y. Additionally, it is implicit from the extraction that a = 7, (mod ¢) and
b =1, (mod ¢) (for more details we refer to the Knowledge Extractability proof of PoKRep in
[40]). So, £ uses &y and gets (a, b). Similarly, it simulates PoKE for g§ = C, uses the extractor
&, and gets c.

As one can see, the expected running time of £’ is the (expected) time to obtain a successful
execution of the protocol plus the running time of the 2 extractors: % +te, +te, = poly(A).

Now what is left to prove to conclude our theorem is to show that the extracted a, b, ¢
are such that a - b = ¢ with all but negligible probability. To this end, we observe that we
could run £’ a second time using a different random challenge ¢'; by using again Ey, £ (after
simulating the corresponding PoKRep and PoKE executions) we would get a’, V/, ¢ such that
g'gy =Y = gigh, 9§ = C = g5. We argue that a = o/, b = V' and ¢ = ¢ holds over
the integers with overwhelming probability under the assumption that computing a multiple
of the order of the group G is hard (such assumption is in turn implied by the adaptive root
assumption). If such event does not hold one can make a straightforward reduction to this
problem. Therefore, we proceed by assuming that from the two executions we have a = d/,
b =V, and c = ¢ over the integers. Moreover, since both executions are accepted we have
r, =11, (mod ') = ¢ =d -V (mod ¢') = ¢ =a-b (mod ), but £ was sampled
uniformly at random from P(\) after a, b, c were determined. So a - b = ¢ over the integers,
unless with a negligible probability < #{faaﬂl,r,? Ao)f'abfc} < p‘%{/\(i\‘) = negl(\).

Finally, it is trivial to reduce the Knowledge Extractability of PoProd> to Knowledge
Extractability of PoProd,’. Let a generic adversary A against the Knowledge Extractability
of protocol PoProd, such that the verifier accepts with a non-negligible probability €, we
can construct a generic adversary A’ against Knowledge Extractability of PoPrody’, so that
the verifier accepts with the same probability. .A’ runs the crs < Setup(1*) algorithm and
sends crs to A. The adversary A outputs ((Y, C'), state) < Ap(crs) and sends it to A, which
outputs as it is. Then .4} interacts with V in the protocol PoProd,’ (as a prover) and at the
same time with A; in PoProd; (as a verifier). After receiving ¢ from V it forwards it to
Ai. Ay answers with 7 == ((Qy,Qc¢),7a, 7). A} computes 7. < 7,7, mod ¢ and sends
= ((Qy,Qc),Ta, T, 7c) to V. The verifier V accepts 7’ with the same probability that a
verifier of PoProd, would accept 7 since 7. = r,7r;, mod £ in both cases. From Knowledge
Extractability of PoProd,” we know that there is an extractor £’ that outputs a witness (a, b).
Then £ = £’ is a valid extractor for PoProds. ]

In Appendix 6.9 we give a protocol PoProd that proves g¢ = A A g5 = B instead of
g%g5 =Y (i.e., a version of PoDDH with different generators). Despite being conceptually
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simpler, it is slightly less efficient than PoProds, and thus use the latter in our VC construction.

Hash to prime function and non-interactive PoProd,. Our protocols can be made non-interactive
by applying the Fiat-Shamir transform. For this we need an hash function that can be modeled
as a random oracle and that maps arbitrary strings to prime numbers, i.e., Hprime : {0,1}* —
P(1,22%)*. A simple way to achieve such a function is to apply a standard hash function
H: {0,1}* — {0,1}* to an input y together with a counter 4, and if p, ; = H(y, ) is prime
then output p, ;, otherwise continue to H(y, ¢ + 1) and so on, until a prime is found. Due to
the distribution of primes, the expected running time of this method is O(\), assuming that H’s
outputs are uniformly distributed. We do not insist, though, in the previous or any other specific
instantiation of Hprime in this work. For more discussion on hash-to-prime functions we refer
to [115, 55, 84, 40, 168].

6.5.1.2 Our First SVC Construction

Now we are ready to describe our SVC scheme. For an intuition we refer the reader to the
beginning of this section. Also, we note that while the intuition was given for the case of
committing to a vector of bits, our actual VC construction generalizes this idea to vectors where
each item is a block of k bits. This is done by creating 2k accumulators, each of them holding
sets of indices 7 for specific positions inside each block v;.

Notation and Building Blocks. To describe our scheme we use the notation below:

« Our message space is M = {0, 1}*. Then for a vector v € M™, we denote with i € [n] the
vector’s position, i.e., v; € M, and with j € [k] the position of its j’th bit. So v;; denotes the
j-th bit in position .

* We make use of a deterministic collision resistant function PrimeGen that maps integers to
primes. In our construction we do not need its outputs to be random (see e.g., [40] for possible
instantiations).

* As a building block, we use the PoProd, AoK from the previous section.
* PartndPrimeProd(1,y) — ((ar1,b1,1), ..., (ark, brx)): givenaset of indices I = {iy, ...,

im} C [n] and a vector y € M, this function computes

m

m
(al7j7b-[7j) = H pila H pzl fOl‘jZl,,k
lzliyl]':() lzllyljzl
where p; < PrimeGen () for all i.

Basically, for every bit position j € [k], the function computes the products of primes that
correspond to, respectively, 0-bits and 1-bits.

In the special case where I = [n], we omit the set of indices from the notation of the outputs,
i.e., PartndPrimeProd([n], v) outputs a; and b;.

2As pointed out in [39], although for the interactive version of such protocols the prime can be of size A, the non-
interactive version requires at least a double-sized prime 2, as an explicit square root attack was presented. Notably,
even in the interactive version a 2*/2-attacker would still be able to succeed in breaking knowledge-soundness with
272 probability, with a A-sized prime.
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* PrimeProd(I) — w;: given a set of indices /, this function outputs the product of all primes
corresponding to indices in /. Namely, it returns u; := [ [;.; pi. In the special case I = [n],
we denote the output of PrimeProd([n]) as wy,.

Notice that by construction, for any I and y, it always holds a; ; - by ; = uy.

SVC Scheme. Below we describe our SVC scheme and then we show its incremental aggrega-

tion.

Setup(1*,{0,1}*) — pp generates a hidden order group G <+ Ggen(1*) and samples three gen-
erators g, go, g1 < G. It also determines a deterministic collision resistant function PrimeGen
that maps integers to primes.

Returns pp = (G, g, 9o, 91, PrimeGen)

Specialize(pp,n) — pp,, computes u,, < PrimeProd([n]) and U,, = ¢g"~, and returns pp,, <
(pp, Uy). One can think of U, as an accumulator to the set [n].

Com*(pp,,, v) — (C*,aux*) does the following:
1. Compute ((a1,b1),..., (ak, bg)) < PartndPrimeProd([n], v); next,
forall j € [k] compute A; = g;’ and B; = gll’j

One can think of each (A4;, B;) as a pair of RSA accumulators for two sets that constitute a
partition of [n] done according to the bits of vy, ..., v,;. Namely A; and B; accumulate
the sets {i € [n] : v;; = 0} and {i € [n] : v;; = 1} respectively.

2. For all j € [k], compute C; = A; - B; € G and a proof wé]rgd + PoProd;,.P(pp,
(C;,Uy), (aj,b;)). Such proof ensures that the sets represented by A; and B; are a partition
of the set represented by U,,. Since U,, is part of the CRS (i.e., it is trusted), this ensures the

well-formedness of A; and B;.

Return C* := ({Al, By, ..., Ay, B}, {ﬂ'r(jgd, ...,Wéljgd}> and aux* := v.
Open*(pp,,, I, y,aux*) — m proceeds as follows:

* let J = [n] \ I and compute ((as1,b71), -, (ask, bsk)) < PartndPrimeProd(J, v );
« forall j € [k] compute
Trji=go" and Apy = g,
Notice that aj; = a; /a 1jand by; = b; / br ;. Also I'r ; is a membership witness for the set
{i1 € I - y;; = 0} in the accumulator A;, and similarly for Ay ;.
Return 77 == {77 1,..., 71} < {11, A11), - Tre, Arg)}

Ver*(pp,,, C*,I,y,m1) — b computes ((ar1,br1),...,(ark, brk)) using
PartndPrimeProd(I, y), and then returns b <— bacc A bproq Where:

k
bae < N\ (75 = 4,0 877 = B;) (6.1)
j=1
k .
bprod N\ (PoProdg.V(pp, (4, - Bj,Un),wF(,{gd)) (6.2)
j=1
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Remark 17. For more efficient verification, Open* can be changed to include 2k (non-interactive)
proofs of exponentiation PoE (which using the PoKCR aggregation from [40] add only k el-

ements of G). This reduces the exponentiations cost in Ver*. As noted in [40], although the

asymptotic complexity is the same, the operations are in Z2»x instead of G, which concretely

makes up an improvement.

The correctness of the vector commitment scheme described above is obvious by inspection
(assuming correctness of PoProd>).

Incremental Aggregation. Here we show that our SVC scheme is incrementally aggregatable.

VC.Disagg(pp, I, vy, 1, K) — 7. Let L := I'\ K, and vy, be the subvector of v; at positions
in L. Then compute {ay, j,br ;}jer < PartndPrimeProd(L,vy,), and for each j € [£] set:

ar,,j br,j
FKv.j(_FI,j]’ AKJ'(—ALJ-J

and return 7 = {7‘(}(’1, ce >7TK,k} = {(FKJ, AKJ), RN (FK7k, AK,k:)}
VC.Agg(pp, (I,vr,m1), (J,v5,my) = 7k = {(Tr1, Ax ), Cror, Axp) b

1. Let L:=INJ.If L #{,set I’ =1\ L and compute 7. < VC.Disagg(pp, I, v, 71, I');
otherwise let 7y = 7y.

2. Compute {ay j, by ;} e + PartndPrimeProd(I’, vy/) and
{asj,b14}jek) < PartndPrimeProd(J,v,).

3. Parse mp = {(I'p ;, AI,J)}?:P my={Ts,, AJJ‘)}‘I;ZI, and for all j € [k], compute

FKJ‘ <— ShamirTrick(FpJ, FJ,jv a[/’j, CL‘]’j),
AKj — ShamiI‘TI‘iCk(A[/J, AJ’]‘, b[/,j, bJ,j).

Note that our algorithms above can work directly with the universal CRS pp, and do not need
the specialized one pp,,.

Aggregation Correctness. The second property of aggregation correctness (the one about
VC.Disagg) is straightforward by construction:
if we let {aKJ,bK’j}je[k} < PartndPrimeProd(K, v ), then ar; = arj - ak j, and thus
Aj =T} =T757 % = T (and similarly for Ag ;).

The first property instead follows from the correctness of Shamir’s trick if the integer values
provided as input are coprime; however since I’ N J = (), ay j and a s ; (resp. by ; and by ;) are
coprime unless a collision occurs in PrimeGen.

Efficiency. We summarize the efficiency of our construction in terms of both the computational
cost of the algorithms and the communication (CRS, commitment and openings size). For this
analysis we consider an instantiation of PrimeGen with a deterministic function that maps every
integer in [n] into a unique prime number, which can be of « = logn bits.

Our scheme is presented in order to support vectors of length n of k-bits-long strings. We
summarize efficiency in terms of £ and n. However, we note that & is actually only a parameter
and our scheme can work with any setting of vectors v of length IV of ¢-bits long strings. In this
case, it is sufficient to fix an arbitrary & that divides ¢ and to spread each v; € {0,1}¢ over £/k
positions. For example, for £ = 1 with have n = N/ and thus the prime size is o = log(N¥).
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Setup. In terms of computation, Setup generates the group description and samples 3 generators,
while Specialize computes one exponentiation in G with an (n«)-long integer. The CRS consists
of 3 elements of G, and the specialized CRS (for any n) is one group element.

Committing. Committing to a vector v € ({0, 1}*)" requires about k exponentiations with an
(nav)-long integer each. A commitment consists of 4k elements of G and 2k integers in Zg2x.

Opening. Creating an opening for a set I of m positions has about the same cost of committing,
and the opening consists of 2k group elements. Using the PoE to make verification more efficient
(see Remark 17) would (naively) result to 4k elements. However, as described in [40], many
PoE’s for coprime exponents can be aggregated into a single group element. In our case, applying
this optimization would result to k£ group elements for all the PoE’s, which totally gives 3%
group elements for an opening.

Verification. Verifying an opening for set I requires about & exponentiations with (m - «)-bit
integers (resp. 4k exponentiations with A-bit integers, 2k multiplications in G and O(km«)
multiplications in Zq2x, when using PoE) to check equation (6.1), plus 5k exponentiations with
2\-bit integers and 3k multiplications in G to verify PoProd, proofs in equation (6.2).

Aggregation and Disaggregation. Disaggregation requires 2k exponentiations with ((|I] —
| K'|)a)-bit integers, while aggregation requires 2k computations of ShamirTrick that amount
to O(k(|I] + |J|)a) operations in G. From this, we obtain that VC.AggManyToOne and
VC.DisaggOneToMany take time O(ksm log ma) G and O(kmlog(m/B)a) G, respectively.

Commitment and Opening with Precomputation. Finally, let us summarize the costs of com-
mitting and opening with preprocessing obtained by instantiating our method of Section 6.4.2.
The preprocessing VC.PPCom takes time O(knalog(n/B)). The opening requires comput-
ing at most |S| < m disaggregation, each taking time O(k«a(|P;j| — |1;])), for a total of
O(ka(|S|B — |I])), followed by the aggregation step that counts O(ka|S|log|S|). So, in
the worst case VC.FastOpen takes O(k - m - a(log(m) + B — 1)) operations of G.

Security. The security of our SVC scheme, i.e., position binding, can be reduced to the Strong
RSA and Adaptive root assumptions in the hidden order group G used in the construction and to
the knowledge extractability of PoProds.

A bit more in detail the steps of the proof are as follows. Let an adversary to the position
binding output (C, I, y, w,y’, 7’). First from knowledge extractability of PoProd; it comes
that A;B; = gfj ggj and ¢%% = U, = g"». However, this does not necessarily means that
ajb; = u, over the integers and to prove it we need the Low Order assumptions, under which it
holds. Afterwards we prove that since A;B; = g;” ggj no different proofs 7, 7’ for the same
positions can pass the verification under the strong RSA assumption, which is the core of our
proof. The main caveat of the proof is that instead of knowing that A; = g;” and B; = ggj we
know only that A;B; = g}’ g;’". The former case would directly reduce to RSA Accumulator’s
security (strong RSA assumption). For this we first need to prove an intermediate lemma (lemma
14) which shows that specifically for our case A;B; = g?" ggj is enough, since the choice of the
primes p; in the exponent is restricted to a polynomially bounded set.

Theorem 21 (Position-Binding). Let Ggen be the generator of hidden order groups where the
Strong RSA and Low Order assumptions hold, and let PoProd, be an argument of knowledge
for Rpoprod,. Then the subVector Commitment scheme defined above is position binding.
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Proof. To prove the theorem we use a hybrid argument. We start by defining the game G as
the actual position binding game of Definition 12, and our goal is to prove that for any PPT A,
Pr[Go = 1] € negl(\).

Game Gj:
Go = PosBind{\c(\)

pp + Setup(1*, M)
(C. 1,y,my',7") < A(pp)
b Ver(pp,C,I,y,m) =1Ay #y AVer(pp,C, I,y ,7') =1

return b

Lemma 10. For any PPT A in game G there exists an algorithm £ and an experiment G
such that
Pr[Gy = 1] < Pr[G; = 1] + negl())

Proof. By construction of Com, the commitment C returned by the adversary .4 in game G
contains k proofs of PoProd,, and by construction of Ver if G returns 1 all these proofs verify.
It is not hard to argue that for any adversary .4 playing in game G| there is an extractor £ that
outputs the k witnesses {a;, b; } jc[x-

Game G is the same as G except that we also execute &, which outputs {a;, b;} jc[], and
we additionally check that U,, = g% for all j € [k]. Below is a detailed description of G in
which we “open the box” of the VC algorithms.

Gy

pp < Setup(1*, M); bad; « false
({4;, By, wéfid}je[k],n),f,y, (T, Ar}iemy ¥ ATT;» AL j}iew) < Alpp)

{aj,b;}jcm + E(pp)
Uy, < PrimeProd(n); U, + g"»

k
borod = J\ (PoProda.V(pp, (4; - B;, Un), 7)) )

j=1

k

buwir /\ Aj -Bj = ggjng NU, = g% bs
j=1

if bprod = 1 A byir = 0 then bad; < true

{ar;.br;}c < PartndPrimeProd(7, y); {a7;, < PartndPrimeProd (7, y’)

/

Lj}je[k]
k

b= bproa A J\ (FIJ&”" = Aj ANAL = Bj) ANy # YA

j=1
k

T i = A AN, P = B,

1 - 1,y -
j=1

if bad; = true then b <+ 0

return b

Clearly, the games G and (G; are identical except if the flag bad; is raised true, i.e.,
Pr[Go = 1] — Pr[G; = 1] < Pr[bad; = true]. However, the event in which bad; is set true is
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the event in which one of the witnesses returned by the extractor is not correct. By the knowledge
extractability of PoProd, we immediately get that Pr[bad; = true] € negl()). O

Game G5: is the same as (1 except that G outputs 0 if there is an index j such that U,, = g%
but u,, # a; - b;. Precisely, if this happens a flag bad; is set true and the outcome of the
experiment is 0. See below for the detailed description of G.

G2

pp < Setup(1*, M); bad;, bady « false
({Ajv Bja ﬂ-g(zd}jE[k]a ’fl)7 I7 Yy, {Fl,jy AI,j}jE[k]7y/7 {F/I,ja Al[,j}je[k]) — A(pp)
{aj,b5}jemw < E(pp)

Up, < PrimeProd(n); U, + g""

k
bprod /\ (PoProdz.V(pp, (A; - B;,Up), W,()fgd))

j=1
k
bwir < \ Aj - B; = gy’ g;° AU, = g%t
j=1
if bprod = 1 A byt = 0 then bad; < true
k
bcol — /\ Up = Q5 - bj
j=1

if bprod = 1 Abeoy = 0 then bady <+ true

{akj’b[ni}je[k] + PartndPrimeProd(1,y); {af , }7j}je[k] < PartndPrimeProd (7, y')
k
b+ bp’rod A\ /\ (F[’jal‘j = AJ‘ N Aj,jbl’j = Bj) ANy 75 yl/\
j=1

A (r7,% = 4,887, = B))

=1

if bady = true V bady, = true then b+ 0

return b
Lemma 11. If the Low Order assumption holds for Ggen, then Pr[G; = 1] — Pr[Gy = 1] <
negl(\).

Proof. Clearly, G; and GG proceed identically except if bads is set true. We claim that
Pr[bads = true] is negligible for any .4, £ running in G. If this event happens, one indeed
obtains an integer v = u,, — a; - bj suchthat g* =1 € G, whereg # land 1 < v < gpoly(A)
and solves the Low Order problem. O

Game (73: is an experiment that can be seen as a simplification of Gs.
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G3

pp + Setup(1*, M)
(v, {4, B}, Ly AT15: A1 }iew)» ¥ AT AT Yiew) < A'(pp)
{aj.bj},cip  PartndPrimeProd([n], v)

{aLj’bI’j}jE[k] < PartndPrimeProd(1, y); {ale’b/IJ}je[k-] < PartndPrimeProd (7, y')
k k
b+ /\(Aj -Bj =gy’ ¥ /\ (FI,jC”’j =A; ANAp; = Bj) Ny #Y'A
j=1

j=1

k
A (1557 = 4, A0, = B))

Jj=1
return b

First, we show the following lemma that relates the probability of winning in (G5 with that
of winning in Gbs.

Lemma 12. For any (A, £) running in G there is an A’ running in G5 such that Pr[Gy =
1] = PI’[Gg = 1]

Proof. We build A’ from (A, £) as follows. On input pp, A" executes

({4;, Bj, W;(;ic),d Yiewys ™) Ly A5, ArgYjew, ¥'s AT'T j AT Hew) < Alpp) and {a;, b;} e
+ &(pp). Next, A’ reconstructs a vector v € ({0,1}*)" from the set {a;, bj}jelr)- This can
be done by setting v;; = 0 if p; | a; and v;; = 1if p; | b;, where p; <— PrimeGen(%) (in case
both or neither cases occur, abort). Finally, A’ runs all the checks as in game G5, and if Go
would output 1, then A’ outputs (v, {4;, Bj}ien: I, Y, {T'1, Arj}iemw) Y5 AL j» AT Hielr)s
otherwise A’ aborts.

To claim that Pr[G2 = 1] = Pr[G3 = 1], we observe that whenever G2 returns 1 it is the
case that aj - bj = u,, = [[;, p; for all j € [k]; therefore A’ never aborts. O

Game G4 this is the same as game G5 except that the game outputs 0 if during any com-
putation of lines 3 and 4 it happens that PrimeGen (i) = PrimeGen(¢’) for distinct ¢ # i’. It
is straightforward to show that the probability of this event is bounded by the probability of
finding collisions in PrimeGen, i.e., that under the collision resistance of PrimeGen it holds
Pr[Gs = 1] — Pr[G4 = 1] € negl(N).

To conclude the proof of our Theorem, we prove that any PPT adversary can win in G4 with
only negligible probability assuming that the strong RSA assumption holds in G.

Lemma 13. If the strong RSA assumption holds for Ggen, then for every PPT adversary A’
running in game G4 we have that Pr|G4 = 1] € negl()).

Proof. For the proof, we rely on the following lemma that defines a computational problem that
we prove it is implied by the Strong RSA assumption.

Lemma 14. Let Ggen be a hidden order group generation algorithm where the strong RSA
assumption holds and PrimeGen a deterministic collision resistant function that maps integers to
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primes. Then for any PPT adversary A and any n = poly(\), the probability below is negligible:

G + Ggen(\)

uf = gg - gb
. 90, 91 +— G

Pr AptaVvpth)
Au € GA(a,b) €Z>Ape S

: € [(A\
S = {pi < PrimeGen(i)};"; negl(})

(uapa a, b) < A(Gv 90, 91, S)
We proceed assuming that the lemma holds; its proof is deferred to the end.
Suppose by contradiction the existence of a PPT adversary A" such that Pr[G4 = 1] = ¢

with € non-negligible. Below we show how to construct an adversary B that uses .4’ in order to
solve the problem of Lemma 14 with probability e.

* B(G, go, g1) samples a random g <—s G, determines a PrimeGen as in Setup, sets
pp < (G, g, 90, g1, PrimeGen), and runs .4 on input pp.

* A(pp) responds with a tuple (v, {A;, Bj}jc); I, y, 7, ¢, 7).

* BB computes {a;, bj}je[k} + PartndPrimeProd([n], v),
{a[7j7b]7j}j€[k] + PartndPrimeProd(7, y) and
{af ;b7 ;}jew < PartndPrimeProd(7, y') as in game G3.

« If A’ wins the game then we have that all the following conditions holds:

k k
y#y, /\ (Flu‘a” = AjAAL = BJ‘) =1\ (F'Lja” = Aj NA T = Ba’) =1
j=1 j=1

k
. bs
N5 B; =5 g).
j=1

From y # y’ we get that there is at least one pair of indices [ € [m] and j € [k] such that
Yi; # yj;- Say wlog that y;; = 0 and y;; = 1. Also, if we parse I = {i1, ..., i}, we let
i = i; € [m]. So we fix these indices ¢ and j, and let p; = PrimeGen() be the corresponding
prime.

Notice that by construction of PartndPrimeProd (and since we assumed no collision occurs
in PrimeGen) we have that either p; { a; or p; 1 b; holds. Additionally, by our assumption that
yi; = 0 and ygj = 1, the following holds: p; | as ;, p; 1 br j, pi 1 a’I’j, pi | bl[,j'

From the other condition on the validity of the proofs, 3 can compute two group elements
I', A such that I'"* = A; and AP = B;.

Combining this with the condition 4, - B; = gy’ - glfj , we have that (T'- A)Pi = g7 - glfj )

« Bsetsw = I'- A and outputs the tuple (w, pi, aj, bj).

From all the above observations, if A" makes game G return 1, then the tuple returned by B
is a suitable solution for the problem of Lemma 14, which in turn reduces to the Strong RSA
assumption. 0
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By combining all the lemmas we have that any PPT adversary has at most negligible
probability of breaking the position binding of our SVC scheme. O

Proof of Lemma 14. Suppose that fora PPT adversary .4 the above probability is a non-negligible
value e. We will construct an adversary B that breaks strong RSA assumption with a non-
negligible probability. B takes as input (G, g). We denote as G 4 the game defined in lemma
(parametrized by an adversary .A). We define two different reductions:

Reduction 1. In reduction 1 the adversary B breaks strong RSA assumption only in case where
the adversary .4 outputs a tuple (u, p, a, b) such that p | a (and thus from assumption p 1 b) and
fails otherwise. BB proceeds as follows.

B(G, g) samples 7 < [1, 2*maxord(G)], where maxord(G) is the upper bound of the order
of G outputted by Ggen(1*) (see Section 3.3), and sets gy <— g7, g1 < ¢. B runs A on input
(G, go, g1). y is sampled from a large enough domain so that ¢” is statistically close to a uniformly
distributed gy from G hence g, g1 are indistinguishable to two uniformly random elements of G.
A(G, go, g1, S) responds with a tuple (u, p, a, b) and sends it to 5. We condition our analysis
on the event p | a, meaning that 53 stops in case p 1 a.

Assume that u? = g3 - g A(p | aAptb) Au € GA (a,b) € Z> Ap € S then we will show
that B can break the strong RSA assumption. We argue that p | a leads to ged(p, ya + b) = 1.
Let ged(p,ya + b) # 1, meaning that ged(p,ya + b) = p,thenp | ya+b = va+b =10
(mod p). However, p | @ = a = 0 (mod p). From the two previous facts we infer that b = 0
(mod p) = p | b, hence p | a A p | b, which is a contradiction. Therefore, assuming that
ged(p,ya + b) = 1, B uses the extended Euclidean algorithm to compute («, /) such that
ap + B(ay + b) = 1. We know that u? = gdg} = g+ = u = g%fb hence it follows that

ap+B(ay+b)=1 ay+b
gt/r =g — = gaJ“B = g% - u”. Finally, B outputs (¢* - u?, p) which is a valid

strong-RSA solution.

Reduction 2. In reduction 2 the adversary B breaks strong RSA assumption only in case where
the adversary A outputs a tuple (u, p, a, b) such that p { a and fails otherwise.

B(G, g) samples 7 s [1, 2*maxord(G)], where maxord(G) is the upper bound of the order
of G outputted by Ggen(1*) (see Section 3.3), defines S := {p; <+ PrimeGen(i)}", and
prod < [[;", p; and sets go < g, g1 < g"Pd. Bsends (G, go, g1) to .A. 7 is sampled from a
large enough domain so that g7 is statistically close to a uniformly distributed g; from G hence
9o, g1 are indistinguishable to two uniformly random elements of G. A(G, go, g1, .S) responds
with a tuple (u, p, a, b) and sends it to 3. We condition our analysis on the event p t a, meaning
that 3 stops in case p | a.

Assume that u? = g8 - g AptaAu € GA (a,b) € Z> Ap € S then we will show
that B can break the strong RSA assumption. We argue that gcd(p, a + byprod) = 1. Let
ged(p, a + byprod) # 1, meaning that ged(p, a + byprod) = p, then p | a + byprod =
a + byprod = 0 (mod p). However, prod includes p (p € S) we know that p | byprod =
byprod = 0 (mod p). From the two previous facts we infer that a = 0 (mod p) = p | a

which is a contradiction. B uses the extended Euclidean algorithm to compute (¢, 3) such that
a+byprod
ap + B(a + byprod) = 1. We know that u? = gdg® = gt"P°d = 4y = g »  hence it
ap+B(a+byprod)=1 a+5 a-+b~yprod
= p

follows that ¢'/? = g »
which is a valid strong-RSA solution.

— ¢ - u”. Finally, B outputs (¢ - u”, p)

136



CHAPTER 6. INCREMENTALLY AGGREGATABLE VECTOR COMMITMENTS

To conclude the proof, notice that:

Pr(Ga=1] =Pr[Ga=1|p|a]Pr[p|a] + Pr[Ga=1|pta]Pr[ptd]
< PrlGa=1lp|a]+Pr[Ga=1lp1ad

The reductions 1 and 2 described above show that under the strong RSA assumption Pr[G 4 =
1|p | a] and Pr[G 4 = 1|p 1 a] respectively are negligible. Hence, we have that Pr[G4 = 1] €
negl(\), which concludes the proof. O

On concrete instantiation. Our SVC construction is described generically from a hidden order
group G, an AoK PoProd,, and a mapping to primes PrimeGen. The concrete scheme we
analyze is the one where PoProd; is instantiated with the non-interactive version of the PoProd>
protocol described in Sec. 6.5.1.1. The non-interactive version needs a hash-to-prime function
Hprime. We note that the same function can be used to instantiate PrimeGen, though for the sake
of PrimeGen we do not need its randomness properties. One can choose a different mapping to
primes for PrimeGen and even just a bijective mapping (which is inherently collision resistant)
would be enough: this is actually the instantiation we consider in our efficiency analysis. Finally,
see Section 3.3 for a discussion on possible instantiations of G.

We note that by using the specific PoProds protocol given in Sec. 6.5.1.1 we are assuming
adversaries that are generic with respect to the group G. Therefore, our SVC is ultimately
position binding in the generic group model.

6.5.2 Our Second SVC Construction

In this section we propose another SVC scheme with constant-size parameters and incremental
aggregation. This scheme builds on the SVC of [145] based on the RSA assumption, which in
turn extends the VC of [66] to support subvector openings. Our technical contribution is twofold.
First, we show that the SVC of [66, 145] can be modified in order to have public parameters and
verification time independent of the vector’s length. Second, we propose new algorithms for
(incremental) aggregation and disaggregation for this SVC.

Our second SVC Construction. Let us start by giving a brief overview of the [66] VC scheme
and of the basic idea to turn it into one with succinct parameters and verification time. In brief,
in [66] a commitment to a vector v is C' = S7* - - - Sp», where each S; := gHJ'E[”l\U} ¢ with
g € G arandom generator and e; being distinct prime numbers (which can be deterministically
generated using a suitable map-to-primes). The opening for position ¢ is an element A; such that
A" - 8P = C and the key idea is that such A; is an e;-th root that can be publicly computed as
long as one does it for the correct position ¢ and value v;. Also, as it can be seen, the element .S;
is necessary to verify an opening of position ¢, and thus (S1, . .., S, ) were included in the public
parameters. Catalano and Fiore observed that it might be possible to remove the .S;-s from pp if
the verifier opts for recomputing \S; at verification time at the price of linear-time verification.

Our goal is to obtain constant-size parameters and constant-time verification. To do that we
let the prover compute .S; and include it in the opening for position <. To prevent adversaries
from providing false .S;’s, we store in the public parameters U,, = gnie["] “ (i.e., an accumulator
to all positions) so that the verifier can verify the correctness of S; in constant-time by checking
S = U,. This technique easily generalizes to subvector openings.
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In the following, we describe the scheme in details and then propose our incremental
aggregation algorithms. To simplify our exposition, we use the following notation: for a set of
indices I C [n], e; := [ ], e; denotes the product of all primes corresponding to the elements
of I, and S} := gHiG[n]\f “ = g\ = Urlb/ ! (which is a generalization of the former S;),
where, we recall, the ¢;’s are defined from the pp.

Setup(1*,4,n) — pp generates a hidden order group G < Ggen(1*) and samples a generator
g < G. It also determines a deterministic collision resistant function PrimeGen that maps
integers to primes.

Returns pp = (G, g, PrimeGen)

Specialize(pp,n) — pp,, computes n (¢+1)-bit primes ey, ..., ey, e; < PrimeGen(i) for each
i € [n], and U,, = ¢°I"! and returns pp,, < (pp, Uy ). One can think of U,, as an accumulator
to the set [n].

Com(pp,v) — (C,aux) Computes for each i € [n], S; - g°"I\{i} and then C' < S7* ... S}»
and aux < (v1,...,vy).

Open(pp, I,y,aux) — m; Computes for each j € [n] \ I, S;/ef — ¢°mN\uul)) and S;

g\ and then
1/er

e T (s =TT s
J=1,5¢1 j=1,j¢I

Returns 77 := (S7,Ar)

Ver(pp,C,I,y,m) — b Parse m; := (Sr,A), and compute S; = S;I\{i} — UM for every
1 € 1. Return 1 (accept) if both the following checks hold, and 0 (reject) otherwise:

S =U, A C=AF ]S
el

The correctness of the above construction holds essentially the same as the one of the SVC of

[66, 145] with the addition of the .S; elements of the openings, whose correctness can be seen
by inspection (and is the same as for RSA accumulators).

Incremental Aggregation. Let us now show that the SVC above has incremental aggregation.
Note that our algorithms also implicitly show that the RSA-based SVC of [145] is incrementally
aggregatable.

VC.Disagg(pp, I, vy, nr, K) — 7 Parse my := (Sy, As). First compute Sx from Sy, Sk
S;I\K, and then, forevery j € I\ K, x; = S%ej, e.g., by computing x; S;I\(KU{”).
Return 7x := (Sk, Ax) where

A= A T N
JENK
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VC.Agg(pp, (I,vr,71), (J,v5,7))) = 7 Parse my := (S, As) and similarly 7 ;. Also, let
K = I'U J, and assume for simplicity that I N .J = {) (if this is not the case, one could simply
disaggregate 7y (or m) to p\ s (OF ™1\ 1))-

First, compute S < ShamirTrick(Sr, Sy, er, es). Next, compute ¢; < S;J\{j} = S}/ej
for every j € J, and similarly ¢; < S;I\“} = S}/ “ for every ¢ € I. Then compute

A A
p[<—7[. and (o J

v
[jes ¢y

HiEI wzvl

Return 7 := (Sk, Ax) where Ag < ShamirTrick(pr, 07, er,€7).

Aggregation Correctness. It follows from the correctness of Shamir’s trick and by construction.
In Aggregation and disaggregation Sk ’s correctness is straightforward, so we emphasize on
Ak . For the disaggregation algorithm:

” oK
Ag = A;I\K. H X3 = H S . H (5’1/6‘()%
’ J J J
JEN\K j=1,j¢1 JjENK
= H SYi : H Y
J J
j=1j¢1 JENK
" 1/ex
v;
- H S’
J=1j¢K

which is a valid opening for the K -subvector. And for the aggregation algorithm:

1/6[ 1/6J
Af

n A n
e e B | B B R R I |
HJGJ ¢j j=1,j¢IUJ Hjel wj j=1,j¢Jul

SO

Ak := ShamirTrick(pr,0,er,ey)

1 1
N /er n /eq
. . V4 Vi
= ShamirTrick H SjJ , H Sj] yE€I,EeJ
j=1,¢I10J j=1,j¢JuIl
1 1
n erey n €ruJ
- v o vj
(I os) - 1w
]:1,j¢IUJ ]:17]$IU‘]

which is a valid opening for the (I U .J)-subvector.

Efficiency. We summarize the efficiency of this construction in terms of both the computational
cost of each algorithm and the communication. For the analysis we consider an instantiation of
PrimeGen with a deterministic function that maps every integers in [n] into an ¢-bit prime number.
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Also, we observe that the algorithms described above may have different implementations: while
straightforward instantiations may lead to a complexity quadratic in the (sub)vector’s length, in
what follows we discuss more efficient ways that keeps the complexity quasilinear. For this, we
often rely on the MlultiExp algorithm described in [40]. On input an integer n, and two vectors
a € G" and x € Z", MultiExp(n, a, x) is a divide-and-conquer algorithm that computes

T1%, o /" where 2* = [[", =;, and it does it in time O(n log n), instead of a naive O(n?).

Setup. Setup generates a group description and samples one random group element, while
Specialize computes one exponentiation with an (¢ - n)-bits integer. Both the universal and the
specialized CRS consist each of 1 element of G.

Committing. Committing to a vector v € ({0,1}*)" can be done in time O(¢ nlogn) by
using the MultiExp algorithm from [40], i.e., C' +— MultiExp(n, ., €) where o; = g** and
e; = PrimeGen (7). The commitment is a single element of G.

Opening. An opening for a set I of m positions consists of two group elements, and it can
be computed as follows. First, compute S; through the exponentiation ¢g°\’ which requires
O(¢(n — m)) group operations, and then compute A; in a way similar to committing, i.e.,
A; + MultiExp(n, o, x), where n' = n —m, & = (¢"7) jein\1» T = (€j) je[n)\1» Which
takes time O(¢(n — m) log(n — m)).

Verification. Verifying an opening for I of size m requires two exponentiations with an (¢m)-bits
long integer (S7’ and A}"), and the computation of [[,.; S¢* can be done in time O(¢mn log m)
by running MultiExp(m, a, ) with a = (SY',..., S¥™) and & = (e;)ie;-

Aggregation and Disaggregation. Disaggregation can be computed in time O (¢(|I|—|K]|) log(|Z|—
|K|)) in a way similar to verification: two exponentiations with an ¢(|I| — | K|)-bits long in-
teger each, and an invocation of MultiExp((|I| — |K|), o, ), with & = (S}’ )jer\x and

— CI\(Ku{j}) Vi
T = (€j)jenx, to compute [ [, xSy AR

Aggregation can be computed in time O(¢mlogm) where m = max(|I|,|J|) as fol-
lows. Two invocations of ShamirTrick, each requiring two exponentiations with (¢m)-
bits long integers, to compute Sk and Ax, and two invocations of MultiExp to compute
HjE J qﬁgj and [[,.; ¢;" respectively. From this, we obtain that VC.AggManyToOne and
VC.DisaggOneToMany take time O(¢mlog®m) G and O(¢mlogmlog(m/B)) G, respec-
tively.

Commitment and Opening with Precomputation. Finally, let us summarize the costs of commit-
ting and opening with preprocessing obtained by instantiating our method of Section 6.4.2. The
preprocessing VC.PPCom, with parameter B, requires O(¢nlognlog(n/B)) operations of G
and produces a storage advice of 2n/B group elements. The opening requires computing at
most |S| < m disaggregation, each taking time O (¢(|P;| — |1;|) log((|P;| — |Z;]))), for a total
of O(¢(|S|B — |I|)1og(]S])), followed by the aggregation step that counts O(¢|S|log? |S|). So,
in the worst case VC.FastOpen takes O(£ - m - (log?(m) + B — 1)) operations of G.

Security. For the security of the above SVC scheme we observe that the difference with the
corresponding [145] lies in the generation of S;’s. In [145] they are generated in the trusted
setup phase, thus they are considered “well-formed” in the security proof. In our case, the S;’s
are reconstructed during verification time from the S that comes in the opening 7; which can
(possibly) be generated in an adversarial way. However, in the verification it is checked that
S7! = U, where U = g°I"l is computed in the trusted setup. So under the Low Order assumption
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we get that S; has the correct form, S; = ¢°n/¢1 = ¢°\I | with overwhelming probability.
Except for this change, the rest reduces to the position binding of the [145] SVC.

Theorem 22 (Position-Binding). Let Ggen be the generator of hidden order groups where the
Low Order assumption holds and the [145] SVC is position binding. Then the SVC scheme
defined above is position binding.

Proof. We start by defining the game G as the actual position binding game of Definition 12,
and our goal is to prove that for any PPT A, Pr[Go = 1] € negl()):

Game G
Go = PosBind{\c(\)
pp + Setup(1*, M)
(C Ly, my' 7') + Alpp)
b+ Ver(pp,C,I,y,m) =1Ay #y AVer(pp,C,I,y/,7") =1

return b

More specifically pp := (G, g, PrimeGen), 7 := (Sr, A7), ' := (S}, A}) and

b:SffzUnAC:A?HSf”Ay:y’/\S}e’ZUnACZA’f’HSZ{y"
el el

where S; = §7"\" and S/ = 57"\ for each i € I.

Now let G; be the same as above except for the outputted by the adversary Sy and S7 it
holds that S; = g°"\f = S7. The S}! = U,, = S}el checks are not done in the verification (as
they are redundant):

Game G1:
Gy

pp « Setup(1*, M)

(Cv Ly, (Sla AI)v ylv (S;v AII)) — A(pp)
if S; # g°"\T or S} # g°I"I\T then abort

be C=A7 TL (57 ny =y nC=np T ()"
iel i€l

return b
Then Pr[Gy = 1] < Pr[G1 = 1]+ negl(A). In Gy, S}’ = U,, = g°I"l. Assume that S7 # g°I\!
then g°"\l = S, hence S’ = S} = (S;15%)” = 1. Since Sj is efficiently computable
and e; < 2P°Y(N) this constitutes a solution to the Low Order problem for the hidden order
group. The previous happens only with negligible probability under the Low Order assumption.
The same holds for S’. Notice that it follows that S; = S; = gIn\{i}.

Let G5 be the same as above except the adversary receives e; «+— PrimeGen(i) and S; =
g\ for each ¢ € [n], together with the parameters:

Game Go:
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Ga
(G, g, PrimeGen) + Setup(l’\, M)

e; < PrimeGen(i); S; = gllictni © for each i € [n]
(Cv I, Y, AI» y/v A/I) +— A (G7 9, PrimeGenv {Sz}ze[n])

b C=A [ S ny=y' AC =N T[S"
i€l icl

return b

It is straightforward that Pr[G; = 1] = Pr[G2 = 1] and furthermore Gy is identical to the
position binding game of the [145] SVC scheme and according to the hypothesis Pr[G2 = 1] =
negl(\). O]

As showed in [145], their SVC is position binding under the strong Distinct-Prime-Product
Root assumption in the standard model. We conclude that the above SVC is position binding
in hidden order groups where the Low Order and the Strong Distinct-Prime-Product Root
assumptions hold.

6.5.3 Comparison with Related Work

We compare our two SVC schemes with the recent scheme proposed by Boneh et al. [40] and
the one by Lai and Malavolta [145], which extends [66] to support subvector openings.43 We
present a detailed comparison in Table 6.1, considering to work with vectors of length N of
£-bit elements and security parameter \. In particular we consider an instantiation of our first
SVC with £k = 1 (and thus n = N - /).

Setup Model. [40] works with a fully universal CRS, whereas our schemes have both a universal
CRS with deterministic specialization, which however, in comparison to [66, 145], outputs
constant-size parameters instead of linear.

Aggregation. The VC of [40] supports aggregation only on openings created by Open (i.e., it
is one-hop) and does not have disaggregatable proofs (unless in a different model where one
works linearly in the length of the vector or knows the full vector). In contrast, we show the
first schemes that satisfy incremental aggregation (also, our second one immediately yields a
method for the incremental aggregation of [145]). As we mention later, incremental aggregation
can be very useful to precompute openings for a certain number of vector blocks allowing for
interesting time-space tradeoffs that can speedup the running time of Open.

Efficiency. From the table, one can see that our first SVC has: slightly worse commitments size
than all the other schemes, computational asymptotic performances similar to [40], and opening
size slightly better than [40]. Our second SVC is the most efficient among the schemes with
constant-size parameters; in particular, it has faster asymptotics than our first SVC and [40]
for having a smaller logarithmic factor (e.g., log(N — m) vs. log(¢NN)), which is due to the
avoidance of using one prime per bit of the vector. In some cases, [66, 145] is slightly better,
but this is essentially a benefit of the linear-size parameters, namely the improvement is due to
having the S;’s elements already precomputed.

“We refer to [40] to see how these schemes compare with Merkle trees.
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When considering applications in which a user creates the commitment to a vector and
(at some later points in time) is requested to produce openings for various subvectors, our
incremental aggregation property leads to use preprocessing to achieve more favorable time
and memory costs. In a nutshell, The idea of preprocessing is that one can precompute and
store information that allows to speedup the generation of openings, in particular by making
opening time less dependent on the total length of the vector. Our method in Section 6.4.2
works generically for any SVC that has incremental aggregation. A similar preprocessing
solution can also be designed for the SVC of [40] by using its one-hop aggregation; we provide
a detailed description of the method in Appendix 6.10. The preprocessing for [40] however has
no flexibility in choosing how much auxiliary storage can be used, and one must store (a portion
of) a non-membership witness for every bit of the vector.

Even in the simplest case of B = 1 (shown in Table 6.1) both our SVCs save a factor /¢ in
storage, which concretely turns into 3 x less storage.

Furthermore we support flexible choices of B thus allowing to tune the amount of auxiliary
storage. For instance, we can choose B = /N so as to get 2¢/N|G| bits of storage, and
opening time about O (¢m log n(y/n +logm)) and O(m(y/n + log? m)) in the first and second
scheme respectively. Our flexibility may also allow one to choose the buckets size B and their
distribution according to applications-dependent heuristics; investigating its benefit may be an
interesting direction for future work.

Metric Our First SVC \ [40] \ [66, 145]
Setup
Setup 0(1) 0(1) o(1)
Ippl 3 |G| 1|G| 1G]
Specialize O(£- N -log(¢N)) G — O(f-N-logN) G
[N |G| — N |G|
Commit a vector v € ({0,1}))N
Com O(£- N -log(¢N)) G O(f- N -1og({N)) G O(-N)G
1] 41G| +2 |Zy| |G| L|G|
Opening and Verification for v; with [I| =m
Open O - (N —m)-log(¢N)) G O(f- (N —m)-log(¢{N)) G O - (N —m)-mlogm)G
|1 4 |G| 51G[+ 1|Zg] L|G|
Ver O(m - £-10g(¢N)) Zor + O(X) G | O(m - £ -10g({N)) Zgr + O(N) G Oo(-m)G
Commitment and Opening with Precomputation
Com O -N -log(¢-N)-log(N))G | O(¢-N -log(¢-N)-log(N))G o(¢-N?)
|aux| O(N) |G| O(N) |G+ O(£ - N)|Zy| O(N) |G|
Open O(m - £ -log(m)log(¢N)) G O(m - £ -log(m)log({N)) G O(m - £ -log(m)) G
Aggregation Incremental One-hop Incremental
Disaggregation Yes No Yes

Table 6.1: Comparison between the SVC’s of [40], [145] and this work (including our incremental
aggregation for [145]); our contributions highlighted in gray. We consider committing to a vector
v € ({0,1}%)" of length IV, and opening and verifying for a set I of m positions. By ‘O(z) G’
we mean O(z) group operations in G; |G| denotes the bit length of an element of G. An
alternative algorithm for Open in [145] costs O(¢ - (N — m) - log(N — m)).

6.6 Arguments of Knowledge for Our First SVC

We propose three Arguments of Knowledge (AoK) related to our vector commitment scheme
presented in section 6.5.1. More specifically, the first AoK allows one to prove knowledge of
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Setup(1*) : run G s Ggen(1?), g +sG, set crs* := (G, g).
Prover’s input: (crs*, (A, B,C,T', A), (a,b)). Verifier’s input: (crs*, (A, B,C,T', A)).
V=P h«sG
P — V: 2 := (24, %) computed as z, < h®, z, < h®
V — P: £+sP(1,2*) and a ¢ [0, 2*)
P—=V:m:=((Qa,QpB,Qc),Tq, ) computed as follows

* (qa> qvs qav) < (la/l], |b/t], lab/e])
e (rq,mp) < (@ mod £,b mod /)

* (Qa,QB,Qc) = (I9eh%e AW®pD glab)
V(ers, (A, B,C), zq, 2p, £, e, ):

» Compute 7. < 74 -7 mod ¥
« Output 1 iff g, 7p € [f] A QYIeha = A28 A QZA™AY™ = Bz A Q4g™ =C

Figure 6.4: PoProd™ protocol

an opening of a subvector. The second AoK, is a direct outcome of the first and allows one to
prove that two given commitments share a common subvector. Finally, the third protocol allows
one to commit to a prefix-subvector of a vector and prove the knowledge of it succinctly.

Similarly to section 6.5.1.1, our protocols build on the techniques for succinct proofs in
groups of unknown order from [40]. Furthermore, these arguments of knowledge are not zero
knowledge and they serve efficiency purposes. Interestingly, one can prove knowledge of a
portion of a vector committed without having to send the actual vector values. The proofs are
constant-size which leads to an improvement of communication complexity linear in the size of
the opening.

6.6.1 Building block: A Stronger Proof of Product

Before proceeding to describing the main protocols, we introduce another one that is used as
building block. This is an argument of knowledge, called PoProd*, for the relation Rpgpyoq-
described below, which uses a common reference string consisting of a hidden order group
G <+ Ggen(1") and a random generator g € G:

Rpoprod* = {((A,B,C,T,A),(a,b)) € G° xZ* : A=T*AB=A"AC=g"" }

The relation Rpyp,og+ is similar to Rpoprod defined in Section 6.5.1.1 with the difference
that now the first two bases I" and A are not part of the common reference string, but part of the
statement instead. As argued in [40] the PoKE protocol is not secure anymore for adversarially
chosen bases, therefore we cannot use PoProd protocol which assumes knowledge extractability
of PoKE. To deal with this problem, we thus modify the protocol by using the protocol PoKE2,
which is secure for arbitrary bases. This comes with some cost: in our PoProd* a proof consists
of 5 group elements and 2 field elements, that is 2 group elements more comparing to proofs of
PoProd. The protocol is in Figure 6.4.
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Theorem 23. The PoProd* protocol in Fig. 6.4 is an argument of knowledge for Rpgproq+ in
the generic group model.

The proof of the theorem above is similar to the proof of Theorem 20, except that we use
the extractor Epokea of the protocol PoKE2 from [40] in order to extract integers a and b and
EpokE in order to extract the exponent of C'.

6.6.2 A Succinct AoK of Opening for our VC Construction

We show an argument of knowledge of an /-opening with respect to a commitment C' to a vector,
where [ is a set of positions. We emphasize that the goal of this protocol is not to keep the
opening secret (i.e., the protocol is not zero knowledge, also our vector commitment scheme
is not hiding). The goal is to reduce the communication complexity of an opening by proving
knowledge of the subvector at positions / without having to actually send the values v;. Even
though the argument of knowledge itself adds an overhead it is independent of the number of
the positions. Hence, the protocol makes more sense for large sets of positions I as for a small
number of positions the overhead of the AoK would exceed the size of the opening values.

Let VC = (Setup, Specialize, Com, Open, Ver) be our SVC scheme from Section 6.5.1, and
let us define the following relation

RPOKOpen = {( (C, I)v (yaﬂl)) : Ver(ppa ¢, Ivyvﬂ—f) - 1}

that is parametrized by a CRS pp <+ Setup(1*, M), and where the statement consists of a
commitment ¢ and a set of indices I C [n], and the witness consists of a vector y € MU and
an opening 7.

For simplicity we present a protocol PoKOpen for the case when & = 1 in our VC (see
section 6.5.1); extension to larger k is immediate. The idea of our protocol is that, given a
commitment C' := ((A, B), Tprod) and a set of indices I, the prover, holding 77 := (I'7, Ap),
first sends 77 to the verifier and then provides an AoK of (az, br) such that I'}" = A A AZ}’ =
B A g% = Uy, where Uy < g™ with u; < PrimeProd(I). This can be proven by using the
PoProd* protocol presented above. Finally the verifier should also verify the 7,04 proof as in
the normal verification of an opening algorithm.

We state the following theorem.

Theorem 24. If PoProd™ is a succinct argument of knowledge for Rpop,oq*, then protocol
PoKOpen is a succinct argument of knowledge for relation Rpokopen With respect to algorithm
Ver of our construction of Section 6.5.1.

Proof. Let A be an adversary of the Knowledge Extractability of PoKOpen such that: ((C, I),
state) < Ao(pp), Ai(pp, (C,I),state) executes with V(pp, (C, I)) the protocol PoKOpen
and the verifier accepts with a non-negligible probability e. We will construct an extractor £
that having access to the internal state of .4; and on input (pp, (C, I), state), outputs a witness
(y, 1) of Rpokopen With overwhelming probability and runs in (expected) polynomial time.

To prove knowledge extractability of PoKOpen we rely on the knowledge extractability of
PoProd*. More precisely, given a PoKOpen execution between .A and V, (I'7, A1, Tpoprod’ )»
& constructs an adversary A" = (\A{), A]) of PoProd* Knowledge Extractability and, by using
the input and internal state of .A;, simulates an execution between A’ and V: Aj{; outputs
(((G,9),(A,B,Ur,T'1,Ar)), state), A} outputs tuple
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PoKOpen protocol

Prover’s input: (pp, (¢, I), (y, 7). Verifier’s input: (pp, (¢, I)).
V Compute u; < PrimeProd(/) and then U; < ¢g"!.
Similarly compute w,, - PrimeProd([n]) and then U,, < g"»

P: Parse pp := (G, g, go, g1, PrimeGen, U,,), ¢ :== ({4, B}, Tprod), 71 := (I'r, Ar). Compute
(ar,br) < PartndPrimeProd(/, y) and then u; < PrimeProd(I) and U; « g"I.

P—=V:(I'r,Ar)

Finally a PoProd* protocol (with an additional check of the commitment) between
P(G,q),(A,B,U,T1,Af), (ar,br)) and V((G, g), (A, B,U;,T';, A1)) is executed:
Vo P h+sG
P — V: 2 := (24, %) computed as z, < h, z, + hP!
V — P: ¢ <+sP(1,2*) and a < [0, 2*)
P—=V:m:=((Qa,@pB,Qc),Tq, ) computed as follows

‘ (Qa7Qb7Qab) A (LaI/EJv Lb[/ﬁj, {CL[()]/@)
* (ra,mp) « (ay mod ¢,by mod ¢)

* (Qa,QB,Qc) = (Di*hote AT pow glab)
V: Parse pp := (G, g, go, g1, PrimeGen, U,,) and C := ({A, B}, Tprod)-

» Compute 7, < 74 -7, mod ¥

« Output 1iff 74,7, € [(] A Q4T7*he = A28 A QYRATK™ = Bz A Qbg™ =
Ur A POPFOd2.V<pp7 (A - B, Un), 7Tprod)

Figure 6.5: PoKOpen protocol

(za, 26, (Q4,QB,Qc),Ta,mp). It is obvious that if the initial execution is accepted by V so is
the PoProd™* execution. From Knowledge Extractability of PoProd we know that there exists
an extractor £ corresponding to A} that outputs (az, br) suchthat A =T A B = AZ}I ANUp =
g b1 Since U; is also computed from V it holds that U; = ¢“!, unless with a negligible
probability that A’ can find an x # w; such that g* = U; = ¢g"! (which implies finding a
multiple of the order of G). Therefore ¢*/ = U; = ¢* '’ and using the same argument we
know that u; = ay - by (unless with negligible probability).

So, £ uses &' and getsa (ar, by) suchthat A = 'Y AB = AI}I AU = g% Then computes
uy < PrimeProd(I) and works as follows: for each i € I computes p; + PrimeGen (i)
and if p; | as then sets y; = 0, otherwise if p; | ay then sets y; = 1. It is clear that p;
divides exactly one of ar, by since aj - by = us = [[;c; pi := [[;c; PrimeGen(i) (unless with
a negligible probability that a collision happened in PrimeGen). Finally sets the subvector
y = (yi)ier and 77 = (I';,Ay). As stated above I'}! = A A Al}’ = B and also since V
verifies the PoKOpen protocol it holds that PoPrody.V(pp, (A - B, Uy), Tprod) Which means
that Ver(pp, ¢, [, y,m7) = 1.
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As one can see, the expected running time of £ is the (expected) time to obtain a successful
execution of the protocol plus the running time to obtain y plus the running time of £’. To obtain
y it will need to make |I| divisibility checks which takes time O(|I|) plus || calls of PrimeGen,
which takes poly()) time. So overall the expected time is 2 + t¢r + O(|1]) + poly(\) =
poly(A). O

Non-interactive PoKOpen. A non-interactive version of the protocol PoKOpen after applying
the generalized Fiat-Shamir transform [26] is shortly presented below:

PoKOpen.P(pp, (¢, 1), (y, 1)) — m: Parse pp := (G, g, g0, g1, PrimeGen, U,,), ¢ := ({A, B},
Tprod)> T1 = (I'r,Ar). Compute (a,by) < PartndPrimeProd(/,y) and then u; <
PrimeProd(/) and Uy < g*!. Finally compute a proof mpop,oq* <— PoProd™.P((G, g), (A, B,
Ur, Tr,Ap), (a7, by)).

Return 7 < (I'7, A7, Tpoprod*)

PoKOpen.V(pp, (¢, I), Tpoprod+) — b: Parse pp := (G, g, g0, g1, PrimeGen, U,,), C := ({4, B},
Tprod) and 7 := (I'z, Ar, Tpoprod* ). Compute u; <— PrimeProd(7) and then Uy < g*/.

Return 1 if both PoPrody.V(pp, (A - B, Uy,), Tprod) and
PoProd*.V((G, g), (A, B,T'1, Ar,Ur), Tpoprog* ) Output 1, and 0 otherwise.

Remark 18 (Achieving sub-linear verification time). For ease of exposition we presented
the case of k = 1 in the above. For the case of arbitrary k one should prove knowledge of
(arj,brj) such that /\?:1 Iy =4 /\;’?:1 A%j = B A g% = Uy, where Uy + g“I and
uy < PrimeProd(I). Using the same technique as above the size of the AoK is O(k) (as is
the commitment and the opening proof). However, since the U; is the same for each j, the
verification is done in O(|I|/k + X - k) time. Interestingly, if k = +/|I| the verification time
gets O(\/W), which is sublinear in the size of the opening. Essentially, in cases where the
opening queries are (approximately) fixed, one can trade a larger commitment size O(m ) in
order to achieve an argument of knowledge of subvectors that has sublinear size and sublinear

verification time O(+/|1]).

Applications to Compact Proofs of Storage. We observe that the protocol PoKOpen for our
VC immediately implies a keyless proof of storage, or more precisely a proof of retrievable
commitment (PoRC) [105] with non-black-box extraction. In a nutshell, a PoRC is a proof of
retrievability [135] of a committed file. In [105] Fisch defines PoRC and proposes a construction
based on vector commitments — called VC-PoRC — which abstracts away a classical proof of
retrievability based on Merkle trees. A bit more in detail, in the VC-PoRC scheme the prover
uses a VC to commit to a file (seen as a vector of blocks); then at every audit the verifier chooses
a challenge by picking a set of Apos randomly chosen positions I = {i <—s [n]}, and the prover
responds by sending the subvector v; and an opening 7;. Here Ao is a statistical parameter
that governs the probability of catching an adversary that deletes (or corrupts) a fraction of the
file. For example, if the file is first encoded using an erasure code with constant rate y (i.e., one
where a p-fraction of blocks suffices to decode and such that the encoded file has size roughly
p~ 1 - |F), then an erasing adversary has probability at most z**>s of passing an audit.

Our PoRC scheme is obtained by modifying the VC-PoRC of [105] in such a way that the
VC opening is replaced by a PoKOpen AoK. This change saves the cost of sending the \pos
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vector values, which gives us proofs of fixed size, 7 elements of G and 2 values of Zj2x. As
drawback, our scheme is not black-box extractable; strictly speaking, this means it is not a PoR
in the sense of [135] since the extractor does not exist in the real world.**

We note that another solution with fixed-size proofs can be achieved by using a SNARK
to prove knowledge of the VC openings so that the VC-PoRC verifier would accept. For the
Merkle tree VC, this means proving knowledge of A,.s Merkle tree openings, which amounts
to proving correctness of about Apos log n hash computations. On a file of 22° bits with 128
spot-checks, this solution would reduce proof size from 80KB to less than 1KB. But its concrete
proving costs are high (more than 20 minutes and hundreds of GB of RAM).

In contrast we can estimate our AoK to be generated in less than 20 seconds and of size
roughly 2KB.

Since our PoRC scheme is a straightforward modification of Fisch’s VC-PoRC construction,
a complete description is omitted. We stress that our technical contribution here is the design of
the AoK.

Finally, we note that we can apply the observation of the previous remark in order to also
achieve verification time sub-linear in the size || of the challenged subvector at the expense of
slightly larger commitments (of size \/m ).

6.6.3 An AoK for commitments with common subvector

We note that a simple AND composition of two PoKOpen arguments of knowledge on two
different vector commitments can serve as a protocol proving knowledge of a common subvector
of the two vectors committed. More specifically given two vector commitments, C7, C on
two different vector vy, vo respectively, one can prove knowledge of a common subvector vy
with a succinct (constant sized) argument without having to send the actual subvector. The two
commitments should share the same CRS pp < Setup(1*, M) though they can have distinct
specialized CRSs pp,,, and pp,,, respectively (i.e., v1 and v may have different length). The
underlying relation is:

Rpokcomsub = {((C1,Co,I), (vr,71,1,7r12)) : Ver*(pp,,, C1, I, vy, mr1) =1
A Ver*(ppn27027-[7 v[vﬂ-I,Q) = ]-}

As mentioned above, it is straightforward to show that an AND composition of PoKOpen on
different vector commitments C and C' is a protocol for the above relation. That is the prover,
holding 771 := (I'r,1, Ar,1) and 772 == (I'r2, Ar2), first sends 771, 77 2 to the verifier and
then provides an argument of knowledge of (as, br) such that 1“?’1 = A1 A AI}fl = By Agirbr =

Ur A ijfQ = Ay A AI}fZ = By, where Uy < ¢g"! and uj < PrimeProd(7).

6.6.4 A Succinct AoK for Commitment on Subvector

Here we present a protocol which succinctly proves that a commitment C’ opens to an I-subvector
vy of the opening v of another commitment C'. Since C” is a vector commitment v; should be
a normal vector instead of a general subvector, i.e. I should be a set of consecutive positions
starting from 1, I = {1,...,n'} for some n’ € N. We note though that both commitments
should share the same pp (but not the same specialized CRS). Below is the relation of the

“The notion of PoR with non-black-box extractability is close to that of robust proof of data possession [10, 9].
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AoK that is parametrized by the two specialized CRSs pp,, <— Specialize(pp,n) and pp,,; <
Specialize(pp, n') where pp < Setup(1*, M) is common.

Rpoksuby = {((C,C". 1), (vy, 71, 77)) : Ver*(pp,,, C, I, v, m1) =1
A Ver*(pp,,,C', I, vy, 77) = 1 A |vg| = n'}

The idea of our protocol is that since the opening vy is the /-subvector of v one can provide
a succinct proof of knowledge of the opening at these positions using the PoKOpen protocol
presented above. However this is not enough as one should bind the opening proof with C".
This concretely can happen if one embeds a proof of product for the two components, A’
and B’, of C' inside the proof of opening. More specifically the prover provides an opening
proof 7y := (I'7, Ar) then computes (ar,br) < PartndPrimeProd(I,v;) and proves that
g =AA gll” = B' AUy = g4 ATY = AN Al}’ = B. Notice that the last three equalities
correspond to the proof of opening protocol and the first three to the proof of product. So a
conjunction of PoKOpen and PoProd protocol is sufficient. Lastly g, go, g1 and U,,s are part of
pp,, and (A, B), (A’, B') part of the C' and C’ commitments respectively.

Prover input: ((pp,,, pp,), (C, C', I), (v, mp). Verifier input: ((pp,,, pp,), (C, C', I)).
P—=Vim:= (T, Ar)

A conjuction of PoProd* and PoKOpen protocols between P(pp,,, pp,,, (C, C’, I), (v, 1))
and V(pp,,, pp,/, (C,C’, I)) is executed:

VP h+sG

P — V: 2 := (24, 2,) computed as z, < h%, z, < h’!

V = P: £ +sP(1,2*) and a ¢ [0, 2*)
P—V:im:=((Qa,QB,Q4,Q%, Qc),Ta, ) computed as follows

* (qa> @, qav) < (lar /2], [br/2], larbr /L))
e (rq,mp) < (ar mod ¢,by mod /)

. (QA', QB’?QA)QB?QC) = (gga’g(llb’r(}ahoé(h7A(IJ_bhOCQb’gQ(Lb)

V: Parse pp,, := (G,g, 90, 91, PrimeGen,U,), pp,y := (G,g, 90,91, PrimeGen, U, ) and
C = ({4, B}, Tprod)-

» Compute 7, < 74 -7, mod ¥

« Output L iff rg,mp € (6] A QYo = A A Q%97 = B' A Q4YT1ha = A28 A
Q%A;”harb = Bz A QégTc = U,y A PoProd>.V(pp, (A - B,Up), Tprod)

Figure 6.6: PoKSubV protocol

We state the following theorem for the security of the protocol above.

Theorem 25. If PoProd* and PoKOpen are succinct arguments of knowledge for Rpgp,oq+ and
Rpokopens then protocol PoKSubV in Fig. 6.6 is a succinct argument of knowledge for relation
Rpoksubyv With respect to algorithm Ver of our construction of Section 6.5.1.
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All Participating Nodes
Storage Nodes
Store current digest. Store a portion of the file.
Can retrieve blocks of the file and verify responses. Can answer and certify retrievals of subportions.
Can aggregate proofs they received. Can produce and publish updates to their view.
Can update the digest following updates from other nodes Can apply updates from other nodes efficiently.

Table 6.2: Roles in a decentralized verifiable database.

The intuition of the proof is that one proves knowledge of an opening I for C, namely that
vy is an I-subvector of C, where (a, br) < PartndPrimeProd (I, v;), with a normal proof of
subvector opening. This is equivalent to Ver*(pp,,, C, I, v, 77) = 1. Then in the same proof
proves that the accumulators of C” are composed by the same (ay, b;) which results to proving
that C’ commits to v;. The last point is equivalent to Ver*(pp,,,,C’, I, v, 7}) = 1 A |vf| = n/.

6.7 Verifiable Decentralized Storage

In this section we introduce verifiable decentralized storage (VDS). We recall that in VDS there
are two types of parties (called nodes): the generic client nodes and the more specialized storage
nodes (a storage node can also act as a client node). The main goal of client nodes is to retrieve
some blocks (i.e., a portion) of a given file. The role of a storage node is instead to store a portion
of a file (or more files) and to answer to the retrieval queries of clients that are relevant to the
portion it stores. In terms of security, VDS guarantees that malicious storage nodes cannot send
to the clients blocks of the file that have been tampered with.
In Table 6.2 we summarize the main roles/capabilities of VDS nodes.

6.7.1 Syntax

Here we introduce the syntax of VDS. A VDS scheme is defined by a collection of algorithms that
are to be executed by either storage nodes or client nodes. The only exception is the Bootstrap
algorithm that is used to bootstrap the entire system and is assumed to be executed by a trusted
party, or to be implemented in a distributed fashion (which is easy if it is public coin).

The syntax of VDS reflects its goal: guaranteeing data integrity in a highly dynamic and
decentralized setting (the file can change and expend/shrink often and no single node stores it all).
In VDS we create both parameters and an initial commitment for an empty file at the beginning
(through the probabilistic Bootstrap algorithm, which requires a trusted execution). From then
on this commitment is changed through incremental updates (of arbitrary size). Updating is
divided in two parts. A node can carry out an update it and “push” it to all the other nodes,
i.e. providing auxiliary information (that we call “update hint”) other nodes can use to update
their local certificates (if affected by the change) and a new digest*>. These operations are
done respectively trough StrgNode.PushUpdate and StrgNode.ApplyUpdate. Opening and
verifying are where VC (with incremental aggregation) and VDS share the same mechanism.
To respond to a query, a storage node can produce (possibly partial) proofs of opening via the

4>0One can also see this update hint as a certificate to check that a new digest is consistent with some changes. This
issue does not arise in our context at all but the Bootstrap algorithms are deterministic.
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StrgNode.Retrieve algorithm.. If these proofs need to be aggregated, any node can use algorithm
AggregateCertificates. Anyone can verify a proof through CIntNode.VerRetrieve.

In VDS we model the files to be stored as vectors in some message space M (e.g., M =
{0,1} or {0,1}"), i.e,, F = (Fy,...,Fx). Given a file F, we define a portion of it as a pair
(I, Fr) where F; is essentially the I-subvector of F.

Definition 30 (Verifiable Decentralized Storage). Algorithm to bootstrap the system:

Bootstrap(lk) — (pp, do,sto) Given the security parameter )\, the probabilistic bootstrap
algorithm outputs public parameters pp, initial digest o and state stg. 69 and sty correspond
to the digest and storage node’s local state respectively for an empty file.

All the algorithms below implicitly take as input the public parameters pp.
The algorithms for storage nodes are:

StrgNode.AddStorage(d, n,st, I, Fr, Q,Fg, mg) — (st’, J,F ;) This algorithm allows a stor-
age node to add more blocks of a given file F to its local storage. Its first inputs are the local
view of the storage node that is defined by a digest 9, a length n, a state st, and a file portion
(I, Fr). Then it takes as input a file subportion (@, F¢) together with a valid retrieval certificate
7q. The output is an updated view of the storage node, that is a new state st’ and file portion

(J, F]) = (I, F]) U (Q, FQ).
Note that this algorithm can be used to enable anyone who holds a valid retrieval certificate
for a file portion F¢ to become a storage node of such portion.

StrgNode.RmvStorage(d, n,st, I, F;, K) — (st’, J,F;) This algorithm allows a storage node
to remove blocks of a given file F from its local storage. Its first inputs are the local view of the
storage node that is defined by a digest ¢, a length n, a state st, and a file portion (I, Fy). Then
it takes as input a set of positions K C I, and the output is an updated view of the storage
node, that is a new state st’ and file portion (J,F ;) := (I,F) \ (K, -).

StrgNode.CreateFrom(d, n,st, I, F;, J) — (8',n',st’, J,F;, Y ;) This algorithm allows a stor-
age node for a file subportion F to create a new file containing only a subset F ; of F; along
with the corresponding digest ¢’ and length n' and a hint to help other nodes generate their
own digest. The algorithm takes as input the local view of the storage node, i.e., digest 8, length
n, local state st and file portion (I,F), and a set of indices J C I. The algorithm returns a
new digest &', length n’, a local state st’, a file portion (.J, F ;) and an advice Y. This advice
can be used by a client holding only the former digest ¢ to obtain the new digest ¢', by using
the CIntNode.GetCreate algorithm described below.

StrgNode.PushUpdate(d, n, st, I, Fr,op, A) — (8',n/,st’, J,F';, Y a) This algorithm allow a
storage node of a file subportion F; to perform an update on the file and to generate a
corresponding digest, length and local view, along with a hint other nodes can use to accordingly
update their digests and local views. The inputs include the local view of the storage node,
i.e., digest 0, length n, local state st and file portion (I,Fj), an update operation op €
{mod, add, del} and an update description A. The outputs are a new digest 6’ and length n’,
a new local state st’, an updated file portion (J, F';) and an update hint T o. If op = mod,
then A contains a file portion (K, F.) such that K C I and F' represents the new content to
be written in positions K. If op = add, it is also A = (K, F) except that K is a set of new
(sequential) positions K N I = () that start from n + 1 (and end to n + |K|). If op = del, then
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A only contains a set of positions K C I, which are the ones to be deleted (and are ought to be
the | K| last sequential positions). The proof T a can be used by client nodes holding § in order
to check the validity of the new digest &', and by other storage nodes, holding additionally
the length n, in order to check the validity of the changes and to update their local views
accordingly.

StrgNode.ApplyUpdate(d, n,st, I, Fr,0p, A, Ta) — (b,¢',n,st’, J,F')) This algorithm allows
a storage node to incorporate changes in a file pushed by another node. The inputs include the
local view of the storage node, i.e., digest ¢, length n, local state st and file portion (I, Fr), an
update operation op € {mod, add, del}, an update description A and an update hint X . The
algorithm returns a bit b (to accept/reject the update) and (if b = 1) a new digest &', a new
length n', a new (local) state st and an updated file subportion (.J, F';). If op € {mod, add}
we have that J = 1, i.e., the node keeps storing the same indices; if op = del then J is I minus
the deleted indices.

StrgNode.Retrieve(d, n,st, I, Fr, Q) — (Fg,mg) This algorithm allows a storage node to an-
swer a retrieval query for blocks with indices in () and to create a certificate vouching for the
correctness of the returned blocks. The inputs include the local view of the storage node, i.e.,
digest 9, length n local state st and file portion (I, F), and a set of indices (). The output is a
file portion F¢ and a retrieval certificate m(,.

The algorithms for clients nodes are:

ClntNode.GetCreate(d, J, Y y) — (b,0") On input a digest 6, a set of indices J and a creation
advice Y j, this algorithm returns a bit b (to accept/reject) and (if b = 1) a new digest ¢’ that
corresponds to a file F' that is the prefix with indices .J of the file represented by digest ¢.

CIntNode.ApplyUpdate(d, op, A, Ta) — (b,d") On input a digest §, an update operation
op € {mod, add, del}, an update description A and an update hint Y a, it returns a bit b (to
accept/reject update) and (if b = 1) a new digest ¢'.

CIntNode.VerRetrieve(d, Q,Fg,mg) — b On input a digest 6, a file portion (Q,Fg) and a
certificate 7, this algorithm accepts (i.e. it outputs 1) only if mg is a valid proof that ¢
corresponds to a file F with length n of which F, is the portion corresponding to indices Q).

AggregateCertificates(d, (I, Fr, 7r), (J,Fs, 7)) — mx On input a digest 6 and two certifi-
cated retrieval outputs (I,Fr,7r) and (J, F 7,7 s), this algorithm aggregates their certificates
into a single certificate g (with K := I U J). In a running VDS system, this algorithm can
be used by any node to aggregate two (or more) incoming certified data blocks into a single
certified data block.

Remark 19 (On CreateFrom). For completeness, our VDS syntax also includes the functionalitis
(StrgNode.CreateFrom, CIntNode.GetCreate) that allow a storage node to initialize storage
(and corresponding digest) for a new file that is a subset of an existing one, and a client node
to verify such resulting digest. Although this feature can be interesting in some application
scenarios (see the Introduction), we still see it as an extra feature that may or may not be satisfied
by a VDS construction.

6.7.2 Correctness and Efficiency of VDS

Intuitively, we say that a VDS scheme is efficient if running VDS has a “small” overhead in terms
of the storage required by all the nodes and the bandwidth to transmit certificates. More formally,
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a VDS scheme is said efficient if there is a fixed polynomial p(-) such that p(\, logn) (with A
the security parameter and n the length of the file) is a bound for all certificates and advices
generated by the VDS algorithms as well as for digests § and the local state st of storage nodes.
Note that combining this bound with the requirement that all algorithms are polynomial time in
their input, we also get that no VDS algorithm can run linearly in the size of the file (except in
the trivial case that the file is processed in one shot, e.g., in the first StrgNode.AddStorage).

Efficiency essentially models that running VDS is cost-effective for all the nodes in the
sense that it does not require them to store significantly more data then they would have to store
without. Notice that by requiring certificates to have a fixed size implies that they do not grow
with aggregation.

For correctness, intuitively speaking, we want that for any (valid) evolution of the system in
which the VDS algorithms are honestly executed we get that any storage node storing a portion
of a file F can successfully convince a client holding a digest of F about retrieval of any portion
of F. And such (intuitive notion of) correctness is also preserved when updates, aggregations, or
creations of new files are done.

Turning this intuition into a formal correctness definition turned out to be nontrivial. This
is due to the distributed nature of this primitive and the fact that there could be many possible
ways in which, at the time of answering a retrieval query, a storage node may have reached
its state starting from the empty node state. The basic idea of our definition is that an empty
node is “valid”, and then any “valid” storage node that runs StrgNode.PushUpdate “transfers”
such validity to both itself and to other nodes that apply such update. A bit more precisely, we
model “validity” as the ability to correctly certify retrievals of any subsets of the stored portion.
A formal definition correctness follows. To begin with, we define the notion of validity for the
view of a storage node.

Definition 31 (Validity of storage node’s view). Let pp be public parameters as generated by
Bootstrap. We say that a local view (6, n,st, I, Fr) of a storage node is valid if Q) C I:

CIntNode.VerRetrieve(6, Q, Fg,mg) =1

where (Fg,mq) < StrgNode.Retrieve(d, n,st, I, Fr, Q)

Remark 20. By Definition 31 the output of a bootstrapping algorithm (pp, do, stg) < Bootstrap(
1) is always such that (pp, do, 0, sto, #, ) is valid. This provides a “base case” for Definition
33.

Second, we define the notion of admissible update, which intuitively models when a given
update can be meaningfully processed, locally, by a storage node.

Definition 32 (Admissible Update). An update (op, A) is admissible for (n, I, Fy) if:

* forop = mod, K C I and |Fy| = |K|, where A := (K, F/).

« forop=add, KNI =0and |Fy| = |K|and K = {n+1,n+2,...,n+ |K|}, where
A= (K, F).

« forop=del, K CIand K = {n— |K|+1,...,n}, where A := K.

In words, the above definition formalizes that: to push a modification at positions K, the
storage node must store those positions; to push an addition, the new positions K must extend
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the currently stored length of the file; to push a deletion of position K, the storage node must
store data of the positions to be deleted and those positions must also be the last | K| positions of
the currently stored file (i.e., the file length is reduced).

Definition 33 (Correctness of VDS). A VDS scheme VDS is correct if for all honestly generated
parameters (pp, &g, sty) < Bootstrap(1*) and any storage node’s local view (6, n,st, I, Fy)
that is valid, the following conditions hold.

Update Correctness. For any update (op, A) that is admissible for (n, I, Fr) and for any (¢,
n',st', J,F';,Ta) < StrgNode.PushUpdate(d, n, st, I, Fr,op, A):

1. (pp,&',n',st', J,F')) is valid;
2. for any valid (0,n, sts, I, F1,), if (bs, 8%, n', sti, I}, F{) < StrgNode.ApplyUpdate(d, n, sts,

§778° S

I, Fr,,0p, A, YA) then we have: by = 1,6, = &', nl, = n/, and (0%, n’, st’,, I’ F.) is valid;

S$)Y78)° S

3. if (be, d.) + ClntNode.ApplyUpdate(d, op, A, Ta), then ¢, = ¢’ and b, = 1.

Add-Storage Correctness. For any (Q, Fg, mq) such that

CIntNode.VerRetrieve(d, Q,Fq,mq) = 1, if (st’, J, F ;) < StrgNode.AddStorage(d, st, I, F,
Q, Fg, mq) then (§,n,st’, J,F ;) is valid.

Remove-Storage Correctness. For any K C I,

if (st', J,F ) < StrgNode.RmvStorage(d, st, I, F, K) then (8, n,st’, J, F ) is valid.

Create Correctness. For any J C I, if (6',n/,st’, J,F;, T ) is output of
StrgNode.CreateFrom(d, n,st, I, Fr,J) and (b,0”) + CIntNode.GetCreate(d, J, T ), then
b=1,n"=|J|,8" =¢"and (pp,d',n',st', J F) is valid.

Aggregate Correctness. For any pair of triples (I,Fr,nr) and (J,F ;, 7 ) such that
CIntNode.VerRetrieve(d, I, Fr,m;) = 1 and CIntNode.VerRetrieve(6, J,Fj,my) = 1,

if T < AggregateCertificates((I, Fr,ns), (J,Fs, 7)) and (K,Fg) := (I,Fr) U (J,Fy),
then

CIntNode.VerRetrieve(d, K, F, k) = 1.

Remark 21 (Relation with Updatable VCs). Our notion of VDS is very close to the notion of
updatable VCs [66] extended to support subvector openings and incremental aggregation. On
a syntactical level, in comparison to updatable VCs, our VDS notion makes more evident the
decentralized nature of the primitive, which is reflected in the definition of our algorithms where
for example it is clear that no one ever needs to store/know the entire file. One major difference
is that in VDS the public parameters must necessarily be short since no node can run linearly in
the size of the file (nor it can afford such storage), whereas in VCs this may not be necessarily
the case. Another difference is that in updatable VCs [66] updates can be received without any
hint, which is instead the case in VDS. Finally, it is interesting to note that, as of today, there
exists no VC scheme that is updatable, incrementally aggregatable and with subvector openings,
that enjoys short parameters and has the required short verification time. So, in a way, our
two VDS realizations show how to bypass this barrier of updatable VC by moving to a slightly
different (and practically motivated) model.

6.7.3 Security of VDS

In this section we define the security of VDS schemes. Intuitively speaking, we require that a
malicious storage node (or a coalition of them) cannot convince a client of a false data block

154



CHAPTER 6. INCREMENTALLY AGGREGATABLE VECTOR COMMITMENTS

in a retrieval query. To formalize this, we let the adversary fully choose a history of the VDS
system that starts from the empty state and consists of a sequence of steps, where each step is
either an update (addition, deletion, modification) or a creation (from an existing file) and is
accompanied by an advice. A client’s digest ¢ is updated following such history and using the
adversarial advices, and similarly one gets a file F corresponding to such digest. At this point,
the adversary’s goal is to provide a tuple (Q, 7¢, FZQ) that is accepted by a client with digest §
but where F¢, # Fq.

Definition 34 (History for Decentralized Storage). Let VDS be a verifiable decentralized storage
scheme. A history for VDS is a sequence H = (op’, A*, Ty );c|q Of tuples, where op’ is either
in {mod, add, del} (i.e., it is an update of the file), or op’ = cfrom (i.e., it is the creation of a
new file related to the current one), in which case A’ is a set of indices. In order to define valid
histories we define the function EvalHistory(pp, do, sto, ) as follows

EvalHistory(pp, do, sto, H) FileChange(F, op, A)
Fo—0;b1 if op € {mod, add} parse A = (K, F/)
for i € [(] Vie K:Fl « FiVie [F|\K:F; «F,
Fi < FileChange(F;_1,0p®, A%) elseif op = del parse A = K
if op’ € {mod, add, del} then Vi e [|[FJ\ K : F} « Fy,
(b;, ;) < CIntNode.ApplyUpdate( elseif op = cfrom parse A = K
§;1,0p, AL, T0) Vie K :F; «+ F,,

, ) .
elseif op’ = cfrom then endif return F

(b;, 6;) < CIntNode.GetCreate(
81, AL, YY)

endif

b+ bAY;
endfor
return (b, dg, Fy)

We say that a history H is valid w.r.t. public parameters pp and initial digest &y and state

sto if EvalHistory(pp, do, sto, H) returns bit b = 1.

Definition 35 (Security for Verifiable Decentralized Storage). Consider the experiment
VDS—Security{‘}Ds(A) below. Then we say that a VDS scheme VDS is secure if for all PPT A we
have Pr[VDS-Security{rs (A) = 1] € negl(\).

VDS-Security{ps (\)

(PP, 00, stg) + Bootstrap(1™)

(H,Q,Fg, ) < Alpp, do, sto)

(b, 8, F) < EvalHistory(pp, do, sto, H)

b bAF, #Fon
CIntNode.VerRetrieve(pp, 6, Q, F¢), ")

return b
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6.8 Our Realizations of VDS in Hidden-Order Groups

In this section, we present two constructions of VDS that work in hidden-order groups. The two
schemes are presented in Sections 6.8.1 and 6.8.2 respectively, and we discuss a comparison in
Section 6.8.3.

6.8.1 Our First VDS Construction

We build our first scheme by extending the techniques used to construct our first SVC scheme
from Section 6.5.1. In particular, we start from a modified version of our SVC that achieves a
weaker position binding property (in which the adversary reveals the full vector, yet its goal is
to find two distinct openings for the same position) and then show how to make this scheme
dynamic (i.e., to change vector values or its length) and fully distributed (i.e., updates can be
performed without knowing the entire vector).

Preliminaries. We begin by describing the simplified version of our SVC, considering the
case of k = 1, which fits best our VDS construction, regarding efficiency and communication
complexity. For convenience of the reader we describe again shortly the algorithms and functions
(and variations of them) from section 6.5.1 that are used in the scheme (for more details we
refer to the corresponding section):

* PrimeGen, a deterministic collision resistant function that maps integers to primes.

* PartndPrimeProd(I,y) — (ay,bs): given a set of indices I = {i1,...,i,} C [n] and a
vector y € M™, the function computes (ar, by) = (H}Zl:ylzg Pips I 1211 Pi,), where
p; < PrimeGen(i) forall i € N.

Setup(1*,{0, 1}*) = pp := (G, g, go, g1, PrimeGen).

Com/(pp,v) — C compute (a,b) < PartndPrimeProd([n], v), where n < |v|; next compute
A= g5 and B=g. Retum € := (C*,n) := (4, B), [v]).

Ver'(pp, C,I,y,mr) — b compute (ar, by) « PartndPrimeProd(7, y), and then parse 7y :=
(T7, Ar) and return b < (197 = A) A (A% = B).

VC.Disagg'(pp, I,v;, 71, K) — 7w let L := I\ K, and vy, be the subvector of v; at posi-
tions in L. Then compute ar,, by, < PartndPrimeProd(L, vy) parse 7y := (I';, A7) and set
(T, Ag) « (0%, ASE). Return e < (T, Age).

VCAgg,(ppv (Ia vy, 7TI)7 (J7 vj, WJ)) — MK

1. Let L:=INJ.If L #{,setI' := 1)\ L and compute ;» < VC.Disagg(pp, I, v, 71, 1);
otherwise let m;r = 7j.

2. Compute (ayr, bys) < PartndPrimeProd(I,v;/) and {as,b;} < PartndPrimeProd(J, v ).

3. Parseny = (I'p, Ap), w5 := (I'y, Ay) and compute I' x < ShamirTrick(TI';,, Ty, a5, ay)
and Ag « ShamirTrick(Ap, Aj, by, bJ)
4. Return 7 + (g, Ag)

Finally, let PoKSubV’ be the same protocol as in section 6.6 but adjusted according to the above
algorithms. That is the CRS of is simply pp instead of the two specialized CRSs. Furthermore,
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since C' is not accompanied with PoProds the verifier does not have to check the validity of it.
The rest of the protocol remains the same and the underlying relation is:

Rpoksuby' = {( (07 0/71)7 (vlvﬂ-fvﬂ-/[)) : Ver/(pp>ca I,’U[,TF]) =1
A Ver' (pp, C', I,vr,77) = 1 A Jvr| = n'}

Finally, we note that for simplicity in the following we abuse the notation for Shamir’s trick by
writing e.g. (I';, A}) + (ShamirTrick(I's, I'x, Fr, Fx )% , ShamirTrick(Ar, Ag, Fr, Fx)¥x)
instead of writing, more precisely,

(T, A}) + (ShamirTrick(T'7, Tk, az, ax)s , ShamirTrick(A7, Ag, br, by )’ ).

Our scheme VDS;. The algorithms of the VDS scheme VDS are the following:*®

Bootstrap(1*) — (pp, &9, n0, stg) Execute Setup(1*, {0, 1}*) and get pp := (G, g, go, g1, PrimeGen).
Setng < 0, dg + ((go,gl),no) and sty < (go,gl).

The algorithms for storage nodes are:

StrgNode.AddStorage(d, n,st, I, Fr,Q,Fg,mg) — (st', J,F;) If I = () then set st’ < 7,
otherwise st := 7;. Then compute st’ < VC.Agg'(pp, (I, F1,7), (Q, Fg, 7g)). The compu-
tation of .J and F ; is straightforward: (J,F;) < (/U Q,Fr UFg).

StrgNode.RmvStorage(d, n,st, I, F;, K) — (st’, J,F;) Compute J < I \ K and the corre-
sponding F ;. Then 7; + VC.Disagg'(pp, I, F;, 77, J) and set st’ < 7.

StrgNode.CreateFrom(d, n,st, I, F;, J) — (8, n',st’, J,F;, Y ;) The new digest &’ of F is
computed with the commitment algorithm ¢’ <— Com’(pp, F 7). The new length gets n’ < |J|.
The previous local state is st = 77 and the new local state gets st’ «+— VC.Disagg(pp, I, Fr, 71, J).
Finally, for T ; it computes an argument of knowledge of subvector (see section 6.6), Tpksuby’
PoKSubV'.P(pp, (8,4", J), (v, m)) and sets T ; < (8, Tpoksuby’)-

StrgNode.PushUpdate(d, n, st, I, Fr,op, A) — (8',n/,st’, J,F/;, Ta) The algorithm works ac-
cording to the type of update operation op:

* op = mod: parse A := (K, F}) andst := 7. Execute 7jc < VC.Disagg'(pp, I, Fr, 7/, K)
and parse 7 := (I'ir, Ag). Then compute (a', b ) < PartndPrimeProd(K, F’.) and set
& ((F%K, Al;/?), n) (i.e., n’ = n remains the same). st’ is the new opening of I, 7 < 7,
which is the same so the local state does not change st’ <+ st. Since it is a modification
operation (J, F’;) < (I, F}), where F’ is simply the modified file F; = (F; \ Fx) U F.
Finally, set YA + (Fg, 7).

* op = add: parse A := (K, F/), st := 7y, and the old digest ¢ := ((A, B),n). Then com-
pute (., b ) < PartndPrimeProd (K, F/) and the new digest gets & < ((A%x, BV ),n’)
where n <— n+ |K|. The new state refers to the new file subportion (J, F’;) <- (JUK,F;U
Fr ), st’ := n’}, and is the same as the old one st’ - st since 7; = 7’;. Finally, set Tp «+ &.

“6Since the scheme has several parts in common with the above VC algorithms, we use those algorithms as
shorthands in the description.
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« op = del: parse A := K and st := 7;. Execute mx < VC.Disagg'(pp, I, F, 77, K) and
parse i := (I'x, Ag). Then the new digest is ¢’ < ((I'x, Ax),n’) where n/ < n — | K]|.
The new state refers to the new file subportion (.J, F/;) <= (I \ K,Fr \ Fx)) and is the same
as the old one st’ <— st since 7y = 7’;. Finally set Ta «+ (Fx,7k).

StrgNode.ApplyUpdate(d, n, st, I, Fr,op, A, Ta) — (b,8",n,st’, J,F/;) Again, it works ac-
cording to the type of update operation op:

* op = mod: parse A := (K, F/), st := 7y and T A := (Fx, 7x). Compute acceptance bit
b« Ver'(pp,d, K,Fx,mk). Then, if b = 1 parse m := (I, A), compute (a’, b}) +
PartndPrimeProd (K, F’) and set &' < (T3, AI;?), n’) where n’ < n. It is clear that
in the case of a modify operation (J, F’;) < (I, F’), where F’ is simply the modified file
F, = (Fr \ Fx) U F/. For the new local state st’ that we discern three cases:

— IN K = (): then compute
(T, A]) (Shamir’I‘rick(F[, T'w,Fr, Fx)% , ShamirTrick(A7, Ag, Fr, FK)b’K)
and set st’ < 7} := (I}, A)).

- INK = K: compute (I}, A}) < (I'7, Ar) and set st’ < 77 := (I}, A)).

— For the case where neither /N K =(nor INK = K,ie. INK = L ¢ {K, ()} we parti-
tion K as K = L U L and apply two sequential updates to 77, one with L/ (s.t. IN L = )
and one with L (s.t. I N L = L). That is, compute (a’;, b) < PartndPrimeProd(L, F%)
and then
(T}, A (ShamirTrick(FI, T;,F7,F;)% , ShamirTrick(A7, A, Fr, Fi)%).
Then (I'/, A7) < (I}, A}). Finally, set st' < (I'7, A). Essentially, since the case
of INL = L doesn’t cause any change to the state, computationally it is as a single update.

* op = add: parse A := (K, F,), st := 77 and the old digest as 0 := ((A, B),n). Setb =1
iff K = {n+1,...,n+|K|}. Thenif b = 1 compute (a’, by ) < PartndPrimeProd(K, F)
and the new digest becomes ¢’ < ((A%x, BVx),n’) where n/ <— n+ |K|. For the new local
state, first parse the old one st := 7y := (I';, A;) and the new one gets st’ < 7r’[ where
T (9%, AI;K). Finally set (J, F’;) <— (I, Fy), i.e., the file remains unchanged.

« op = del: parse A := K, st := 7y, and YA := (Fx,7mx). Setb = 1iff K = {n — |K| +
1,...,n} A Ver'(pp,d, K,Fi,mr) = 1. Then if b = 1 sets &' <+ ((I'x,Af),n’) where
n’ < n — | K|. For the new local state, similarly to the modify operation, we discern three
cases. If I N K = () then
(I'7, A7) < (ShamirTrick(I's, 'k, Fr, Fi) , ShamirTrick(Ar, Ak, Fr, Fk)) and set
st «— mg = (I, A));elseif INK = K st’ =st,elseif /N K = Lthen(let L = K\ L)
(I, A}) < (ShamirTrick(I';,T'z, Fr,Fz), ShamirTrick(A;, Az, Fr,Fz)) and set
st’ < 7 := (I}, A’) (similarly to the op = mod case). Finally (J,F’;) < (I \ L,Fr \ Fz).

StrgNode.Retrieve(d, n,st, I, Fr, Q) — (Fg,mg) Compute both portion Fg C F; as well as
proof
mg + VC.Disagg'(pp, I, Fr,st, Q).

The algorithms for client nodes are:

ClIntNode.GetCreate(0, J, Y j) — (b,0") Parse YTy := (¢, Tpoksuby’ ) S€t 7’ = |J| and output
b+ PoKSubV'.V/(pp, (6,8, J), 7)) AJ = {1,...,|J|} and &".
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CIntNode.VerRetrieve(d, Q, Fo, mg) — b Output b < Ver'(pp,d, Q, Fg, mq)

ClIntNode.ApplyUpdate(d, op, A, TaA) — (b,d") This algorithm is almost identical to the first
part of the Storage Node algorithm StrgNode.ApplyUpdate(d, n, st, I, Fr,op, A, Ta). The
difference is that it executes only the parts that are related to the output of b and 4.

AggregateCertificates(d, (I, Fr,77), (J,Fy,m5)) = 7K
Return g VC.Agg’(pp, ([, Fr, 7T]), (J, Fj, 7TJ)).

Correctness. Here we state and prove the correctness of VDS;.

Theorem 26. The scheme VDS, presented above is a correct verifiable decentralized storage
scheme.

Proof. In the following we will always assume that st := (stj,sty) and § := (0*,n) =
((61,92),n). Furthermore, whenever (ay, br) appear, we assume that they are the outputs of
PartndPrimeProd(I, F), for each set of indices /. Finally for each set of indices / we assume
1= (L1, Ap).

First we note that in our construction it is sufficient for a local view (pp, d, n,st, I, F;) of a
storage node to be valid that
CIntNode.VerRetrieve(d, I, StrgNode.Retrieve(d, n,st, I, F;, I)) = 1 holds. More concretely
this translates to stj’ = d; A stg’ = J9 and due to the correctness of disaggregation property

stllaQ =6 A st/QbQ = Jo holds where st’ < StrgNode.Retrieve(d, n,st, I, F;, Q) for each
@) C I. To put things clear, a local view of a storage node (pp, d,n,st, I, F) is valid if
sti? =1 A stgl = 0.

Let (pp, d,n,st, I, F) be a valid local view of a storage node:
Update Correctness. Let (op, A) be an admissible update for (I, Fy,n) and (&', n’,st’, J,F/;, Ta)
be the output of StrgNode.PushUpdate(d, n, st, I, F, op, A). We discern three cases depending
on the type of update:

* op = mod:

. : N
1. According to our construction 6* = (X, AJK), where
ar br ar s br g
b ax K : axc @ (o
Tk, Ar) = (I’LI”\K7 AN) = (st¥, st,X ) (dueto VC.Disagg'). So 8’ = (st B sty ),

Furthermore st' = stand J = I, so

ag s br s

1a’ 114 ar b
st = (st st ) = (8, 8)

(sty

2. Let (6, n,sts, Is, F1,) be valid and (bs, J5, 15, stg, Js, F; ) be the output of
StrgNode.ApplyUpdate(d, n,st, I, Fr,op, A, Ta). bs = 1, 8, = ¢ and n, = n’ come
from inspection.
If 7N K = () then
(sth1,5th o) (Shamirt[*rick(sts,l, Tk, Fr, Fr)% , ShamirTrick(st, o, A, Fr, FK)b’K) =
ax Uk
= (stgff stsg) and (a’,b}) = (ar, br) remains the same. So

’ ’
a b
/bII K g Ky

4 e ar I
(stil,sthd) = (stih ,stls ) = (0s1,0s2)
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If IN K = K then st, doesn’t change and (a7, b7) = (FLal, ;’—éb}(), hence

1a’ 0,
(ste1sSteh) = (051,05 2)

The validity of (pp, d5, n%, sti, Js, F/; ) in the case of I N K = L ¢ {(), K'} is covered by
the above two, since it essentially is a sequence of the two above cases.

3. Let (be, 0.) be the output of CIntNode.ApplyUpdate(d, op, A, T a). It follows directly from
the definition of CIntNode.ApplyUpdate (and its similarity with StrgNode.ApplyUpdate)
that b, = by = 1 and 0. = 9., = ¢'.

* op = add:

1. According to our construction * = (5‘11’(,(512)“‘ ) and st’ = st. Also, J = I U K and
(a’},0;) = (araly, brby) and so

/ / / / / /
(st} sty 7) = (sty’ ", sty ) = (8%, 6,%) = (5}, 8))

2. Let (0, n,st, Is, F1,) be valid and (bs, d5, ns, sti, Js, F; ) be the output of
StrgNode.ApplyUpdate(d, n, st, I, Fr,op, A, Ta). bs = 1, 8, = ¢’ and n), = n’ come
from inspection. Also J = I so (d/;,b;) = (ar,b;). st' = (st?K,sth) and 6% =
(07, 85) 50

(st st17) = (st} sty<"") = (8], ])

3. Let (b, d.) be the output of CIntNode.ApplyUpdate(d,op, A, Ta). Again correctness
comes directly from the definition of CintNode.ApplyUpdate.

* op = del:
11
1. According to our construction (6}, 8%) = (Tx, Ag) = (05,6, ),st' =standJ = I\ K.

Furthermore, (a/;, ;) = (&L, IfTI()

ar br 1 1

ra’ ' @ e
(StlaJ>St1J) = (Sth 7St§K) = (51}{752}%) - ( /1765)

2. Let (6, n,sts, Is, F1,) be valid and (bs, J5, 15, stg, Js, F'; ) be the output of
StrgNode.ApplyUpdate(d, n, st, I, F,0p, A, Ta). by = 1, §; = ¢’ and nj; = n' come
from inspection. Alsolet L = I N K then J =1\ Landif L = K \ L then

1 1

(st},st) < (ShamirTrick(st;, 'z, Fr, Fz), ShamirTrick(ste, Az, Fr,Fz)) = (stf?,stgg)

ra’ ' ot Z*J al//aL be//l;,L e % ;o
ayr T a a a
(sty 7oty ) = (st ", sty” ) = (st ™70 sty X770 ) = (6,5, 05 ) = (07, 05)

3. Let (bc,d.) be the output of CIntNode.ApplyUpdate(d,op, A, Ta). b = bs = 1 and
4!, = 6. = ¢’ from inspection.
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Add Storage Correctness. It comes directly from aggregation correctness of VC.Agg’ (see
section 6.5.1.2).

Remove Storage Correctness. It comes directly from disaggregation correctness of VC.Disagg’
(see section 6.5.1.2).

Create Correctness. Let J C I and (&', n’,st’, J,F;, T ;) be the output of
StrgNode.CreateFrom (9, n, st, I, Fr, J) and (b, §”) the output of CIntNode.GetCreate(d, J, T 5),
then n’ = |J| comes from inspection of StrgNode.CreateFrom, ¢” = ¢’ comes from in-
spection of ClntNode.GetCreate algorithm and validity of (pp, ¢, n/,st’, J,F ;) comes from
correctness of Com’ and VC.Agg. Finally, b = 1 comes from correctness of PoKSubV’
protocol.

Aggregate Correctness. It comes directly from aggregation correctness of VC.Agg’ (see section
6.5.1.2).

O]

Security. Below we state and prove the security of our VDS; scheme.

Theorem 27 (Security). Let G < Ggen(1) be a hidden order group where the strong RSA
assumption holds, then the scheme VDS presented above is a secure Verifiable Decentralized
Storage scheme in the generic group model.

Proof. First we observe that in our scheme, for every valid history H, with Bootstrap(1*) —
(pp, 00, sto) == ((G, g, 90, g1, PrimeGen) , ((go,91),0), (go,91)), the digest that arises is the
same as a commitment of the file with Com’. Concretely, let (b, §, F) <— EvalHistory(pp, &g, sto, H.)
then if b = 1 it holds that § = Com’(pp,F) or 6* = (J1,82) = (g5,9°), where (a,b) <
PartndPrimeProd([|F|], F). Particularly this is central to our construction and one can validate
that it holds by inspecting all the algorithms that alter the digest.

To prove the theorem we use a hybrid argument. We start by defining the game Gy as
the actual V DS security game of Definition 35, and our goal is to prove that for any PPT A4,
Pr[Go = 1] € negl(}).

Game Gj:
Gy = VDS—SecurityéDs(/\) EvalHistory(pp, do, sto, )
(PP, d0,stg) + Bootstrap(1™) Fo < 0;b<«1
(H,Q,F5, ) < A(pp, do, sto) for i € [{]
(b, 8, F) < EvalHistory(pp, 0o, sto, H) F; < FileChange(F;_1,0p’, A")
b bAFL # Fon if op’ € {mod, add, del} then
CIntNode.VerRetrieve(pp, 6, Q, F,, 7*) (bs,6;) + ClntNode.ApplyUpdate(d; 1, 0p’, A%, %)
return b elseif op’ = cfrom then
(bs,8;) + ClntNode.GetCreate(d; 1, A%, T%)
endif
b+ bAb;
endfor

return (b, §,, Fy)

Recall that H = (op’, A”, Ty );c[q Where:
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« for op’ = mod: A’ := (K¢, FlKl) N (FZKZI7 }(11) and CIntNode.ApplyUpdate(§i—1,
op’, A", T% ) outputs b° = 1 if Ver’ (pp,é’ LKL RS aiol) = Tor (TO = 6771) A
b i—
(A =051,
« for op’ = add: A' := (K, Flki), ‘. := o and CIntNode.ApplyUpdate(5°~1, op’, A%, T)
outputs b = 1if K% = {n*~1 +1,... n"~1 +|K|}.

. op! = del: Af := Ki T = (Fi-!, 7'~) and CIntNode.ApplyUpdate(§°~!, op?, A%, Y% )

KL Y Kz
outputs b* = 1if (K' = {n" ! — |K'| +1,...,n""1}) /\Ver’l()pp,(Sl LKL R }(11))
or (K' = {n~' — |K[+1,...,n" '} A(D “Kl_al DA (AR =67,
* op’ = cfrom: A’ := K', T} = (8", Thksupy) and CIntNode.GetCreate(5" ", A%, T} )
outputs b° = 1 if PoKSubV'.V (pp (616" K, KY), 7)) = 1.

Game G;: define G; be the same as G;_1 except for the update i:

« if op’ = mod: A’ := (K, F’..), T : (FZK}, }(11> but in the i-th step of EvalHistory b is
instead output of: 4
b < (agila) A (bgi|b)
where (a,b) < PartndPrimeProd([|F*~!|], FF~1)
In case b’ = 0 aborts (abort;). Otherwise ¢° is computed normally from
CIntNode.ApplyUpdate(§~1, op?, A%, T,).

» forop’ = add: A’ := (K, F%,), T!y := & and everything is the same as in G;_1. Le. (b’ 6")

is the output of CIntNode.ApplyUpdate(5°~1, op?, A%, T%).

« op’ =del: A := K, Y := (Fi.!, w."). Similarly to the mod case b’ is the output of:

b (ageila) A (b lb) A (K* = {0 ™" = [K7[ 4+ 1,...,n" '}
where (a,b) < PartndPrimeProd([|F* 1]}, FF~1)

In case b = 0 aborts (abort;). Otherwise & is computed normally from
CIntNode.ApplyUpdate(§°~1, op?, A%, T, ).

* op’ = cfrom: A" := K*, T%
instead:

= (0", Tpousypy) DUt in the i-th step of EvalHistory b' is
b (Fh CFAS = Com/(pp, Fi ) AT ={1,...,|J[}

In case b’ = 0 aborts (abort;).

Lemma 15. Let op’ = mod then if the strong RSA assumption holds for Ggen, Pr[G;_1 = 1] <
Pr[G; = 1] 4 negl(\).

Proof. Tt is straightforward that the only difference between GG;_; and G; is in the computa-

tion of ' inside the EvalHistory. Thatis in G;_1 : b = (I'5" = &171) A (Al;ff =05t
and in G; : b° = (agila) A (bgilb). Since aborty,aborty, .. abort, 2> have not happen,

from correctness of the VDS scheme it comes that (67, 53*1) = (g5, gf{)’ where (a,b) «
PartndPrimeProd(HFi*1 I, Fi—l).
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|Pr[G;_1 = 1] — Pr[G; = 1]| = Pr[abort;] = Pr[b' = 0] = Pr[(akila) A (bki|b)]. But
since abort;_; didn’t happen (FCIL{’? =g5) A (A;’gj = gll’) Therefore it is straightforward to
abort; to the strong RSA assumption, i.e. Pr[abort;] = negl()). O

Lemma 16. Let op’ = del then if the strong RSA assumption holds for Ggen, Pr[G;_1 = 1] <
Pr[G; = 1] + negl(A).

Proof. The same as the above case of op’ = mod holds. O
Lemma 17. Let op® = add then Pr[G;_1 = 1] = Pr[G; = 1].
Proof. G;—1 and G} are identical. O

Lemma 18. Let op’ = cfrom then for any PPT A in G; there exists an algorithm £ such that
Pr[Gi—1 = 1] < Pr[G; = 1] + negl(X) of the strong RSA assumption holds.

Proof. Let £ be the extractor of PoKSubV’ protocol that corresponds to A. Since PoKSubV’

is knowledge sound, £ outputs (F;l,wm,w’m) such that Ver'(pp, 81, K, F;l, Tgi) =

1 A Ver'(pp, 6i,Ki,F?i1,7r}(i) =1A ]F;l = n’/, where §' = (6*,n?). Since abort,
aborty, ..., abort;_, have not happen, from correctness of the VDS scheme it comes that

5= = Com’(pp, Fi~!). From the first verification equation above we get that under strong
RSA assumption F’K’i1 C F~L. From the second verification equation above we get that Fgl is

an opening of §°. From the third equation above we get that §° is a digest for a file of size \FEI B

From the last two points we get that §* = Com’(pp, F;l).
So Pr[Gi—1 = 1] < Pr[G; = 1] + negl(A). O

We conclude that in any case Pr[G;_; = 1] < Pr[G; = 1] + negl()). Since |H| = ¢ =
poly(\) with a hybrid argument we get that Pr[Gy = 1] < Pr[G; = 1] + negl()). But clearly
Gy = 0 always (since no abort has happened), and thus Pr[VDS-Security{jps(A) = 1] =
P[Gp = 1] = negl(\). O

6.8.2 Our Second VDS Construction

To construct our second VDS scheme, denoted VDSs, we build on our second SVC scheme from
section 6.5.2. The main difficulty that we face in turning our SVC into a VDS is the specializtion
phase of the CRS, i.e. the trusted generation of U = gHiG[”] ¢ Although VDS schemes can
support a trusted setup phase, it can only be done once by the Bootstrap algorithm. However,
U depends on the current size of the file (though not on its content), meaning that normally at
each addition (or deletion) to the file it should be updated*’. To solve this problem, we attach U
to the VDS’s digest (together with n for technical reasons), 6 = ((U, C),n).

Then, U can be built progressively while the file is extended or reduced. Namely, when
adding new positions from the set K to the file, all ¢;’s in K are added to the accumulator, i.e.
U’ + Ullick ¢ The definition of VDS security (def. 35) ensures that the digest is evaluated
honestly which ensures that U has the correct form U = gllienei,

Finally, we make use of the dynamic properties of the [66, 145] scheme (in which our SVC
builds) and the RSA Accumulator, to construct the VDS scheme. The latter is important if one

47 Another solution would be to recompute it at the verification time, but it would require linear work, which
contradicts VDS requirements.
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notice that U = gHiE["] ‘.8 = gHiE[n]\f “ resemble an RSA Accumulator value and witness
respectively.

Our scheme VDS,. In the following 6 := ((U,C),n), st := my, where 7y := (S7,As). Also,
each e; is computed as e; + PrimeGen(i); so PrimeGen(7) is omitted for simplicity in the
description. VC.Agg, VC.Disagg are the aggregation and disaaggregation algorithms defined in

section 6.5.2. We highlight that possession of S allows anyone to compute Sy < S}_[j Ny %

for each J C I, thus for simplicity we omit explicitly refer to the procedure of computing any
such S;.

Bootstrap(1*, £) — (pp, &, n0, Stg) generates a hidden order group G < Ggen(1*) and sam-
ples a generator g <—s G. Italso determines a deterministic collision resistant function PrimeGen
that maps integers to primes of ¢ + 1 bits. Set ng < 0, do + ((1,¢9),no) and sty < g.

StrgNode.AddStorage(d, n,st, I, Fr, Q,Fg,mg) — (st’, J,F ;) aggregates the parameters and
the opening proofs

Sruq < ShamirTrick(Sr, So, [ [ ei [ [ €:) and Arug < VC.Agg((S1,Ss), (I,F1, Ar), (J,F 7, A))
i€l i€Q
StrgNode.RmvStorage(d, n,st, I, F;, K) — (st’, J,F;) disaggregates
Sy SHiernK and A; + VC.Disagg(Sy, I, Fr, Ar, J)
StrgNode.PushUpdate(d, n, st, I, Fr,op, A) — (8',n/,st’, J,F/;, T o) the algorithm works ac-
cording to the type of update operation op:
« op = mod: A := (K, F).
cec-I[s0 7 Uvew LA, S) S Ta< (Fx,Sk)
ieK
« op =add: A := (K, Fl).
C'—C-[[87 U« Ullexe LA, Si— S, Ta+ Sk
jeK
s op=del: A:=K.
C' LF U+ S}LG’\K“‘ =S, Ny AERS e g v e (Fi, Sk)
jex 557
StrgNode.ApplyUpdate(d, n, st, I, Fr,op, A, TA) — (b,¢',n',st’, J,F/;) Again, it works ac-
cording to the type of update operation op:
« op =mod: A := (K,F) and Tp := Sk. Compute b (SII}’EK Y= U)andifb=1:

I_E. el F' —F,
e IIsi veu apens I (s ste s
€K JEK\I
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« op = add: A := (K,Fl.) and T := Sx. Compute b + (SLV<*“ = U) and if b = 1:

O[] 55, U+ vlhere A e Ar]] (S;/H’GI ) T8y glliene
jeK jeK
where S;/ ierei _ ShamirTrick(Sr, S;, [[;c; €, ej) foreach j € K.
+ op=del: A := K and T = (Fx, Sx). Compute b ¢ (SL7<*“/ = U) and if b = 1:

O LF U’ + Sk,
[Liex S’
AIHieKm €i
! ! . .
T U oer e ST+ Shamerrlck(S],SK\I,Hei, | H e;)
jers (Sj ' ) W ek

StrgNode.Retrieve(d, n,st, I, Fr, Q) — (Fg,mg) disaggregates

I1

So < 5, <" and A « VC.Disagg(S0, I, Fr, A, Q)

The algorithms for client nodes are:

CIntNode.VerRetrieve(d, @, Fg, mg) — b output
b Ver(pp, C, Q,Fg, Ag) A S5<@“ = U

ClntNode.ApplyUpdate(d,op, A, Ta) — (b, ") This algorithm is almost identical to the first
part of the Storage Node algorithm StrgNode.ApplyUpdate(d, n,st, I, Fr,op, A, TA). The
difference is that it executes only the parts that are related to the output of b and 4.

AggregateCertificates(d, (I, Fr, ), (J,Fs,ms)) — mx return

S1ug + ShamirTrick(Sr, Sy, H ei, H e;) and Ak <+ VC.Agg ((Sr,Ss),(I,Fr,Az), (J,Fs,A)))
el ieJ

We note that we do not define an efficient StrgNode.CreateFrom operation for the VDS,
construction. While general-purpose SNARKSs would work to achieve this result, they would be
extremely expensive. We leave it as an open problem to find an efficient arguments of knowledge
of subvector opening for this scheme.

Theorem 28 (VDS,). Let G <— Ggen(1*) be a hidden order group where the strong Distinct-
Prime-Product Root and the Low Order assumptions hold. Then the VDS scheme presented
above is a correct and secure Verifiable Decentralized Storage scheme.

The intuition of the above theorem is as follows: the VDS scheme can be seen as preserving
and updating a vector commitment C' and an RSA Accumulator U. So correctness of VDS
comes from correctness of the updatable vector commitment SVC and correctness of updates of
the RSA Accumulator (see [40]). Similarly, security comes from security of SVC and the RSA
accumulator’s security, which in turn rely on the strong distinct-prime-product root assumption
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and the strong RSA assumption respectively. Note that strong Distinct-Prime-Product Root
implies strong RSA (the opposite also holds in RSA groups).

Recall that U is an RSA accumulator of all e;’s and is used to verify S;’s. The RSA
accumulator’s security demands that the accumulated value U is honestly computed, which
is ensured in the VDS setting since we assume a valid history. So given a valid history one
knows that U is of correct form (i.e. U = gnie[n] ") and then can securely check that S; is of
correct form (by checking SIHZEI “ = U), which is ensured from RSA Accumulator’s security.
After checking the validity of Sy it all boils down to position binding of the vector commitment.
To conclude, the gap between position binding of the original VC and security of our VDS
construction is to ensure that S; is well formed, which in turn relies on the correct form of U.

6.8.3 Efficiency and Comparison

In Table 6.3 we provide a detailed efficiency analysis and comparison of the two VDS schemes,
VDS; and VDS, proposed in the two earlier sections.

In terms of performances, the two schemes do similarly, though VDS, outperforms the first
one by a logarithmic factor. Its efficiency advantage comes from the fact that operations are
not bit-by-bit as in the first one. More in detail, in VDS; most of the operations require one
exponentiation with an a-bit prime for each bit and each position of the subfile, roughly O(¢-|I|-
«v) group operations. In VDSs, the main overhead is related to handling the distributed parameters
{S;}. In fact, computing S, for each i € I, given S takes O(I log |I|) exponentiations with
(¢ + 1)-bit primes, roughly O(¢ - || - log |I|) group operations.

To compare the two methods, recall that « is at least log(¢n) (since we need at least /n
distinct primes), which means that VDS, has a (logarithmic) dependence on the size of the file.
On the other hand, VDS3’s cost depends only on the size of the subfile that is processed. Hence,
since o > log(¢n) > log(n) > log(|I|) the VDS, always outperforms VDS, (see Table 6.3).

Another notable difference regards the StrgNode.PushUpdate algorithm for op = mod. In
VDS,, the running time depends solely on the size of the update, whereas in VDS, it depends on
the size of the entire subfile stored locally. This can be a huge difference for nodes that decide to
store large portions, and it constitutes a major theoretical (and practical) improvement of VDS,
over VDS;.

In terms of security, VDS is based on a weaker assumption*®, over groups of unknown order,
than VDS, (although for the specific case of RSA groups the two assumptions are equivalent).
Finally, in terms of functionality, VDS; is the only scheme that can support efficiently the
StrgNode.CreateFrom functionality and the (compact) Proofs of Data Possession; this is thanks
to its compatibility with the efficient succinct arguments of knowledge that we propose in section
6.6.

“8This holds when considering the basic scheme without the StrgNode.CreateFrom functionality.
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Metric VDS, VDS,
Bootstrap O(1) O(1)
pp| 3|G| 1|G|
Digest || 2 |G| + log |F| 2 |G| + log |F|
Storage Node storing (I, F;)
State |sty]| 2 |G| 2 |G|
StrgNode.AddStorage (K) | O(¢ - o~ (|I| + |K|)) | O - (I log |I| + | K|log |K|))
StrgNode.RmvStorage (K) O a-|KJ) O(¢-|K|log|K])
StrgNode.CreateFrom (J) o-a-|I]) ol
1| 9G] +2Zy]
mod | O a-|I]) O((-|Allog |A])
StrgNode.PushUpdate (A) add O -a-lA]) Ol - |Allog |A])
del| O(¢ o~ (11— |AD) | O (1] = |A] + Al log A])
N mod,del |  O(JA]) +2 |G| O(|A]) +1-|G]
add %} 1
mod | O(-a- (1] +]A)) | O(- (] + |Allog [A]))
StrgNode.ApplyUpdate (A) add O -a-|Al]) O(L-(|I| +|Allog|Al))
del | O(C-a- (1] +]AD) | O (11 + |A]log|A)])
StrgNode Retrieve (@) | O(C-a- (11— |Q1)) | O~ (1T — [Q) Tog(1T| — |Q])
7l 2G| 2G|
Client Node
CIntNode.GetCreate (/) o-a-|J|) no !
ClntNode.VerRetrieve (Q) O -a-|Q)) o -|Q|log Q)
CIntNode.ApplyUpdate (A) (mod, add, del) O -a-l|Al) O(¢ - |Allog |A])
AggregateCertificates (I,.J) | O -« - (|I| +|J])) | O - (|I|log|I| + |J|log]|J]))
PoR yes yes
PDP yes no !

Table 6.3: Comparison between our two VDS schemes. The running time is expressed in number

of G-group operations. Notation for the sets of positions: I are the ones held by the storage

node, K the ones added or removed from local storage by the storage node, .J the ones used to

create the file in StrgNode.CreateFrom, A the updated ones, and () the ones of a retrieval query.

In VDS;, a denotes the size of the primes (returned by PrimeGen); so a > log(n¥) where n is

the size of the file and / the bit-size of each position (i.e. F € ({0, 1}%)™).

! Such a protocol exists but it is either inefficient for the prover (SNARKS) or it has a large overhead in communication
complexity (3-protocols or PoKE-based ones).

6.9 PoProd protocol for Union of RSA Accumulators

Let G be a an hidden order group as generated by Ggen, and let g1, g2, g3 € G be three honestly
sampled random generators. A more straightforward succinct argument of knowledge for the
union of RSA Accumulators is for the following relation

RPoProd:{((AaBaC)a(a>b))EG3XZ2 : A:g‘f/\B:gS/\C:gg'b }
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Our protocol PoProd is described below.

PoProd protocol

Setup(1*) : run G <—s Ggen(1*), g1, g2, g3+ G, set crs := (G, g1, g2, g3).
Prover’s input: (crs, (A, B, C), (a,b)). Verifier’s input: (crs, (4, B, C)).

V = P: 0 +sP(1,2%)
P—V:im:=((Qa,QB,Q¢c),ra, rp) computed as follows

* (9as s ) < (La/t]; [b/¢], [ab/t])

e (rq,mp) + (@ mod £,b mod ¥)
* (QA?QB?QC) = (g(llaaggbaggc)

V(ers, (A, B,C), ¢, m):

« Compute 7 < 14 -7 mod £
* Output 1 iff rg,mp € [f] A QYgi* = A A QBgy’ = B N QLgy =C

To prove the security of our protocol we rely on the adaptive root assumption and, in a
non-black-box way, on the knowledge extractability of the PoKE protocol from [40]. The latter
is proven in the generic group model for hidden order groups (where also the adaptive root
assumption holds).

Theorem 29. The PoProd protocol is an argument of knowledge for Rpoprod in the generic
group model.

The proof is quite similar to the one of theorem 20 only instead of using the extractor if
PoKRep protocol we use the extractors of two PoKE protocols (one for g¢ = A and one for
b
g3 = B).

6.10 Comparison with the [40] SVC on Committing and Opening
with Precomputation

We discuss how the preprocessing technique can also be applied to the SVC scheme of [40]
(instantiated for binary vectors of length n = N/). In this case, however, we will not use the
incremental disaggregation and aggregation but only one-hop aggregation.

Let us recall that in [40] a commitment to v € {0, 1}" is Acc = g® with b = [ Lien),0;=1 Ps-
When asked for opening of some positions in the set I, the vector owner has to provide a
batched membership proof for all {p; : j = (i —1)¢+ 1,7 € I,l € [{],v; = 1} and a batched
non-membership proof for all {p; : j = (i = 1)¢{+1,i € I,l € [{],v; = 0}.

For the membership proofs, we can use ideas similar to the ones discussed earlier. In the com-
mitment phase one can precompute {W; = ¢*/% : i € [N]} where b; = Hlem’vu:l P(i—1)e+1>
which can be done in time O(N log N - £log(¢/N)) using the RootFactor algorithm from
[188, 40]. This adds at most NV elements of G to the advice information. Next, in the opening
phase, in order to compute a membership witness for a set of positions I one can use the ag-
gregation property to compute a witness Wy from all W; with ¢ € I, which is doable in time
O(mlogm).
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For the non-membership proof, there are instead two options:

1. Compute the batch-nonmembership witness from scratch

2. Precompute and store (unbatched) non-membership witnesses for all 0’s of the vector and
then aggregate the necessary ones to provide the opening asked.

We argue that an intermediate solution of precomputing a fraction of non-membership witnesses
and computing the rest from scratch does not provide any benefit since even if a single non-
membership witness needs to be computed, it requires the whole vector and computing the
corresponding product of primes. So, in the end the intermediate solution will be more costly
than both the above ones.

1. Compute non-membership witness from scratch. To compute a non-membership witness one
needs the product b of all the primes in the accumulator (i.e., all primes that correspond to 1’s in
v). There are in turn two possible ways to deal with this:

« Precompute and store b, which requires O(log(N¢) - N - £) computation and |b| = O(N - ¢ -
log(N?)) bits of storage.

« Compute b online from all p;’s, which requires O(log(N¥¢) - N - ¢) computing power.

The computations needed to obtain a single non-membership witness is proportional to the
size of b, whichis O(¢ - N - log(¢/N)) G. Hence, virtually there is no big improvement in the
opening time by precomputing b, since the group exponentiations are more costly (although
concretely it saves the online computation of it). Furthermore, keeping |b| = O(N - ¢ -log(N¥))
bits of storage may get impractical for big V.

2. Precompute non-membership witnesses and then aggregate. The idea is similar to the
aggregation technique mentioned above for membership witnesses. However, a crucial difference
is that, as stated in [40], for non-membership witnesses one has only one-hop aggregation. This
means one must precompute and store non-membership witnesses for each block of the vector.
However these non-membership witnesses have size proportional to the number of bits of each
block (plus one group element).

This technique requires storage of O (V') group elements plus O(N-¢log(NY¥)) field elements
on average. Precisely, the size of a non-membeship witness for each block is |G| 4 log(N¥) x
#{0-bits in the block}, hence the total size of non-membership witnesses is N'|G|+ N¢log(N¥)
in the worst case and N|G| + N{log(N¥)/2 in an average case where half of the bits of the
vector are 0. To conclude, with the VC of [40], one would need, on average, to precompute and
store 2N |G| + N/log(N¥)/2 bits.

Comparison. To conclude, even if we consider the case B = 1, both our solutions require much
less storage than in [40]: 2N|G| vs. 2N |G| + N/¢log(N¥)/2 bits. In terms of computing time,
the preprocessing has roughly the same complexity in all three solutions, although our second
scheme is slightly less favorable due to the log® m factor in the opening. Comparing [40] and
our first scheme, in [40] the computing time for an opening of m blocks requires at least 50%
more time than in our first scheme due to the handling of non-membership witnesses (which
leads to 25% more time in the average case).
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The results of this chapter appear in a paper under the title "Inner Product Functional Com-
mitments with Constant-Size Public Parameters and Openings" published at the SCN 2022
conference [76].

7.1 Technical Contributions

We summarize the results of this chapter below.

* FC for binary inner products with constant-size openings. Our first result is a functional
commitment that supports the evaluation of binary inner products over the integers. Namely
one can commit to a vector v € {0, 1}" and, for any f € {0, 1}", open the commitment to
(v, f) computed over Z. The scheme works over groups of unknown order and, due to the use
of succinct proofs of exponentiation from [40], relies on the random oracle and generic group
models. The scheme’s public parameters are four group elements, while openings consist of
21 elements of the hidden-order group, and 14\ bits.

While all prior FCs for inner products use techniques that somehow rely on the homomorphic
property of an underlying vector commitment, our construction departs from this blueprint
and shows a new set of techniques for proving an inner product. In a nutshell, we start from
the first vector commitment of Campanelli et al. [59], which uses an encoding of a vector
based on two RSA accumulators, and then we show how to reduce the problem of proving an
inner product with a public function to that of proving that a certain exponent lies in a range.
To the best of our knowledge, this technique is novel. Also, a core part of this technique is a
way to succinctly prove the cardinality of a set in an RSA accumulator, which we believe can
be of independent interest.

* FC for integer inner products. Our second result is a collection of transformations that lift
an FC for binary inner products, like the one above, to one that supports the computation
of inner products over the integers and over finite rings. More in detail, we show two main
transformations for the following functionality: one can commit to a vector v € (Z4¢)™ and,
for any f € (Zam)™, open the commitment to (v, f) computed over Z.
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Through the first transformation, we obtain an FC whose openings have size of O(¢ + m)
group elements and additive (¢ + m)log(¢n) bits, and whose algorithms running time is
approximately (¢ 4+ m) times that of the FC for binary inner products.

Through the second transformation, we achieve a different tradeoff: the algorithms’ running
time grow by a factor 2™ but openings have a fixed size O(1) group elements.

We also show analogues of both transformations for the case of inner products modulo any
integer p, i.e., for (-, ) : Zy X Zj; — Zj, that yield FCs with the same complexity as the ones
above, considering ¢ and m as the bitsize of p.

Among the two, the second transformation is of particular interest because, in the case of
£, m = O(log \) (resp. p = poly) it yields functional commitment schemes with constant-size
openings.

Finally, due to the known construction of polynomial commitments from functional com-
mitments for inner products (see above), our FCs also imply polynomial commitments with
transparent setup for polynomials in Z,[X].

+ Comparison and concrete interpretation of our results. As mentioned above, the objective
of our work is to eliminate any dependence on the size of the parameters and proofs on the
vector length n. Our constructions have sizes dependent only on the security parameter \.
When concretely instantiating the group of unknown order these sizes get O(\?) for class
groups [129, 35, 94] or O(\3) for RSA groups.

On the other hand, elliptic curve group elements typically have size O(\). Therefore, if we
consider polynomial lengths n = poly then elliptic curve-based functional vector commitments
as Bulletproofs [52] have proof size O(Alogn) = O(Alog \), which are concretely more
efficient. For this, our results firstly serve as feasibility results for the complexity of the
sizes of functional vector commitments. We note, however, that our solutions would still be
asymptotically better if different unknown order group instantiations with optimal O(\) size
were introduced, or in complexity leveraging scenarios where one considers super-polynomial
vector sizes, n > poly.

This asymptotic drawback of constant-sized constructions is typical for many primitives
based on groups of unknown order such as RSA accumulators [29, 18, 152, 40], vector
commitments [66, 145, 40, 59] or SNARKSs [145].

Therefore, if we compare to the functional commitment built using the Bulletproofs inner
product argument [52] (which to the best of our knowledge is currently the most efficient
one that admits constant-sized and transparent parameters) the proof sizes of our schemes are
concretely larger (for n = poly). On the other hand, our FC has two main advantages. The first
one is flexibility. Our FC “natively” supports inner products over Z,, for any integer p, whereas
Bulletproofs only supports inner products over Z, where ¢ is the prime modulus of a group
G where discrete logarithm holds.** The second advantage is that in our FC the verification
algorithm admits preprocessing, that is, after spending O(n) group exponentiations for a
deterministic preprocessing of the function f, the rest of the verification has a fixed cost O(\).
Notably, inner product arguments based on the folding techniques of Bootle et al. [44] do not

“90ne could use Bulletproofs arithmetic circuit protocol in order to simulate mod p algebra over Z,, at the price
of a prover’s overhead.
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admit this preprocessing, as their verification time is O(n) independently of the time to read
the statement.

7.2 Building Blocks

7.2.1 Succinct Proofs of Exponentiation

We make use of the following succinct arguments of knowledge of exponents over groups of
unknown order. Below we describe the protocols’ functionalities and defer their description to
Section 7.6.

PoKE. First we recall the proof of knowledge of exponent (PoKE) of [40] for the language:
Lroke = {(Y,u;2) € G* x Z: Y = u"}

parametrized by a group G «—s Ggen(\) and a group element g <—s G. The protocol is succinct:
it consists of 3 G-element and 1 Z,»-element and the verification time is O(\), both regardless
of the size, ||z||, of the witness.

PoDDH. We also recall the proof of knowledge of a Diffie-Hellman tuple (PoDDH) of [59],
for the language:

Lpoppr = { (Y0, Y1,Y;20,21) € G* x Z2 1 gi° =Yg A g{' = Y1 A g™™ =Y}

parametrized by a group G «—s Ggen(\) and three group elements g, go, g1 < G. Notice that,
unlike the usual DH-tuple, in the above protocol the bases are different and honestly generated
in the setup. However, the same protocol can work for the same base, g = go = ¢1. Similarly to
the PoKE, the protocol is succinct: 3 G-elements and 2 Z,x-elements and O ().

PoRE. We wil make use of a succinct protocol (PoRE) proving that the exponent of an element
Y = ¢” lies in a certain range, = € [L, R)].

ﬁpoRE:{(Y,L,R;x) EGXZ3:L<1:<R/\9$:Y}.

parametrized by a group G <—s Ggen(\) and a group element g <—sG.

For this we rely on the square-decomposition technique [151, 125]. That is, an integer x is
in the range [L, R] if and only if there exist (21, 9, z3) € Z® suchthat4(z — L)(R—x) + 1 =
23 22. The proof consists of the following subprotocols (run in parallel):

=15

» Foreach? = 1, 2, 3, the prover computes x;, sends Z; = gx? for i € [3] and involves with the
verifier in a succinct argument of knowledge of square exponent (PoSE) proving the validity
of the last:

Lpose = {(Zi;ﬂﬁi) €GXZ:g" = Zi} :

PoSE is presented as a stand-alone protocol in Section 7.6 Figure 7.8.
« The prover sends Y’ = ¢~ L)(E=2) and involves in a PoDDH protocol with the verifier for
the tuple (¢~ %, g%, Y"). Observe that g* %, g®~* can be computed homomorphically by

the verifier from Y = ¢”, thus don’t have to be sent.

« Finally, the verifier merely checks if Y4 - g = H?:1 Z;.
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All the above protocols are knowledge-extractable in the generic group model for groups of
unknown order [87, 40].

Non-interactive versions. All protocols can be made non-interactive by the standard Fiat-
Shamir transformation [101].5°

7.3 Our Functional Commitment for binary inner products

In this section we present our core construction of Functional Commitments for binary inner
products with constant-size parameters and openings. Precisely, in the scheme we commit to
binary vectors v = (v1,...,v,) € {0,1}" and the class of functions is F = {F,,} where, for
every positive integer n, F,, = {f : {0,1}" — Z} such that f is a linear function represented
as a vector of binary coefficients, i.e., f = (f1,..., fn) € {0,1}", and computes the result as
the inner product

y:<f,v>:Zfi-v,-€Z.
i=1

Note that, for a fixed n, every possible result y is an integer in {0, ..., n}. Our starting point is
the vector commitment (VC) of Campanelli et. al. [59], which is based on RSA accumulators [29,
18, 152, 40]. In [59], each position of v is encoded as a prime, via a collision-resistant hash-to-
prime function Hprime(i) — p; for each i € [n]. Then, in order to commit to v, one creates two
RSA accumulators, C, C1: the former that accumulates all primes corresponding to zero-values
of v ({p; = Hprime(3) : v; = 0}), and the latter for one-values ({p; = Hprime(i) : v; = 1})

respectively. That is merely, Cp = g =P and Ci = g{lvi:lpi. Observe that these two sets of

primes form a partition of all the primes corresponding to positions {1, ...,n}. For binding of
the commitment, they also add a succinct proof PoDDH to show that the sets in Cyy and C] are
indeed a partition.

Starting from this vector commitment, our contribution is a new technique that allows us to
create inner product opening proofs. To this end, our first key observation is that:

y=( f)=> vifi=Y vi-0+ Y v-1=Y vi=[{icn]:fi=1v =1}

i Ji=0 fi=1 fi=1

since both v; and f; are binary. Then the prover commits to the subvector of v corresponding to

positions where f; = 1. This is done by using the same vector commitment described previously.

. [l —10,—0Pi [l —10,—1Pi . .
That is, we compute Fj = g, Fi=bvi=0T and By = 91 fistw=t 7 accompanied with a PoDDH

proof 7p, oy of Diffie-Hellman tuple for the tuple (Fy, Fi, F), for F' = ngFl Pi_Notice that
F' can be computed by only knowing f, without knowledge of v.

The next step to prove the inner product is to show that (Fj, F}) is actually a commitment
to a subvector of v. This is done by showing that F{y accumulates a subset of the primes of
Cy, and similarly F; accumulates a subset of the primes of ;. Putting it in other words, the

. . . . | T
‘exponent’ of Fy, is contained in the accumulator Cy: there is a TV}, such that W, fimtei=b T — oy

Ilf—10.—pPi ) . . .
and Fy = g, li=tvi=t™ "for b = 0, 1. The last can be proven in a succinct way via a simple

concatenation of two PoKE proofs, mg, .

1n these types of proofs though one should set £ to be of size 2 for the non-interactive case [39].
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Observe now that the F; accumulates exactly the (primes corresponding to) positions that
contribute to the inner product {i € [n] : f; = 1,v; = 1}. The number of primes that F;
contains in its ‘exponent’ is exactly y. All that is missing now is a way to convince the verifier
about the number of primes in the exponent of F}. For this, we set the size of each prime p; to
be such that the range of any product [ [, p; determines uniquely the cardinality of Z (i.e., the
number of primes in the product). This way, a range proof for the ‘exponent’ of F} can convince
the verifier about the cardinality of the accumulated set, which is the inner product result y. For
this, we generate a succinct range proof wpyrg using our protocol of section 7.2.1.

The verifier, holding the commitment (Cy, C1, mpoppH ), receives the opening proof (Fp,
F1, Thoppn» Wos ™0, Wi, 71, mpore)- It is important to make sure that F; contains exactly
the primes of positions where f; = 1 and v; = 1. The (F7, C})-‘subvector’ proof 7 ensures
that v; = 1 for all its primes (since C'; contains only primes for v; = 1). For the f; = 1 part,
the verifier herself computes F' = ngz:l Pi and verifies that (Fy, Fy, F) is a DH tuple through
TpoppH- This ensures that (1) all the primes in the exponents of Fy, F; are for f; = 1 and (2)
no position ¢ for f; = 1 was excluded maliciously; all of them were either put in F or Fy. This
convinces the verifier that exactly the positions ¢ where f; = 1,v; = 1 are in the ’exponent’ of
Fy.

7.3.1 Functional VCs for binary linear functions from range proofs

Here we formally describe our construction. We simplify the notation omitting the indicator ¢ €
[n] from the sums and the products below. For example }°; z; would implicitly mean } ;.\, ; @
and [],,_; ; would implicitly mean [[;(,; ,,— zi- Furthermore, we use abbreviations for
some products we will use that can be found in Figure 7.1.

prod = [, Hprime(%) fprod = [],_; Hprime(i)
prodg = [],.—o Hprime(7) fprody = []f,—1 ,,—0 Hprime(i)
prod; = [],.—; Hprime(7) fprod; = [[},_,,,-1 Hprime(i)

Figure 7.1: Summary of symbols for the products used in the construction.

Setup(1*) — pp : The setup algorithm generates a hidden order group G «+ Ggen(1*) and
samples three generators g, gg, g1 <3 G. It determines a collision-resistant function Hprime
that maps integers to primes and it returns pp = (G, g, go, g1)-

Specialize(pp,n) — pp,, : The algorithm samples a collision-resistant function Hprime that
maps integers to primes.”! Computes prod = [], Hprime(i) and sets U,, = gP™¢. Returns
PP, = (pp, Hprime, Un,).

Com(pp,,,v) — C : The commitment algorithm takes as input a vector of bitsv = (v1,...,v,) €
{0,1}™. It computes the product of all primes that correspond to a zero-value of the vector
(i.e, v; = 0) as prod; = [],._o Hprime(4), and similarly prod; = [], _; Hprime(i) for the
one-values. Next, it computes the accumulators

d d
Co=gf°% and  Cp=gf""

51 As we discuss next and in more detail in Section 7.3.3, the choice of Hprime depends on n.
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and a PoDDH proof m = PoDDH.P ((G, g, 90, 91), (Co, C1, Uy), (prodg, prod; )), which en-
sures that, given the above (Cy, C1, U,,), it holds prod = prod,, - prod;:

L= {(Cg,Cl,Umprodo,prod ) 1 gio% = Oy A PN = € A gProdorProdi — Un}

Returns C' = (Cyp, C1, 7).
Open(pp,,,C,v, f) = (y,A) : f = (f1,..., fn) € {0,1}" is a vector of bits. The output of

the function is
y= (v, f) = szfz—Zvl 0+sz I—sz

fi=1 fi=1

Letfprod =[] _; Hprime(i), fprod, = Hﬁ:l,vi:O Hprime(i) and fprod, =[] _; ,._, Hprime(é).
Computes F' = ¢rd and

Fy = g(f]pmdo and Fi = gipmdl
Then computes the following arguments of knowledge:
* To: a proof that F{y contains a ‘subvector’ of Cy, i.e. a proof for the language:
Lo= {(Fo,wo;fprodo) L iPredo — oy A gfProdo — FO}
* 71: a proof that F contains a ‘subvector’ of (1, i.e. a proof for the language:
L= {(Fl, Wi fprod, ) : WIPd = 0y A gfPodt = Fl}
» m9: a PoDDH for Fy, Fy, F"
Ly = {(Fo,Fl,F fprody, fprod, ) = g% = Fy A gfPod = py A gferodo-ferody F}

« m3: a range proof that fprod; is in a certain range L(y) < fprod; < R(y), that is uniquely
determined by y. L and R are public functions that depend on Hprime (see Figure 7.2 for
their concrete description).

£3 = {(Fl,y;fprodl) : L(y) < fprodl < R(y) /\ggprodl _ FI}

Returns A = (Fy, F1, Wy, Wy, mo, 71, 2, 73)

Ver(pp,,, C, A, f,y) — b : It computes F = gProd = gl L= HPime(®) ot depends only on
f and outputs 1 iff all 7, g, 71, 72, w3 verify. Notice that computing F' is necessary as is an
input to the proof 7.

Hprime : [n] — (2"(’\)7 2”(’\”%) collision-resistant hash-to-prime function.
r(X)

26Ny g e [n 2sN+Z2W € [n
L(y) - " and R - vepl
L, y=0 L, y=0

Figure 7.2: Definitions of the range functions L, R. The functions depend on the range Hprime,
which in turn depends on n and A (specified in the setup and specialize phases respectively).
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Remark 22. For ease of presentation, in the Open algorithm, we describe four distinct proofs,
o, 1, T2, 3. In order to optimize the proof size, they can be merged into a single proof avoiding
redundancies. We present in details the (merged) protocol in Section 7.3.3.

Determining the hash function and the range We need to find a proper hash-to-prime function
and a corresponding range [L(y), R(y)] for fprod; such that forany y = 1,...,n:

fprod, := H Hprime(i) € [L(y), R(y)] < HZ eEnl:vi=1,fi= 1}‘ =y
vi=1,f;=1

meaning that a range for the product of the primes should translate to its number of prime factors.
And the correspondence should be unique. E.g. pap7p11 € [L, R] < 3 factors < y = 3. For
the degenerate case of y = 0, fprod = 1.

The following lemma shows that such Hprime, L, R exist and specifies their parameters:

Lemma 19. Assume a collsion-resistant function that maps integers to prime numbers, Hprime :
k()

[n] — (2”()‘),2”(’\)+(T), parametrized by X\ and n, and functions L : {0,...,n} — Z,

R:{0,...,n} — Z such that L(y) = 2"¥ and R(y) = 2"" %)Y respectively. Then for any

Z Cn):

[ [ Herime(i) € [L(y), B(y)] < 7| =y

1€
Proof. For any number of factors y = 1,...,n we have 2"¥ < Hie[y] pi < 205F2)Y_ Since
ky + “¢ < k(y + 1) for any y € [n] all ranges are distinct. So the mapping is *1-1’. O

In Section 7.3.3 we discuss concrete instantiations for the function Hprime and consequently
L and R.

7.3.2 Security

Correctness. Follows from correctness of the [59] Vector Commitment, correctness of PoKE,
PoDDH, PoRE arguments of knowledge and from Lemma 19.

Function Binding. Our proof strategy is the following. Given two openings A and A’ of the
same commitment C' to distinct outputs y, 3/, we first use the ‘subvector’ proofs’ extractors
mo, 1, Ty, T to argue that (the exponents of) (Fy, F) and (F{, F}) are subvectors of C'. Then
we use the PoDDH’s extractors 7, 75 to argue that in fact these subvectors are for the same
subset of positions Z; = {i € [n] : f; = 1}. For the latter we also use the collision-resistance of
Hprime. Then we use the extractors of PoRE 73, 74 for Fi and Fj resp., the fact that y # v/ (by
definition of the game) and lemma 19 to argue that these subvectors (for the same positions) are
different. Finally, we argue that this fact, having two different subvectors for the same subset
of positions and commitment C, contradicts the position-binding property of the [59] Vector
Commitment.

Theorem 30. Let Ggen be a hidden order group generator where the [59] VC is position binding,
PoKE, PoDDH, PoRE be succinct knowledge-extractable arguments of knowledge and Hprime
be collision-resistant. Then our functional commitment for binary inner products is function
binding.
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Proof. We organize the proof in hybrid arguments. To start with, we define the game G|, as the
original functional binding game of Definition 13, and our goal is to prove that for any PPT
adversary A and any n € N, Pr[G = 1] € negl()\).

Game G

Go = FuncBindAJ:c()\)

pp  Setup(1%); pp,, < Specialize(pp, 1)

(C, f,y, Ay, A) + A(pp)

b < Ver(pp,,,C, A, f,y) =1 Ay #y AVer(pp,,C,\, f,y)
returnb

For any adversary A against G, there exist the extractors of the proof of ‘subvector’
0, 71, 7-(_(/)7 7T/1'
Game (G is the same as G except that we execute the extractors &, £1, &), &1 of mo, w1, 7, 7],
which output (W, fprody) , (W1, fprod, ) , (W, fprod;)) and (W7, fprod} ), respectively.

Gy

pp Setup(lA); pp,, < Specialize(pp,n)
(C, f,y, My, A) + A(pp)
| forody < £0(G, go); fprod; « £1(G, g1) |

| fprod;, « £)(G, go); fprod| + &{(G, g1) |

b= N\ (WP = A (WP =€) A (g™ = F) A (07 = F)))
i=0,1

b« Ver(pp,,,C, A, f,y) = 1Ay #y AVer(pp,,C, A, f,y)

|if b, = 0 then b « 0|

return b

where above A = (Fy, Fy, Wy, Wy, mo, w1, w2, w3), A = (F{, Fy, W{, W1, w(,, m}, 74, %) and
PP, = (G, 9, 90, 91, Hprime, Uy,).

It is easy to see that the games G and (51 are identical except if by, = 0. However, by, = 0
only when one of the witnesses returned by the extractors is incorrect. By the knowledge
extractability of the proof of ‘subvector’ we obtain that

Pr[Gy = 1] — Pr[G1 = 1] < Pr[by = 0] € negl(\).

Game G5: is the same as G except the case fprod,, - fprod; # fprod or fprodj, - fprod #
fprod.
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Ga

pp < Setup(1*); pp,, < Specialize(pp, 1)
(C7 fa Y, Aa y/7 A/7 ) — .A(pp)

fprod, + &o(G, go); fprod; + &1(G, g1)
fprody + &4(G, go); fprody « &1(G, g1)
bW — /\ ((W_fprodi _ 07,) A (W/ZPI’Od,/i — CZ) A (glfprodi _ Fz) A (gifprod’, — F/))

1 1
i=0,1

beol = (fprod, - fprod; = fprod) A (fprodf) -fprod] = fprod)

b+ Ver(pp,.C, A, f,y) =1Ay #y AVer(pp,,C,A', f,y)
\ifbw =0V begl :0thenb<—0\

return b

where above A = (F(], Fl, W(], Wl, 0, 1, T2, 7'('3), A/ = (Fé, F{, Wé, Wll, 7T6, TFi, 7Té, 7Té) and
prn = (G, 9, 90, 91, Hprime, U,).

Lemma 20. Assume that the Low order assumption holds for Ggen, then Pr[G| = 1] —Pr[G2 =
1] € negl(A).

Proof. We consider a game GY, by running the extractors of the PoDDH proofs 75 and 75,

which outputs (fprod,, fprod,) s.t. g(f]prod0 = Fy A gipmdl = F} A gfProdoferodi — B apd

(fprodo/, fprodll) s.t. g(f)prodO =F[N giprodl = F| A gfProdo fProdi — [ respectively. It is easy

to see that Pr[Gy = 1] — Pr[G) = 1] € negl(\). The following equalities hold:

fprod,-fprod fprod,, -fprod, .
gp o'tP 1:gP o TP 1:F’

fprod ) fprod,’ /.
gOPrOO:F07 gOPrOO:FO7

_— —
glfprodl = F} and glfprodl — Fll

The game G only differs from G in the case (fprod, - fprod; # fprod)V (fprodj - fprod] # fprod).
We divide it into two cases.

Case 1: fprod,, - fprod; # fprod or fprody, - fprod) # fprod. The first inequality implies that
there exists 1 # v = fprod — fprod,, - fprod; < 2P°Y such that g = 1, which is a violation to
the Low order assumption and occurs with a negligible probability. The second one implies a
similar result.

Case 2: the two above equalities hold. Then G, differs from G only if one of the four
following inequalities holds.

fprod, # fprod,; fprodol # fprod(); fprod; # fprod, or fprod, # fprod’.

Again, any of these inequalities imply a low order root of 1.
Therefore, Pr[G1 = 1] — Pr[G2 = 1] € negl()). O

Game G3: is obtained by adding the range check for fprod; and fprod) to Gs.
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Gs

pp « Setup(1%); pp,, < Specialize(pp, 1)

(C fry, Ay A'L) < Alpp)

fprody < &(G, go); fprod; < €1(G, g1)

fprody < £4(G, go); fprod; « £1(G, g1)

b= N\ (WP =G (WP =€) A (g™ = F) A (7% = F)))
i=0,1

beol = (fprod, - fprod; = fprod) A (fprod0 fprod] = fprod)

brange = (fprodl € [L(y),R(y)]) A (fpmdll [ ( ) ( )])

b« Ver(pp,C, A, f,y) =1 Ay #y' AVer(pp, C, A", f,y')

[if by = 0V ot = 0V brange = 0 then b 0|

return b

where above A = (Fy, Fy, Wy, Wy, mo, w1, w2, w3), N = (F{, Fy, W{, W{, w},, 7, h, %) and
PP, = (G, g, 90, g1, Hprime, Uy,).

The two games G5 and (53 are different only in the case the range check fails, which
means either 73 or 75 is incorrect. By the argument of knowledge of PoRE, we conclude that
Pr[Gy = 1] — Pr[G3 = 1] € negl(N).

Game G: is the same as G3 except we decode the subvectors s, s’ from the exponents
fprod, and fprod) corresponding to the subset {i : f; = 1}. Then we recompute the exponents
from the prime products at 0-positions and 1-positions and check if they coincide with fprod,,
fprod,, fprod;, and fprod}.
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Gy

pp Setup(1>‘); pp,, < Specialize(pp,n)
(C, f,y, Ay, A') < A(pp)
fprod, < £0(G, go); fprod; «+ £1(G, g1)

‘fori:fizldo‘

\ pi 4 Hprime(i); s; = (pi | fprod,); s; = (pi | fprod})

s = {si}rmuis’ = (sl |

forodg, + &5(G, go); fprod; + &1(G, g1)

by, = /\ ((W;pmdi _ 07) A (W/ZProd; _ Oz) A (glfprodi _ Fi) A (gifprod; _ E/)>
i=0,1

beot = (fprod, - fprod; = fprod) A (fprody, - fprod = fprod)

brange = (fprod, € [L(y), R(y)]) A (fprody € [L(y), R(y))])

bsuby = (fprodo = H Hprime(i) A fprod;, = H Hprime(i))

fi=1,8;=0 fi=1:s,=0

b« Ver(pp,C, A, f,y) =1 Ay #y AVer(pp,C, A, f,y')
[if bouby = 0V bow = 0V beot = 0V brange = 0 then b < 0|

return b

where above A = (Fo, Fl, Wo, Wl, 0o, 71, T2, 7T3), AN = (Fé, Fll, Wé, Wll, TF[/), 7Ti, 7Té, Wé),
PP, = (G, 9, 90, 91, Hprime, Uy,).
Lemma 21. Assume that Hprime is collision-resistant, Pr[Gs = 1] — Pr[G4 = 1] € negl()).

Proof. The output of G4 differs from G3’s only when bgypy = O A by = 1 A by = 1. By
assumption, for all ¢ such that f; = 1, Hprime(4)’s are all distinct. Then by definition of s,

H Hprime(3) | fprod, and H Hprime(3) | fprod,. (7.1)
fi=1,8,=1 fi=1,8;=0

Multiplying both hand sides of the two equations, we obtain | | fie1 Hprime(7) | fprod. Notice
that the equality holds, hence it also holds for the equations in (7.1). O

Lemma 22. Let Ggen be a hidden order group generator where the [59] SVC is position binding,
then Pr[G4 = 1] € negl()\).

Proof. We show that given any adversary (A, &), where € = (&, £1, &), £]), winning game
G4 with non-negligible advantage, we can construct 5 winning the position-binding game of
the [59] VC.

Indeed, B on input pp outputs (C,Zy, s, (Wo, W1),s’, (W), W])), where Z; = {i €
[n] : fi = 1} and (Wo, Wh), (W{, W1) play the role of the (accepting) opening proofs for

the [59] SVC. The verifier for position binding computes a; =[], Hprime(i); a!, =

=1,8;=j ]
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Hfizl,s;:j Hprime(i) for j = 0, 1. Since bsuby = 1, a; = fprod; and a’; = fprod for j = 0, 1.

Next, since by, = 1, W]‘-lj = Cj and W]f“;' =Cj, forj =0, 1.

Now since y # 1/, brange = 1 and from lemma 19 we infer that fprod; # fprod| (because
they have different number of factors) so s # s’. Combining these arguments, we obtain that
Ver(C, Iy, s,, (Wo, Wh)) = 1, Ver(C, Iy, s, , (W, W7)) = 1 (for the VC) and s # &/, i.e., B
succeeds in the position-binding game with the same probability of (A, £). O

By combining all the lemmas we conclude that any PPT adversary has at most negligible
probability of breaking the function binding of our SVC scheme. O

7.3.3 Instantiation

Instatiation of Hprime. As stated in Lemma 19, Hprime should be a collision-resistant function
with domain [n] that outputs prime numbers in the range (2“(’\), 2"‘(’\”%). Here we specify
the function ~(-) and show instantiations for Hprime under these restrictions.

Hashing to primes is a well studied problem [115, 84, 55]. A standard technique is rejection
sampling: on input x it computes y = F (z,0), where F is a pseudorandom function with seed
K and range [A, B], and checks y for primality. If y is not prime it continues to y = F(x, 1)
and so on, until it finds a prime F'(z, j) for some j. From the density of primes the expected
number of tries is log(B — A). As an alternative, Fix can also be a random oracle.

Assume a collision-resistant hash function H that we model as a random oracle and its
outputs are in the range (2”(’\), 25(N)+57) 52 For H to be collision resistant we require, due to
92X

the birthday bound, its range to contain at least
we know that in the above range there are about:

prime numbers. From the density of primes

2ﬂ+% ok 2n+% ok 2K (2% — 1)

_, N — —

K+ K K K K

prime numbers, where for the first approximate equality we assumed that x < n.
So if we set k (depending on A and n) to be the smallest positive integer such that:

or (2% _ 1)
Z 22)\
K

then H gives sufficiently many primes to instantiate Hprime (via the rejection sampling method
we described above).

For example for n = 260 and A = 128: x = 317. So instantiating Hprime with the rejection
sampling method based on the SHA512 (for Fi) fixing its output range to (2317, 2317+317/2%)
we get a sufficient Hprime for our functional vector commitment construction that satisfies
lemma 19.

Instantiation of the Arguments of Knowledge. Here we present the merged argument of
knowledge for our Open algorithm of section 7.3.1. As noted, it was presented modularly in
order to ease the presentation of the protocol and its security proof, however we can merge

>2We can securely fix the range of a hash function (as SHA512) by fixing some of its bits and truncating others.
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the proofs for the four languages £y — — L3 into a single protocol, using standard composition
techniques. The unified language of the Open algorithm is:

(F(), Fl, F, Wo, Wl,R, L; fprodo, ‘FpI’Odl) :
W(;'prodo _ CO A ggprodo _ FO/\
AWPON = 0y A gPoh = A
AgfPredofProd — A T < fprod, < R

The description of the protocol is in Figure 7.3.
The protocol gets non-interactive after the Fiat-Shamir transform. We note that for ¢ an
instantiation of the random oracle with a hash-to-prime function of outputs in P(1, 2?*) suffices.

Concrete Security Assumptions After the above instantiations we get that our overall binary
inner product commitment is secure in the GGM and RO model assuming that H (used for
Hprime as described above) is collision-resistant: the argument of knowledge of Figure 7.3 is
knowledge-extractable in the generic group model and gets non-interactive in the random oracle
model and the [59] SVC is position binding under the 2-strong RSA and Low order assumptions
(that are secure in the GGM).

7.3.4 Efficiency

Our FC for binary inner products has O(1) public parameters, O(1) commitment size and O(1)
openings proof size. More in detail, |pp,,| consists of 4 |G|-elements and the descriptions of
G and Hprime (which are concise). |C| is 5 |G|-elements and 2 |Zy2»|-elements. Finally the
opening proof |A| is 21 |G|-elements and 7 |Zy2» |-elements.>3

Generating the public parameters, via Setup and Specialize, takes a G-exponentiation of
size kn = O, (n). The generation doesn’t require any private coins and thus is transparent.

The prover’s time (i.e., the running time of Open) is dominated by the computation of the
square decomposition x1, x2, x3, that is Pollack and Trevino algorithm [180] on input of size
2rkn running in time O ((2xn)?/log(2xn)). Therefore, our prover requires Oy (An?/log(An))
integer operations and O(n) group exponentiations.

The verifier’s running time (i.e. Ver) is dominated by the computation of ' = gl1ri=1 HPrime(®),
which takes (in the worst case where f = (1,1,...,1)) a G-exponentiation of size kn = Oy(n).
The rest of the computations, i.e. the verification of the argument of knowledge, take constant
time O(2\) = O, (1) G-exponentiations. However, below we make two observations that can
speed up the verification in two useful ways.

Preprocessing-based verification. Our Functional Commitment construction allows prepro-
cessing the verification (see Remark 2). The verifier can compute a-priori the function-dependent
value F’ so that the online verification gets O (n). Notably, this preprocessing is deterministic
and proof-independent, and thus can be reused to verify an unbounded number of openings for
the same function f.

From group-based to integers-based linear work. Even without preprocessing, the prover can

compute and send to the verifier a PoE proof [215, 40] (see Section 7.6) for F' = glLsi=1 HPime(@),

>3We do not consider optimizations for the arguments of knowledge with which we could reduce the size of |C|
by 1 and |A| by 6 group elements respectively.
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Then the verifier verifies PoE instead of computing F' herself. This takes O, (n) integer opera-
tions and O, (1) group exponentiations, in place of Oy(n) group operations, which concretely
gives a significant saving.

7.4 Our FC for Inner Products Over the Integers

In this section, we present two transformations that turn any functional commitment for binary
inner products (like the one we presented in Section 7.3) into a functional commitment for inner
products of vectors of (bounded) integers. Precisely, we build an FC where one commits to
vectors v € (Zqy)" and the class of admissible functions is

Fo=Af:Zy)" = 7}

where each f is represented as a vector f € (Zom)".

Consider an FC scheme bitFC for binary inner products, and let tcom (), topen(7), tver(n)
be the running times of its algorithms Com, Open and Ver respectively, and let s(n) be the size
of its openings.

Our two transformations yield FCs for the integer inner products functionality JF that achieve
different tradeoffs:

1. With our first transformation we obtain an FC where
tcom (1) = tcom(nd); topen(1) = (£ + 1) - topen(nl), tyer(n) = (€ +m) - tver(nl),
s'(n) = (£ +m) - (s(nf) + log(nf))
2. With our second transformation we obtain an FC where
tcom () = tcom (n£2£+m)> t/Open (n) = topen (n€2£+m)’ Her(n) = tVer<n€2£+m)7
s'(n) = s(n2"™)

Given the tradeoffs, and considering instantiations of bitFC like ours, in which s(n) is a fixed
value in the security parameters, then the second transformation is particularly interesting in the
case {,m = O(1) are constant or O(log \) as it yields an FC with constant, or polynomial, time
overhead and constant-size openings.

7.4.1 Our lifting to FC for integer inner products with logarithmic-size openings

We start by providing here an intuitive description of our transformation. We give a formal
description of the FC scheme slightly below.

For our transformation, we use a binary representation of the vectors of integers v € (Zq¢)"
and f € (Zym)", that is:

v = (U1,...,Un) S ({0,1}6)71 and f = (fl,‘- -afn) € ({O, 1}m)n
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Denote v; = E = 0 Z( )i and f; = Z (k) ok the bit decomposition of v;, f; respectively.

Then we can rewrite the inner product of v and f as

n £—1 m—1

y:<fyv>:zn:vifizz Z o) fBgith | (7.2)
Jj=

i=1 =1

If we swap the counters we conclude to:

f—1 m—1 n ) {—1 m—1
y = Z <Z UZ(J)fi(k)> itk _ Z Z £ \oitk
j i=1 j=0 k=0
where above v\) = (v{) ... v} € {0,1}" is a bit-vector of the j-th bits of all entries v;
(and similarly for f (k)). The inner product y of v and f is hereby broken into the above sum of
¢m binary inner products. So, a first idea to open the inner product over the integers would be to
let one create ¢ commitments, one for each v(%) of length n, and then open to the inner product
y by revealing all the /m binary inner products, each with its corresponding opening proof. The
issue with this idea is that it yields an O(¢m log n)-size opening.

Next, we show a more efficient way to use an FC for binary inner product that avoids this
quadratic blowup.

To this end, we show that y can also be represented as the sum of £ 4 m binary inner products
between vectors of length n¢. We start observing that we can rewrite (7.2) as

)= Z": fi o9 (”121 fi(k)QjJrk) _ z": Zi RO 73
i=1 j=0 k=0 i=1 j=0

where, for every i, j, each fi(J ) is the integer ST fi(k) - 27%k ¢ [0, 24™~1], Now the inner
product y over integers is reshaped as an inner product between an n/-long binary vector

v = v o
and an n/-long function with coefficients in [0, 2™, It is left to appropriately grind this

inner product into binary inner products. We are about to show that those binary inner products
are between v’ and the following binary vectors

P Al PPN F A

where h € [0,£+m — 2], f#) = (0,...,0) forall k & [0, m — 1].
Indeed, let y;, = (v’, f}). Then by changing the variable £ = h — j and rearranging the
summation of j, we can rewrite (7.2) as

l+m—2 (-1 l+m—2 l+m—2
= Y D ()= Y f) 2 Zyﬂh
h=0 j=0 h=0

Using as a building block the binary functional vector commitment we get a functional
vector commitment for bounded-integers as follows: only one commitment C' is needed for the
concatenating vector v’. Then the opening proof consists of the partial outputs {y4 } ne[0,¢4-m—2]
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together with their corresponding functional opening proofs {A}c(0,¢4+m—2), one for each
binary inner product (v’, f;). For verification, one is checking that each A, verifies with

respect to C' and f}, to ensure that yy, are the correct partial outputs. Then it reconstructs

y = ii’g” yn2" according to the above equality.

FC scheme Consider bitFC as an arbitrary FC for binary inner products, we present below a
formal description of the transformation.
Setup(1*) — pp : runs pp = bitFC.Setup(1*). Returns pp

Specialize(pp, ) — ppz, : given the description of the functions class ;,, which includes
the bounds ¢, m and the vector length n, the specialization algorithms sets N = n¢ and returns
ppz, = bitFC.Specialize(pp, N).

Com(pp,, s, v) = C': Letv = (vy,...,v,) € ({0,1})" be a vector of (-bit entries, and let

o) = (vgj), ey v,gj)) be the binary vector expressing the j-th bit of all entries in v, i.e., it
holds v = (5= o2/, ..., = ofl27).
The commitment algorithm computes the commitment
C = bitFC.Com(ppz,,v'), s.t. v' = vO) . oY
and returns C'.
Open(ppr,,C,v, f) = (y,A) : f=(f1,-..,fn) € ({0,1}"™)" is a vector of m-bit entries.

If f = (Zggol fEk o smd f,S’“’zk) then £®) = (f® . %) is the binary vector
of the k-th bit of all entries of f.

The opening algorithm proceeds as follows. Foreach h = 0,...,¢ +m — 2:
set ff, = FOFED | D, where £ = (0,...,0)¥i & [0,m — 1],

and compute y, = (v, ™) and A;, = bitFC.Open(ppy, ,C, v, f7),
Return A = {yp, Ah}he[0,£+m—2] .
Ver(ppz,,C, A, f,y) — b: returns 1 iff:

1. bitFC.Ver (ppz,,C, Ay, f},,yn) = 1, foreach h € [0,£ +m — 2].

2. Yy = fliron—Q yh2h.

Theorem 31. Ifthe binary functional vector commitment is functional binding, then our bounded-
integer functional vector commitment is functional binding.

Proof. The proof is straightforward from the fact that two valid openings v, z over integer imply
immediately that there exists at least an index h for which there are two valid openings for
distinct binary inner products y;, # zj. O
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7.4.2 Our lifting to FC for integer inner products with constant-size openings

Here we provide a different method to lift an FC for binary inner products to an FC for integer
inner products that achieves a different tradeoff. The prover time and verification time are 2¢+™
times those of the bitFC scheme (with function inputs of bit-size n¢2¢+™), while openings are
exactly the same as those of bitFC (and thus constant-size using our scheme of Section 7.3).

Intuition In the transformation of the previous section we showed how how to express the inner
product y = (v, f) of n-long vectors of integers into the weighted sum of ¢ + m — 1 binary
inner products of vectors of length n¢:

l+m—2 l+m—2
y= > (. fi)-2"= > w2
h=0 h=0

The drawback of this transformation is that we need to include all the g, in the opening, and
each of this integer is up to log n-bits long.
It turns out that we can iterate the same idea and encode the above weighted sum into a single
inner product (@, f) of binary vectors of length n/H with H = fo;{?*z oh = ottm=1 _ 1,
For every h € [0,£ 4+ m — 2], define the vector f}, = full - Ilf7, € {0, 1}"€2h, that is the

concatenation of 2" copies of f;. Similarly, set o5, = v'[|--- [[v’ € {0, 132" Next, if we
define
0 =]+ [[on € {0,1}" and = foll - || fem-2 (7.4)
it can be seen that
£+m—2 £+m—2
@,f)= > (@nfu)= D (. fi)-2"=y
h=0 h=0

FC Scheme More in detail the FC scheme works as follows.

Setup(1*) — pp : runs pp = bitFC.Setup(1*). Returns pp

Specialize(pp, ) — ppz, : given the description of the functions class ;,, which includes
the bounds ¢, m and the vector length n, the specialization algorithms sets N = nf{H, with
H = 2tm=1 _ 1 and returns ppz, = bitFC.Specialize(pp, V).

Com(ppz,,v) — C : Givenv = (v1,...,v,) € ({0,1}*)", compute a vector & € {0, 1}
as in equation (7.4), and return the commitment

C = bitFC.Com(ppz,, ).
Open(pps,,C,v, f) = A: Given f = (f1,..., fn) € ({0,1}")", compute vectors o, f €
{0,1}™H as in equation (7.4), and return the opening

A= bitFC.Open(pp}-n,fJ,f).

Ver(ppr,,C, A, f,y) — b: returns 1 iff bitFC.Ver(ppz, , C, A, f. y) = 1.
Theorem 32. If bitFC is functional binding, then the FC described above is functional binding.

The proof is straightforward based on the observation that two valid openings for distinct
y # ' of our FC are also two valid proofs, for the same commitment and outputs, for the bitFC
scheme.
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7.5 Our FC for Inner Products mod p

In this section, we show how to extend the transformations of the previous section in order to
build FCs for inner products modulo an integer p, starting from an FC for binary inner products.
Namely we build FCs for

Fom ={f 1 (Zp)" = Ly}

Solutions with logarithmic-size openings. For the FC of our first transformation of Section
7.4.1, the adaptation to support the inner product mod p is easy. The only change is to run

that construction by setting / = m = ||p|| and by letting the second verification check be:
y = ?:76172 yn - 2" mod p. Notice that the FC scheme has exactly the same complexity

analysis, considering £ = m = ||p||.

More in general, given any FC for integer inner products it is possible to construct one
for inner products modulo an integer p, at the cost of additionally including log(np?) bits in
the opening: one simply adds to the opening the result y over the integers, and the verifier
additionally checks that i, = y mod p.

Solutions with constant-size openings. To build an FC for F,, , in which openings remain of
constant size, we discuss two solutions based on our second transformation of Section 7.4.2.

The first solution is described in Section 7.5.1. It shows how to use an FC for integer
inner products to obtain an FC for inner products modulo p, for p = poly, with no overhead
in the size of openings. This construction can be instantiated using the FCs obtained with
our second transformation of Section 7.4.2. To avoid a quadratic blowup in verification time,
this construction can start from FC for integer inner products that enjoy preprocessing-based
verification. This way, the verification of the resulting FC remains O(n); as drawback, however
the resulting FC does not have preprocessing anymore.

FC for Z inner products, with FC for Z,, inner products, with
O(1) proofs and preprocessing O(1) proofs (no preprocessing)

The second solution consists into using the same transformation of Section 7.4.2 with
the following differences: set £ = m = ||p|| and, as a building block, use an FC for binary
inner products modulo p, i.e., for computing (v, f) (mod p) for v, f € {0,1}". If such a
building block is available and it has constant size proofs, it is easy to see that this variant of the
transformation is correct and secure. Clearly, due to the complexity of the transformation we
can only use it for small integers p = O(1), O(log A).

The only missing piece for this construction is showing this building block. In Section 7.5.2
we describe a construction of such a scheme, obtained by tweaking our scheme of section 7.3.
This solution preserves preprocessing verification.

FC for Zs inner products mod p, FC for Z,, inner products,
with O(1) proofs with O(1) proofs

7.5.1 Using FC for integer inner products with preprocessing

As explained above, given an FC for integer inner products intFC (like the ones of Section 7.4)
one can easily build one for inner products (mod p) by including in the opening proof the

187



CHAPTER 7. INNER PRODUCT FUNCTIONAL COMMITMENTS FROM SET
ACCUMULATORS

result y of the inner product over the integers, while the actual resultis y, =y mod p. Buty
(worst-case) can be n - p. So the size of the proof gets at least ||y|| < 21og(p) + log(n).

To remove the logarithmic dependence on n, we observe that having y, = y mod p (which
the verifier always has as it is an input of the verification algorithm) suffices for the verifier
to check the opening. That is, since the euclidean division of y by pisy = k- p + y, then
0 < k < np. Therefore the verifier, after receiving y,,, can brute-force try all the quotients
k € [0,np], set y(k) = k- p + y, and check if the proof verifies with respect to the integer y (k).
If there is no k € [0, np| such that the proof verifies, it rejects, otherwise she finds the actual y
which is accepting.

Naively, this approach would take time np - tyer(n), where tye,(n) is the verification time
of intFC, when checking inner products of length 2. The problem with this is that, for tye,(n) =
Ox(n), the verification becomes Oy (n?). However, we notice that the verification time of this
brute-force search can be kept linear if the scheme intFC one starts from has the preprocessing
property. The observation is that all the np verifications are done with respect to the same function.
Thus one can first compute vk ¢ using the preprocessing algorithm, in time O (n) (Ox(nlog \)
for p = O(log \)), and then run the np verifications, each in fixed n-independent time O, (1).
Hence, using preprocessing we can achieve a verification that is O (pn), which is Oy (n) (or
Ox(nlog \)) for small domains p = O(1) (or p = O(log A) resp.). As a drawback, one can
notice that this brute-force search inherently loses the possibility of achieving preprocessing
verification.

We conclude observing that, by considering an instantiation of intFC obtain by applying the
transformation of Section 7.4.2 to the FC of Section 7.3 we obtain, for p = O(1) (p = O(log \)),
an FC for inner products (mod p) in which openings have fixed size O (1) and verification is
Ox(n) (Ox(nlog \) resp.).

7.5.2 A variant of our FC for binary inner products mod p

In this section, we present another approach of our FC in 7.3 to treat binary inner products
mod p. That is, we let the prover computes g to the power of L(y), R(y) for the verifier. The
add-ons to the opening proof is the g to the power of L(y), R(y) accompanied with an argument
of knowledge showing that the integer 3 encoded in these exponentiation is equivalent to ¥,
modulo p.

Intuition Here we explain the initial idea of our argument of knowledge. For simplicity, we
first consider p to be a power of 2, in particular, p = 2¢. Then we can express y = ¢2¢ + Yp
with some quotient ¢ and residue y,,. Recall from fig. 7.2 that L(y) = 2"¥ and R(y) = (st
Here we are ready to describe the hints.

The prover should send Q;, = ¢, Qr

ot )27 f

(k+£)q rq2J
=g? and also Qr; = ¢*" and Qr; =

orj =1,...,¢to the verifier.

She also uses a Proof of Square Exponent PoSE for each consecutive pair Qr, ;, Q1 j+1, to
show that each pair is of the form ¢”, g“”"2 for the known base ¢ and some x. Similarly, she also
needs to prove this relation for each consecutive pair Qg ;, @R, j+1

At the end, the verifier checks the validity of the PoSE’s and also checks that Q%sz = gL
and Q%Zr%)yp = gR(y).

However, the modulo p could be known before ¢“®) and %) are fixed. In order to turn
this idea into an argument of knowledge, we let the verifer send another prime modulo e as
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a challenge. Moreover, to treat generalized modulo p that are not powers of 2, we merge the
construction with a square-and-multiply algorithm.

PoKEEM. The proof of knowledge of exponent of exponent modulo p (PoKEEM) is for the
following relation

LPoKEEM = {(Y,a,p,xp;m) €EGCXZ:Y=g¢g" z= Tp modp}

parametrized by a group G <—s Ggen(\) and a group element g <—s G. The protocol is in Fig-
ure 7.4.

Setup(A) : G «—sGgen(A), g <3G, set crs := (G, g).

V — P: Sends e <sP(1,2") '

Denote the binary representation ep = b, --- by and e; = |e/257";

P — V: Computes ¢ = |x/e|], 7 = x mod ep and sets Q; = ¢g*** for each i € [1, 3]
and Q, = ¢*" for each i € [1,s — 1]. For eachi € [1,s — 1], computes WéQSE =
POSE.P(crs, (Qi, @}),a%?) and 7)ppy = PODDH.P(crs, (Qi, @}, Qir1), (a%9, a249)) if
biy1=1or Wl(?lgDDH = (Qit1 = Q) if bip1 = 0.

Sends A = (Q. Q" m.7) for @ = (Q1.+--. Q). Q" = (@4, Qumr). ™ = (Mlse)i=)

’ (%) s—1
and 7' = (Tp,ppy )iy -

V(crs, Y, ¢, A): Outputs 1 iff 7 € [ep], z, = 7 mod p, Qs = Y and all the proofs 7, 7/
verify.

Figure 7.4: The succinct argument of knowledge of exponent (PoKEEM) protocol.

Theorem 33. The protocol POKEEM is an argument of knowledge for the language Lpokeem-
Proof. (Sketch) The proof starts from running the extractor for every proof 7T|(325E and WélgsE
in 7, pi’ to obtain a list of witnesses. These witnesses are the z;’s and z}’s such that g% = Q;
and gzz/‘ = (. The subsequent argument is to show that these exponent values are consistent
(i.e. we should not extract two distinct values for some z; coming from different proofs). This
holds indeed, otherwise we find some low-order relation g¢ = 1 for c is the difference of the
two values. In particular, z; = epz;.

Now, simplifying the notation z = z1, we want to show that z is of the form a” for some
integer x. Rewinding the protocol for another challenge ¢/, we obtain another response ' and
extracted value 2’ such that Y = ¢*¢" = gZe/p“Tl. We argue that 2%Pa” = 2’ ¢Pa" | otherwise we
find a low-order relation. Now we represent z = da® and 2z’ = d’a® such that d, d’ 1 a. Therefore,
we have d®PaceP—¢¢'ptr—r" — ¢'¢P Wl.0.g we may assume that ¢ = cep — de/p + r — 1’ is
positive, and the relation d®?a' = d’°’? is over N. By some number-theoretical arguments
together with an observation that d, d’ are chosen before e, ¢’ are sampled and also (e,€’) = 1
with overwhelming probability, we derive that ¢ = 0 and d = d’ = 1. In other words, z = a®
andY = g7,

O
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Our variant We are ready to describe our FC for binary inner products mod p more precisely.
We only describe the differences with the scheme of Section 7.3.

In the Open algorithm, the prover additionally includes the values g“(*), g//(¥) in the opening
proof A. She also plugs the PoOKEEM proof, computed for a = 2 and a = 2("*%) in order to
prove that the exponents of exponents in g“(¥) and g/ are congruent to Yp, Tespectively.

In the Ver algorithm, in order to verify an output ¥, the verifier first runs the verification of
Section 7.3 with the difference that it checks the range proof by using the values g~®), ¢/i(¥) in-
cluded in A. Next, the verifier checks the validity of the PoKEEM proof for elements g~ (), g%(v)
and exponent y,,.

Security We state the theorem below to fulfill the security of our FC variant over Z,,.

Theorem 34. If protocol POKEEM is an argument of knowledge for Lpokeem and our binary
functional vector commitment is functional binding, then our variant of binary functional vector
commitment over Zj, is functional binding.

The proof directly comes from the extraction of an integer y congruent to y;, modulo p from
g=®) ¢B¥) and an observation that the existence two valid opening modulo p immediately
implies the existence of two opening over integer.

Efficiency This modification adds up the opening size for binary inner products an Oy (logp+ \)
complexity. It also takes time O (log p+ A) + tver (1) to verify, where tye,(n) is the verification
time of intFC.

Considering an instantiation of intFC deriving from applying the transformation of Section
7.4.2 to the FC of Section 7.3 we then, for p = O(1), obtain an FC for inner products modulo p
in which openings are of size O (1) and verification is in time O) (1) with preprocessing.

7.6 Argument of Knowledge Protocols

Protocol PoE: To optimize our constructions’ verification time we can utilize the PoE protocol,
introduced by Wesolowski [215] for exponents of the form 2T and generalized by [40] for
arbitrary exponents. That is a sound argument for the relation:

Lpog = {(Y,u,xEG2 X Z;@) :Y:ux}

Setup(A) : G <—s Ggen(A), g <G, setcrs := (G, g).
V — P: Sends ¢ <sP(1,2")
P — V: Computes ¢ = |z/¢] and sets @ = u9. Sends 7 := Q.
V(crs, Y, ¢, 7): Computes r = 2 mod ¢ and outputs 1 iff Q‘u" =Y .

Figure 7.5: The succinct sound argument (PoE).

PoE is a sound argument system under the adaptive root assumption for Ggen and it is not
knowledge sound, since there is no witness. The verifier knows the exponent . It is used for to
improve verification: the verifier performs an O(\) group exponentiation and O(||z||) integer
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operations, instead of an O(||x||) group exponentiation. Although asymptotically this is the
same, concretely it gives a significant improvement, since integer operations are much more
efficient. Furthermore, its size is 1 group element independently of the size of x.

The proof of knowledge of exponent.

LpoKE = {(Y,u;az) S G2 X 7 : Y:u“}

Setup(\) : G <—s Ggen(A), g <G, set crs := (G, g).

P — V: Sends z = ¢*
V — P: Sends ¢ +sP(1,2)

P — V: Computes ¢ = |z/¢|, 7 = z mod ¢ and sets Q = u?,Q" = ¢?. Sends 7 :=
Q,Q',r).
V(crs, Y, £, 7): Outputs 1iff r € [(], Q%u” = Y and Q'*g" = 2.

—~

Figure 7.6: The succinct argument of knowledge of exponent (PoKE) protocol.

Remark 23. The above protocol is for arbitrary bases u, adversarially chosen. As noted in [40]
the protocol gets simpler in case the base is trusted, generated in the setup phase (i.e. u = g
and Y = ¢*). In particular, z shall not be sent (since it’s the statement, z = Y') and the proof is
1 group element less.

The proof of Diffie-Hellman tuple.

Lpoppr = {(Y0,Y1,Y;m0,21) €G* x Z2 1 gf° = Yo A g = Y1 A g™ =Y}

Setup(A) : G <—s Ggen(A), g, 90, 91 <3G, setcrs := (G, g).

V — P: Sends /¢ <sP(1,2%)

P — V: Computes ¢ = |xoz1/4], g0 = |x0/l], 1 = |x1/L], ro0 = 9 mod 4, 1 = 1
mod £ and sets Q = g4, Qo = g¢°, Q1 = g7'. Sends 7 := (Q, Qo, Q1,70,71)-

V(crs, Y, £, ): Computes 7 = ror; mod £. Outputs 1 iff Q" = Y and Qg™ = Y, and
Qg = V1.

Figure 7.7: The succinct argument of knowledge of Diffie-Hellman tuple (PoDDH), under
different bases g, go, 91-

The succinct proof of square exponent.

Lpose = {(Zz';l’i) €EGXZ:g" = Zi}.
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Setup(A) : G <—s Ggen(A), g <G, setcrs := (G, g).

P — V: Sends z; = g™
V — P: Sends £ +sP(1,2)

P — V: Computes ¢ = |x;/¢|, r = 2; mod ¢ and sets Q = z!,Q" = ¢%. Sends 7 :=
(@, Q7).
V(crs, Y, ¢, 7): Outputs 1 iff r € [¢], Q°z) = Z; and Qg = 2.

Figure 7.8: The succinct argument of knowledge of square exponent (PoSE).

The succinct range proof protocol

Leore = {(Y,L,R;z) e GXZ* . L<x<RAg"=Y}.
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Setup(\) : G <—s Ggen(\), g, 90, g1 <G, set crs := (G, g, g0, 91)-

P — V: Computes:

B} = gDt

* Run square decomposition algorithm in [180] to find x1, 2, z3 such that (fprod; — L)(R —

fprod,) = Z?:l ay.
« Fori=1,2,3: Z,, = gfzz, Zyy = 01"
Sends (FY,{Zz;, 2z, }3_1)
V — P: Sends ¢ <sP(1,2%)
P — V: Computes:
* Forb=0,1: g, = [fprod,/¢], Qy» = W, Q) = g{*, 1, = fprod, mod .
« g = |fprod, - fprod, /], Q = g%, r = fprod, - fprod; mod ¢
« Fori=1,2,3: q, = |i/), Qu; = 2,7, = 975, 74, mod £
« qr = |(fprody — L)/¢], Qr, = ¢g*, r, = (fprod; — L) mod ¢
* qr = [(R —fprod)/¢], Qr = g{", rr = (R — fprod;) mod ¢

* qLr = |(fprod; — L) - (R —fprod,) /4], QLr = g{*%, rr = (fprod; — L) - (R — fprod, )

mod ¢

Sends 7 := ({Qba ng rb}lly:(]v Q7 {QIN écia T.Ti}?:lv QL; TL, QR7 TR, QLR)-
V(crs, Y, ¢, 7): Outputs 1 iff:

© 10,71 Ty s Tags T, 'Ly 'R € [{]

« Qg = Fy, QW = Cy, forb =0, 1

c Qly" = F

. ngig;n” = zj, Qﬁlz;fl = Zy,, fori =1,2,3

* QLo = Fiogr "t Qg™ = oft - T QLper™™ = F
s Ftgi =11 Z

where r = rgr1y mod ¢ and rr = rrr mod £.

Figure 7.3: Our merged protocol for the Open algorithm of our binary inner product Functional
Commitment (section 7.3.1). The proof size and verification time are independent of the size of

fprod and thus n.
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Setup(A) : G «—s Ggen(N), g, g0, g1 <G, set crs := (G, g).

P — V: Computes:

e Y = g(ar—L)(R—x)

L

2
* Forv=1,2,3: Z,, :gfi,zzi =0

Sends (Y, {Z4,, 2z, }o_1)
V — P: Sends ¢ <s IP(l,Q’\)
P — V: Computes:
e qg=|z/t],Qp=g% r=x mod /.
« Fori=1,2,3: ¢, = [zi/l), Qu; = 27, oy = g5, 4, mod £
cqr=1(x—-L)/t],QrL=g{",rL = (x— L) mod ¢
qr=|(R—2)/t],Qr = g{",rr = (R — x) mod /
cqur=|(x—L)- (R—2)/¢],Qrr = ¢¥**,rpp=(x — L) - (R— ) mod ¢
Sends 7 := (Q, 7, {Qu,, Qr, T2, }o—1, QL,7L; QR, TR, QLR)-
V(crs,Y, ¢, 7): Outputs 1 iff:
c QlyT =Y
c QLgni =2, QL 2yt = Zy,, fori =1,2,3
c Qlgt =Y gL Qhyr =g Y1, Qf pgtr =Y
cYtg= H?:l Zi

where r = rgr;y mod £and rgp = r,rg mod £.

Figure 7.9: The succinct Argument of Knowledge of range of an exponent.
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KEY-VALUE MAPS FROM ANY VECTOR COMMIT-
MENTS

The results of this chapter appear in a paper under the title "Cuckoo Commitments: Registration-
Based Encryption and Key-Value Map Commitments for Large Spaces" that will appear at the
ASIACRYPT 2023 conference [104].

8.1 Technical Contributions

In this chapter we present a construction that compiles any vector commitment into a key-value
map commitment (KVC) [40, 3] for arbitrary-size keys.

The core technique of our approach is a novel use of cuckoo hashing [169] in cryptography
that can be of independent interest. Cuckoo hashing is a powerful (probabilistic) technique to
store elements from a large universe X into a small table 7" so that one can later access them
in constant-time. Concretely, the latter means that for an element z the cuckoo hash returns
k = O(1) possible locations of T" where to find z; the cuckoo hashing algorithms take care of
resolving collisions by reallocating elements in I" whenever a collision occurs.

To put some context, we describe a simple version of Cuckoo Hashing with a stash [140].
For this, we have 2 hash functions h1, hs, a table T of size 4n and a (unordered) set S, called
the ‘stash’. To insert a new element z, one first computes () = h; (z) and if T'[z()] = empty
then stores x in T' [x(l)]. Otherwise, if T [x(l)] = y then x ‘evicts’ y; namely, x is stored in
T[2™M] and y is inserted in T'[y(?)] (assume for this example that y was previously ‘sent’ to
T[] using hy). Subsequently, if T'[y()] is occupied by z then 3 ‘evicts’ z, and z gets sent to
the location specified by the alternative hash function. Observe that one always begin with A
for a new element and when the element is evicted always uses the next hash function (and if the
last is reached, then the first one again). This procedure continues until either an empty position
is found or M attempts have been made. If the latter event occurs, then the last element that
was evicted gets stored in the stash S. It can be shown that for random hash functions h1, ho, if
M = O(Alogn) then the size of the stash is in O(log n) with overwhelming probability [13].

There are many variants of the above mechanism: Cuckoo Hashing with £ > 2 hash
functions [106] or having tables where every position/bucket has capacity ¢ > 1 [92]. We
refer to [216] for an insightful systematization of knowledge and [219] for an overview from a
cryptographic perspective.
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In our work, we formally define a Cuckoo Hashing scheme in a cryptographic manner
in Section 8.2, closely following the definitions of [219]. For the rest, we mostly treat Cuckoo
Hashing as a black-box, assuming that it uses & hash functions with buckets of size £ = 1.

Finally, we informally describe how we can use our cuckoo hashing technique in the con-
text of vector commitments, specifically to transform any VC scheme into a key-value map
commitment for keys from a large space. Assuming one needs to commit to a key-value map
consisting of n key-value pairs (k;, v;) for i« = 1 to n, one can “cuckoo hash” all the keys so as
to obtain a table T, a vector, that stores all the keys at certain positions. Then, one can compute
a vector commitment Cr to T" and another vector commitment Cy, to a vector V' built in such a
way that V'[j] stores a value v if the key k associated to v is stored in T'[j]. Namely, each pair
(kg, v;) is stored in T" and V' at the same position j. By correctness of cuckoo hashing, for every
k such an index j exists. In order to open the commitment (C, C'y) to a key k one can use
cuckoo hashing to find the set of / candidate indices (j1,. .., ji) where k is (potentially) stored
and open Crr at those positions, to find the index j* such that T'[j*] = k. One then also opens
Cy to position j* and its value v. The verifier then would run similarly: for a key-value (k, v),
she runs the cuckoo hashing to find out (j1,. .., jn) associated to k, verify the openings of Cp
to (T'[j1],.-.,T[jn]), and the opening of C'y to v in the position j* such that T'[;*] = k. For
security it is essential that all (j1, ..., jj of (Cr, Cy) are opened so that the fact that k is stored
in exactly one position can be verified.

In Section 8.3 we give more details on other technicalities of this construction, such as
how to: deal with elements in the stash, prove that a key is not committed, reduce key-binding
to the position binding of the VC. Notably, this transformation is black-box, i.e., it works by
only invoking the algorithms of the underlying VC. This stands in contrast to, e.g., Verkle tree
approaches [67, 142].

8.2 Cuckoo Hashing Schemes

Cuckoo Hashing (CH) [169] is a technique to store a set of m elements from a large universe
X into a linear-size data structure that allows efficient memory accesses. In our work we
abstract away the properties of a family of cuckoo hashing constructions that can be used in our
RBE and KVC constructions. We do this by defining the notion of Cuckoo Hashing schemes.
Our definition is a variant of the one recently offered by Yeo [219]; in our definition, we use
deterministic Insert algorithms.

In a nutshell, a cuckoo hashing scheme inserts n elements 1, ..., z, € X in a vector T so
that each element x; can be found exactly once in 7', or in a stash set S. The efficient memory
access comes from the fact that for a given x one can efficiently compute the & indices i1, . . . , ig
such that x € {T'[i1],...,T[ix]} U S. The idea of cuckoo hashing constructions is to sample k
random hash functions Hy, ..., Hy : X — [n] and use them to allocate x in one of the % indices
Hi(x),...,H(x). Each construction uses a specific algorithm to search the index allocated to
x, requiring to move existing elements whenever a position is going to be allocated to another
element. The most efficient algorithms are local search allocation [139] and random walks
[110, 107, 109, 212, 219].

We define a Cuckoo Hashing scheme with the following algorithms:

Definition 36 (Cuckoo Hashing Schemes Algorithms). A Cuckoo Hashing scheme CH =
(Setup, Insert, Lookup) consists of the following algorithms:
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e Setup(1*,X,n) — (pp,T,S) : is a probabilistic algorithm that on input the security
parameter, the space of input values X and a bound n on the number of insertions, outputs
public parameters pp, k > 2, an empty vector T with N entries (with N a multiple of k),
along with an empty stash set .S, (denoting s > 0 its size, at this point, s = 0);

e Insert(pp, T, S, x1,...,2m) — (T",S’) :is a deterministic algorithm that on input vector T
where each non-empty component contains an element in X € pp, inserts each x1, ..., T, €
X in the vector exactly once and returns the updated vector with moved elements, T", S’.

e Lookup(pp,x) — (i1,...,ix) : is a deterministic algorithm that on input public parameters
ppand x € X, returns (i1, ..., i), the candidate indices where x could be stored.

Remark 24. Our Cuckoo Hashing schemes are, overall, probabilistic with the probability taken
over the choice of pp. Once pp is fixed, everything is deterministic; Insert and Lookup, that take
pp as input, are deterministic algorithms.

Our definition above differs from the one in [219] in the following aspects. First, we
consider dynamic cuckoo hashing schemes in which one can keep inserting elements, while
[219] considers the static case in which the set is hashed all at once. Second, in our notion each
entry of 7" can store a single element, whereas [219] considers the more general case where it
can store ¢ > 1 elements, which occurs in some constructions.

We define correctness of cuckoo hashing by looking at the probability that either the insertion
algorithm fails or, if it does not fail, an inserted element is not stored in the appropriate indices
returned by Lookup. To model this notion we give two definitions. The first one is the “classical”
correctness definition of cuckoo hashing that takes this probability over any choice of inputs
but for a random and independent sampling of the hash functions. Intuitively this models the
scenario where an adversary for correctness does not have explicit access to the hash functions,
but can still choose any input set.

Definition 37 (Correctness). A cuckoo hashing scheme CH is e-correct if for any n, any set of

m < n items 1, ..., %, € X such that x; # x; for all i # j and any ¢ € [m]:
T =1 (pp, T, S) < Setup(1*, X, n)
Pr V(T # LA . (T",8") « Insert(pp, T, S, x1,...,xm) | <€
Ty ¢ {T/[il]v v ’T/[ik]} U S,) (/L.lv .. aq’k) — LOOkUp(pp,xg)

and one simply says that CH is correct if it is e-correct with ¢ = negl()\).

8.2.1 Robust Cuckoo Hashing

The second definition (introduced by Yeo [219]) instead considers the case of inputs that are
chosen by a PPT adversary after having seen the hash functions. This models the scenario where
an adversary has explicit access to the hash functions before choosing the set of elements.

Definition 38 (Robustness). A cuckoo hashing scheme CH is e-robust if for any n, any PPT
adversary A:

(pp, T, S) < Setup(1*, X, n)
T = | {z1,...,2m, 0} < A(pp)
Pr V(T # LA : riFxNiFjem] | <e
g ¢ {T'[i1], ..., T'[ig]} US")  (TV,5") < Insert(pp, T, S, z1,...,Zm)
(1,...,4x) < Lookup(pp, z¢)
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8.2.2 Efficiency parameters of cuckoo hashing

For our applications, the following parameters will dictate the efficiency of a cuckoo hashing
scheme: k, the number of possible indices (and of hash functions); NV, the size of the table T’; s,
the size of the stash S; d, the number of changes in the table (i.e., number of evictions) after a
single insertion. While in most constructions, the parameters k and [V are fixed at Setup time,
in some cuckoo hashing schemes the values of s and d may depend on the randomness and the
choice of inputs. As in the case of correctness vs. robustness, we define s and d in the average
case (i.e., for any set of inputs and for random and independent execution of Setup) or in the
worst case (i..e, for adversarial choice of inputs after seeing pp).

8.2.3 Existing cuckoo hashing schemes
The following theorem encompasses a few existing cuckoo hashing schemes.

Theorem 35. For a security parameter A and an upper bound n, there exist the following cuckoo
hashing schemes:

« CHy where k = 2, N = 2kn, that achieves negl(\)-correctness, and average case s = logn,
d = O(1) [140].

. CH(QrOb) where k = 2, N = 2kn, that achieves negl(\)-robustness, and worst case s = n,
d = O(1) [140, 219] in the Random Oracle Model.

. CHg\mb) where k = \, N = 2\n, that achieves neg|(\)-robustness, and worst case s = 0,

d = )\ [219] in the Random Oracle Model.

8.3 Key-Value Map Commitments from Cuckoo Hashing and Vec-
tor Commitments

Given a key space K and a value space V, a key-value map M C K x V is a collection of
pairs (k,v) € K x V. Key-value map commitments (KVC) [40, 3] are a cryptographic primitive
that allows one to commit to a key-value map M in such a way that one can later open the
commitment at a specific key, i.e., prove that (k, v) is in the committed map M, and do so in
a key-binding way. Namely, it is not possible to open the commitment at two distinct values
v # V' for the same key k. KVCs are a generalization of vector commitments [66]: while in
VCs the key space is the set of integers {1, ...,n}, in a KVC the key space is usually a set of
exponential size.

In this section, we present a construction of KVCs based on a combination of vector com-
mitments and cuckoo hashing. The resulting KVC needs to fix at setup time a bound on the
cardinality of the key-value map, but otherwise supports a key space and a value space of
arbitrary sizes.

8.3.1 KVM Construction from Cuckoo Hashing and Vector Commitments

We present a construction of a KVC for keys of arbitrary size. Our scheme is obtained by
combining a Cuckoo Hashing scheme CH and a Vector Vommitment one VC. We refer to
Section 8.1 for an intuitive description.
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e Setup(1*,1,K, V) — crs: runs (ppcy, T', S) < CH.Setup(1*, 1), and generates crsyc <

V
o C

AW N =

(9] ]

It

C.Setup(1*, N), then returns crs < (crsyc, ppcy)-

om(crs, M) — (C,aux): on input a key-value map M = {(k;, v;)}1";:

if there exists ¢, j € [m],i # j such that k; = k;, it aborts;

. (T, S) + CH.Insert(ppcy, T', S, ki, . . ., kp); if T = L it aborts, else sets T” «+ cat(T);

. (Cp,auxy) < VC.Com(crsyc, T");

. For j = 1tom,letind; € [N] be the index such that T"[ind;] = k;. If ind; exists, it sets
Vind;] < v;, otherwise, if k; € S, adds (k;,v;) to S*.

. (Cy,auxy) « VC.Com(crsyc, V)

return C' = (Cr, Cy, S*) and aux = (auxg, auxy, S*, T", S, M).

e Open(crs,aux, k) — A:

1
2
3
4

(indy,...,indg) <= CH.Lookup(ppch, k);
ifk ¢ {T[indy],...,T]indg]} U S aborts;
for j = 1to k: Aj <~ VC.Open(crsch, auxr, ind;).

Let ind* € [N] be the index such that T'[ind*] = k. If ind* exists, it computes A* <
VC.Open(crscy, auxy, ind*), else sets A* = |

Return A = (A, T'[indq], ..., Ag, T'[indg], A*).

oV

er(crs,C, A, (k,v)) — b: parses C = (Cp,Cy,S*)and A = (Aq,t1, ..., Ag, tg, A*) and

proceeds as follows:

1. (indy,...,indg) <= CH.Lookup(ppch, k);

for j = 1to k: b; < VC.Ver(crsch, Cr, Aj,ind;, t;); if /\;?:1 b; = 0 outputs 0, else
continues;

ifk & {t1,...,tr}, outputs 1 if and S* is valid (i.e., it does not contain any repeated key
and no entry (k, €) and (k,v) € S*, else outputs 0.

Otherwise, let j* be the first index such that k = ¢;-: it computes b* + VC.Ver(crsch,
Cv, A*, ind;+,v), and returns b*.

Correctness and succinctness One can see by inspection that the proposed KVC scheme is
robust (with overwhelming probability) under the assumption that VC is perfectly correct and

that

the cuckoo hashing scheme CH is robust. Succinctness of our KVC scheme is also easy to

see by inspection, under the assumption that VC is succinct and that we use an instantiation of

CH

that satisfies k£ = O(logn).

Theorem 36 (Key binding). If VC is position binding, then KVM is a key-binding KVC.

Proof. Assume by contradiction that there exists a PPT adversary .A that breaks the position
binding of our KVC scheme. Then we show how to build a reduction B that breaks the position
binding of VC. B takes as input crsyc, generates the CH public parameters and runs .4 on input
crs < (crsvc, PPcH)-
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Assume that A returns a tuple (C, k, v, A, v, A) that breaks key binding with non-negligible
probability. Let

A= (A17t17 s 7Ak7tk7A*)7 A = (Alaflu s 7Ak7£k7A*)

By the winning condition of key binding we have that v = v and that both opening proofs are
accepted by the Ver algorithm. In particular, since Ver is invoked on the same key k, the first
step of verification computes the same indices indy, .. . , indy, in the verification of both A and A.

First, notice that it must be the case that Vj € [k], t; = ¢;. Otherwise, one can immediately
break the VC position binding with the tuple (C, ind;, A, t;, Aj, ;).

Second, if k ¢ {t¢1,...,tx} then by construction of Ver (step 3), A cannot break position
binding.

Finally, let * be the index such that k = ¢;+. Then one can break the VC position binding
with the tuple (Cy,indj«, A*, v, A*, V). O

In Section 8.4.2 we show that this KVC is updatable.

8.3.2 Key-Value Map Instantiations

We can instantiate the generic construction of the previous section with the CH scheme CH,
from Theorem 35 (which is robust in the random oracle model) and any of the existing vector
commitment schemes. If the VC has constant-size openings, say O(), then the resulting KVC
constructions have openings of size O(A\?). The most interesting implication of this KVC
instantiation is that we obtain the first KVCs for unbounded key space based on pairings in a
black-box manner. More in detail, we can obtain a variety of updatable KVCs according to
which updatable VC we start from, e.g., we can use [66] to obtain a KVC based on CDH, [150]
for one based on ¢-DHE. Prior to this work, an updatable KVC under these assumptions could
only be obtained by instantiating the Merkle tree scheme with one of [150, 66] VCs. However,
Merkle trees with algebraic VCs need to make a non-black-box use of the underlying groups in
order to map commitments back to the message space. In contrast, all our KVCs are black-box,
if so are the underlying VC (as it is the case for virtually all existing schemes).

8.3.3 Accumulators from Vector Commitments with Cuckoo Hashing

It is easy to see that a KVC for a key space K immediately implies a universal accumulator
[18, 147] for universe K. The idea is simple: to accumulate ky, ..., k, one commits to the
key-value map {(ki,1),..., (kn,1)}; a membership proof for k is an opening to (k, 1), and
a non-membership proof is a KVC opening to (k, ¢). The security of this construction (i.e.,
undeniability [152] — the hardness of finding a membership and a non-membership proof for
the same element) follows straightforwardly from key binding. Furthermore, if the KVC is
updatable, the accumulator is updatable (aka dynamic, in accumulators lingo).

From this, we obtain new accumulators for large universe enjoying properties not known in
prior work. For instance, we obtain the first dynamic accumulators for a large universe that are
based on pairings in a black-box manner. To the best of our knowledge, prior black-box pairing-
based accumulators either support a small universe [56, 66], or are not dynamic [167, 137].
Notably, using the CDH-based VC of [66] we obtain the first universal accumulator for a large
universe that is dynamic, based on the CDH problem over bilinear groups, and black-box.
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8.4 Updatable Key-Value Map Commitments

8.4.1 Definitions

We define updatable key-value map commitments as an extension of KVCs in which, akin to
updatable VCs, one can efficiently update the commitment and the openings with respect to
changes in the committed key-value map.

We model an update in a key-value map M as a pair (k, §) where k € K is a key and ¢ is an
update information which can be:

* 0 = (insert,v) to denote the insertion of the pair (k,v), i.e., M’ +— M U (k, v);
* 0 = (delete, v) to denote the deletion of the pair (k,v), i.e., M’ = M\ (k,v);

* 0 = (update, v, V') to denote the change of value from v to v/ associated to the key k, i.e.,
M = (M (k,v)) U (k, V).

Also, we say that (k, ) is valid for M if the operation is well defined, namely: it inserts a key
that is not present in the map, it deletes or changes the value of an already existing key.

Definition 39 (Updatable KVC). A key-value map has updatable commitments if there exist
two additional algorithms ComUpdate and ProofUpdate that work as follows.

« ComUpdate(crs, C, (k,0),aux) — (C’,aux’,ws): Given a commitment C, key k, update
information 0 and an auxiliary information aux, the algorithm outputs a new commitment C’,
auxiliary information aux’, and update hint s.

* ProofUpdate(crs, Ay, (k,8), 75) — A} ): Given an opening Ay for some key k € IC, a key k
(possibly different from k), update information ¢ associated to k, and an update hint ms, the
algorithm outputs a new opening A,,.

Robust Correctness of Updatable KVCs. An updatable KVM is robust if for any public param-
eters crs <& Setup(1*, n, K, V), any adversarial choice of a key-value map M C K x V of size
<n,ve (VUie}), (k,v) € K x (VU{e}), and sequence of valid updates {(k;, 0j)}jepm) that
eventually yields a M’ of size < n such that (k,v') € M’, any initial commitment (Cy, auxq) <
Com(crs, M) and opening Al((o) + Open(crs, auxg, k), and, sequentially, for j € [m], updated
commitments and openings (Cj,aux;,ms5;) < ComUpdate(crs, C;_1, (Iij,éj),auxj_l) and
A(k]) — ProofUpdate(crs,Al((jfl), (Rj,éj),m;j), we have that Ver(crs, C,,, Al((m), (k,v')) =1
holds with overwhelming probability in \.

Efficiency of Updatable KVCs. An updatable KVC is said efficient if:

(i) The efficiency definition of Definition 17 holds also for commitments and openings produced
by ComUpdate and ProofUpdate respectively. Additionally, the update hints w5 produced
by ComUpdate should also have polylogarithmic size.

(ii) The runtimes of ComUpdate and ProofUpdate are polylogarithmic in n.

Our updateability notion for KVCs corresponds to what is known as stateful updates in
the VC literature. This is due to the fact that ComUpdate requires knowledge of the auxiliary
information aux related to the commitment C' (which possibly contains the committed vector),
and produces an update hint 75 that can be used by anyone to update local proofs. This model is
useful in applications where a central party can perform an update and enables everyone else to
update proofs by publishing succinct information.
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8.4.2 An Updatable Key-Value Map Construction from Cuckoo Hashing and
Vector Commitments

Here we show that the scheme described above is also updatable, defining the following algo-
rithms:

» ComUpdate(crs, C, (k,d),aux) — (C’,aux’,ms): this algorithm initializes the following
vectors: TV < T', V' <~ V, and computes:

1. (indy,...,indg) < CH.Lookup(ppch, k).
2. if [1] € {delete, update}, then:

(a) if looks for ind € {indy, ..., ind;} such that T'[ind] = k. If there are several, it aborts,
if there is none, then it looks for an element in S with first component k: if there are
several or none it aborts; if there is one such element but its second component is not
v = §[2], then it also aborts;

(b) if 6[1] = delete, it removes the value in T"[ind] if ind existed, and else it removes (k, v)
from S;

(c) else if §[1] = update, it sets V"[ind] < v/ (where v/ = §[3]) if ind existed, and else it
removes (k,v) from S* and adds (k,v’) in S*;
3. if §[1] = insert, then:
@) (T,S) < CH.Insert(ppcy, T, S, k). If T =L, it aborts. Else it updates T" <«
cat(T);
(b) it finds ind € {indy,...,ind;} such that T”[ind] = k. If there are several, it aborts, if
there is none, if looks for k in S; if k ¢ S, then it aborts;
(c) if ind existed, it sets V’[ind] < v (where v = §[2]), else it adds (k, v) to S*.
4. 7 is initialized as (). For each index i such that Ji’ [i] # T[], it sequentially updates
(Cr,auxy) < VC.ComUpdate(crsyc, Cr, 4, T[i], T"[i]), and adds (i, T'[é], T"'[i]) to 7.
5. it initializes my < (). For each index i such that Vv’ [1] # Vi), it sequentially updates
(Cy,auxy) + VC.ComUpdate(crsyc, Cv, i, V[i], V'[i]), and adds (i, V'[i], V'[i]) to
V.
6. finally it returns: c’ « (CT,QV,S*), aux’ + (auxT,auxV,S*7T, S, M), and 75
(7T, 7V, T[indl]v e >T[indk]7 S).

» ProofUpdate(crs, Ay = (Ay,t1,..., g, tr, A¥), (k,0), 75 = (rr, v, b, ..., 1, S)) —
A} : this algorithm computes:

~

1. (indy,...,indg) < CH.Lookup(ppch, k).

2. ifk ¢ {t,...,t,} US, then it aborts;

3. foreachj € [k], foreach (i,t,t') € 7, itupdates: A; «— VC.ProofUpdate(crsyc, Aj, 4, t,t');
4,

it looks for i* € [k] such that #,. = k. If there are several such indices, it aborts. Else if i*
does not exist, it updates A* <—_L. Else if ¢* exists and is unique, for each (i, v,v’) € 7y,
it sequentially updates A* «— VC.ProofUpdate(crsyc, A*, i, v,0").

5. finally it returns A = (A, t), ..., Ag, t), A¥).
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One can remark that in the ProofUpdate algorithm, if the input k is equal to the k of the
input Ay, then ¢7, ..., t} will not be required in ¢ as they will be equal to the ¢1, ..., ¢ in Ay.

Robust Correctness. We show robust correctness of the above updatable KVC, KVM = (Setup,
Com, Open, Ver, ComUpdate, ProofUpdate), built from the Cuckoo Hashing scheme CH and
the Vector Commitment scheme VC, if CH is robust and VC is correct.

Let n be an integer, A a security parameter, K a key space and V a value space which are
subspaces of the input space of VC’s vectors, and: crs « Setup(1*,n, K, V). Let A be a PPT
adversary, who chooses a key-value map M C K x V of size n or less, (k,v) € I x V U {e},
v/ € V x {e}, and a sequence of valid updates {(k;, d;)} je[m) that eventually yields the udpated
key-value map M’ of size n or less such that (k,v') € M.

Let (Co, auxg) « Com(crs,/\/l),Ag)) < Open(crs, aux, k), (C}, aux;, 75;) <= ComUpdate(crs, C; 1,
(kj,d;),aux;_1) and Aﬁj) — ProofUpdate(crs,Al((j_l), (k;j, 85),755)-

We write this demonstration by induction. If there are no updates (m = 0), then M’ = M,
and since we required uniqueness of the keys in our key-value map construction, v/ = v is the
value associated to k and Ver(crs, Cy, A(ko), (k,v)) = 1 from the correctness of VC. Now, for the
end of the induction, let us suppose that for some i € [0;m — 1], and for (k, v;) the key-value
pair of k in the M after update i, Ver(crs, C;, Af), (k,vi)) = 1.

Let (k, vi+1) be the key-value pair for k in the map after update i + 1. Then, the update
hint 75,1, returned by ComUpdate under the robustness of CH, provides the changes from
the key-value map after the i-th update, M, to the one after the (i + 1)-th update (IA<¢+1, dit+1),
M +1. Running on this 7s; 1 with the same (Ri+1, di+1), ProofUpdate will also make A;;1
an opening for the map M, ; in k. As (k, v;11) is the key-value pair for k after the (i + 1)-th

update, Ver(crs, Cj41, Al(fﬂ), (k,v;+1)) will thus be equal to 1 from the correctness of VC.

Efficiency. We show that if VC and CH are efficient, and CH is robust, then KVVM also is. Indeed,
if they are, then crs is of polylogarithmic size, as well as commitments and openings under the
efficiency of the VC. The auxiliary information input to ComUpdate is of polylogarithmic size,
and the key and update information of constant size. Under the efficiency of CH, the output 7
is polylogarithmic except with probability negligible in J, as its size is at most in the number of
elements moved by a CH.Insert operation, and in the stash size, which is also polylogarithmic
if CH is robust. Under the efficiency of VC ComUpdate and ProofUpdate then both run in
polylogarithmic time.
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CONCLUSION AND FUTURE WORK

In the second part of the thesis (Part IT) we studied zero-knowledge protocols for the set mem-
bership problem. We provided succinct zero-knowledge proofs of set membership and non-
membership for singletons using the RSA accumulator as the underlying set commitment. We
also provided succinct zero-knowledge proofs of set membership of singletons using a position-
hiding variant of EDRAX Vector Commitment as the underlying set commitment. Then we
proceeded to succinct batch set membership proofs for multiple elements, again using the RSA
accumulator.

There are various interesting research avenues open in this direction. One of the most inter-
esting open problems would be to extend our methodology of batch set membership proofs for
RSA accumulators to succinct batch zero-knowledge set non-membership proofs, i.e. provding
that multiple (committed) elements are not members of the set but preserving the small size of
the proof. Another possible future work is to construct batch proofs where the zero-knowledge
property is perfect (or statistical) instead of computational. In our batch set-membership protocol
zero-knowledge holds under a computational assumption (DDH-II) over groups of unknown
order. Achieving perfect zero-knowledge would lead to everlasting privacy for the elements we
prove membership for. This would translate to privacy even against quantum computers.

On a more general view, another possible research avenue would be to investigate post-
quantum zero-knowledge poofs of set membership. With recent advances in succinct lattice-
based commitments and zero-knowledge proofs this direction seems more tangible in the lattice
cryptographic setting.

The most important conclusion is that specialized SNARKSs for specific relations can be far
more beneficial than applying general purpose SNARKSs. In our case we started from a relation
(the one of RSA Accumulators) that was in practice infeasible to prove via general purpose
constructions. However, it turned out that special algebraic techniques relevant to the specific
idiosyncracy of the problem can make a zero-knowledge proof feasible.

This conclusion can be generalized. A great research effort has been put to construct and
improve SNARKSs for all (NP) languages. Our thesis indicates that it is reasonable to dedicate
efforts for special-type systems for specific languages. This conclusion could be strengthened
by the fact that in real-world applications the types of languages that SNARKSs are used for are
essentially not many or at least are not very diverse.

Therefore, identifying interesting relations, their underlying properties and study the devel-
opment of specialized SNARKSs for these relations can be another fruitful research avenue.
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In the third part of the thesis (Part IIT) we switch to vector commitments. Firsty, we intro-
duced the notion of Incremental Aggregation for vector commitments and provide two efficient
constructions from groups of unknown order. We show concrete applications of incrementally
aggregatable vector commitments to space-time efficient precomputation of proofs of opening
and Verifiable Decentralized Storage. Then we turned to functional commitments, presenting
constructions of functional commitment with constant-sized public parameters and opening
proofs for linear functions. The constructions are in the groups of unknown order setting. At
the end we showed a generic way to transform any vector commitment to a key-value map
commitment using a well-known probabilistic data structure, Cuckoo-Hashing.

Again, one can think of many fascinating open problems for future work. An intriguing
and challenging open problem is to construct incrementally aggregatable vector commitments
from other cryptographic settings such as bilinear groups or lattices. This is probably the most
challenging open problem left in the thesis. It would be surpising if a black-box algebraic
construction from bilinear groups exists that supports fully-fledged incremental aggregation.
However, it would be interesting to understand what is the closest weaker notion of incremental
aggregation that is feasible in this setting. On the other hand, a construction over lattices may be
more tangible.

In case a construction of incrementally aggregatable vector commitments from other—than
groups of unknown order—settings is not found it would make sense to formally understand what
is the structure of groups of unknown order that makes it feasible in comparison to the other
settings.

On the functional commitments’ side there are many relevant open questions standing such
as "Can we achieve inner product functional commitments with constant parameters from other
settings?". Or "Is there a non-trivial way to generalize the result to a richer (than linear) class
of functions", where the "trivial" way for higher degree polynomials would be to just linearize
them.

Functional commitments is a very active research area and many constructions with rich func-
tionalities have appeared, mostly from other settings, lattices or bilinear groups. An outstanding
question is why in other settings the constructions require linear—in the size of the vector—public
parameters or super-constant proofs (unless not fully succinct or using non black-box general
purpose proof systems) and, again, what is the structural property of groups of unknown order
that allows for constant-sized public parameters.

A slightly different direction would be to investigate ’direct’ construction of functional
commitments over groups of unknown order. By ’direct’ we mean constructions that make only
black-box use of group operations and do not arithmetize the underying function. Surpisingly,
such constructions exist in bilinear groups and lattices but remain hard to build in the setting of
groups of unknown order. This is a very challenging problem in the area that remains open for a
long time.

Finally, for key-value map commitments it remains an open problem to explore if one could
use the same approach of vector commitments and cuckoo-hashing but avoiding the linear—in the
security parameter—overhead in the opening proof size. More generally, since cuckoo-hashing is
underexplored in public-key cryptography it’s fascinating to investigate if it could have further
applications on that domain.
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